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1. Scope

The Enabler Test Requirements (ETR) document for the Enabler under consideration is created and maintained by the Technical Working Group (TWG) responsible for the technical specifications for the corresponding Enabler.

The ETR document is intended to cover at least those requirements collected in the Requirements Document (RD) and the Architecture Document (AD) in addition to any other items the TWG has identified as important enough to warrant attention from interoperability perspective and identify any technical functionalities that should be covered by testing.

2. References

2.1 Normative References

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.3, Open Mobile Alliance™, 
OMA-ORG-IOP_Process-V1_3, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[ERELD]
	 “Enabler Release Document for <Enabler>”, Open Mobile Alliance™,
OMA-ERELD-<EnablerName>-Vx_y, URL:http://www.openmobilealliance.org/

	[OMADRM20]
	“Digital Rights Management v2.0.1”, Open Mobile Alliance(, OMA-DRM-V2_0_1, URL:http://www.openmobilealliance.org/

	[OMADRM21]
	“Digital Rights Management v2.1”, Open Mobile Alliance(, OMA-DRM-V2_1, URL:http://www.openmobilealliance.org/


2.2 Informative References

	[OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-V2_6, URL:http://www.openmobilealliance.org/


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	TestFest
	Multi-lateral interoperability testing event


3.3 Abbreviations

	A2A
	Agent to Agent

	AD
	Architecture Document

	LRM
	Local Rights Manager

	OMA
	Open Mobile Alliance

	RD
	Requirements Document

	REL
	Rights Expression Language

	RO
	Rights Object


4. Introduction

The purpose of this Enabler Test Requirements document is to help guide the testing effort for the Enabler SCE v1.0, documenting those areas where testing is most important to ensure interoperability of implementations.

The Enabler under consideration comprises the following specifications:

· OMA-RD-SCE-V1_0: defines the requirements for the SCE 1.0 specifications.

· OMA-AD-SCE-V1_0: specifies the architecture for the SCE 1.0 specifications.

· OMA-TS-SCE-REL-V1_0: technical specification of the REL.

· OMA-TS-SCE_MDCF-V1_0-0: technical specification of the MDCF file format.

· OMA-TS-SCE_LRM-V1_0: technical specification of the LRM.

· OMA-TS-SCE_GEN-V0_3: technical specification of the generic protocols.

· OMA-TS-SCE_DRM-V1_0: technical specification of the DRM agent.

· OMA-TS-SCE_DOM-V0_4: technical specification of User Domains.

· OMA-TS-SCE_A2A-V1_0_0: technical specification of Agent to Agent protocols.

Generally, the testing activity should aim at validating the normal working behaviour of the client/server interactions, as well as testing the error conditions whenever it is possible to set up the appropriate scenarios. The following sections provide a more detailed description of the testing requirements for SCE v1.0.

This document also intends to provide some guidance on the prioritization of the specifications and features to be tested within Enabler SCE v1.0.
5. Test Requirements

5.1 Enabler Test Requirements

The test requirements collected in this section are related to the Enabler SCE v1.0.

In this section, it should be defined what specific functionalities of this Enabler shall or should be tested to ensure adequate operational of the implementations, including any security requirements and constraints on usage if specified (e.g. user can forward a media object but can not visualize it). That means that devices (clients/serves) shall do what they have to do and they shall not do what they are not allowed to do. Both types of test requirements (positive and negative testing) should be included here if so required.

Besides this information, OMA Architecture specifies a “Framework Architecture”, consisting of a set of common functions that need to be invoked in most use cases involving the different Service Enablers. The functionality requirements defined in the OMA Framework Architecture, i.e. authentication, authorization, charging, billing, common directory, etc. should also be listed in this table. Use cases are the main input to identify test requirements.

The following test requirements should cover both Conformance test requirements (i.e. functionality to be tested to verify whether it is implemented either in the client side or in the server side) and Interoperability test requirements (i.e. client/server interactions one with another)

The following sections (Mandatory and Optional test requirements) could also be separated for client and server test requirements.

The tables for the mandatory and optional test requirements include the following columns:

FEATURE KEY:
A set of characters uniquely identifying the enabler test requirement to be tested. It is suggested that the Feature Key is no longer than 4 to 5 characters. The purpose of the Feature Key is that when used, it distinctly refers to only one feature to be tested.

FEATURE DESCRIPTION:
A description of a technical specification feature to be tested.

FEATURE TEST REQUIREMENTS:
A description of what shall be tested for the feature.
5.1.1 Mandatory Test Requirements

Mandatory test requirements are covering mandatory features/functions of an Enabler which shall always be implemented in the client/server

NOTE: This table needs to be filled out at a level where ambiguity is not present but details are not overwhelming.

Ambiguity means that the details do not have several meanings nor have more than one possible implementation path following.

	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	A2A-M-01
	DRM Requestor performing an A2A Hello operation with a DRM Agent.
	Required to test that a DRM Requestor correctly performs an A2A Hello operation with a DRM Agent. Tests MUST include:

· Setting Version to something other than 1.0.

Sending a Trust Anchor that is not in common with the DRM Agent.

	
	A2A-M-02
	DRM Requestor performing an A2A Hello operation with a Render Agent.
	Required to test that a DRM Requestor correctly performs an A2A Hello operation with a Render Agent. Tests MUST include:

· Setting Version to something other than 1.0.

Sending a Trust Anchor that is not in common with the Render Agent.

	
	A2A-M-03
	DRM Requestor performing a MAKE transaction with a DRM Agent.
	Required to test that a DRM Requestor correctly performs a MAKE transaction with a DRM Agent. Tests MUST include:

· Sending a Trust Anchor that is not in common with the DRM Agent.

· Sending an invalid certificate chain.

· The DRM Agent having an expired CRL.

· The DRM Requestor being revoked in the DRM Agent’s CRL.

· Sending the wrong random number.

· Malformed encrypted data.

The wrong protocol version.

	
	A2A-M-04
	DRM Requestor performing a MAKE transaction with a Render Agent.
	Required to test that a DRM Requestor correctly performs a MAKE transaction with a Render Agent. Tests MUST include:

· Sending a Trust Anchor that is not in common with the DRM Agent.

· Sending an invalid certificate chain.

· The DRM Agent having an expired CRL.

· The DRM Requestor being revoked in the DRM Agent’s CRL.

· Sending the wrong random number.

· Malformed encrypted data.

The wrong protocol version.

	
	A2A-M-05
	DRM Requestor performing a CRL Query operation with a DRM Agent.
	Required to test that a DRM Requestor correctly performs a CRL Query operation with a DRM Agent. Tests MUST include:

The DRM Agent sending an empty CrlIdList in the response.

	
	A2A-M-06
	DRM Requestor performing a CRL Query operation with a Render Agent.
	Required to test that a DRM Requestor correctly performs a CRL Query operation with a Render Agent. Tests MUST include:

The Render Agent sending an empty CrlIdList in the response.

	
	A2A-M-07
	DRM Requestor performing a Put CRL operation with a DRM Agent.
	Required to test that a DRM Requestor correctly performs a Put CRL operation with a DRM Agent. Tests MUST include:

The DRM Requestor sending an invalid CRL.

	
	A2A-M-08
	DRM Requestor performing a Put CRL operation with a Render Agent.
	Required to test that a DRM Requestor correctly performs a Put CRL operation with a Render Agent. Tests MUST include:

The DRM Requestor sending an invalid CRL.

	
	A2A-M-09
	DRM Requestor performing a Get CRL operation with a DRM Agent.
	Required to test that a DRM Requestor correctly performs a Put CRL operation with a DRM Agent. Tests MUST include:

The DRM Requestor sending an invalid CRL Id.

	
	A2A-M-10
	DRM Requestor performing a Get CRL operation with a Render Agent.
	Required to test that a DRM Requestor correctly performs a Put CRL operation with a Render Agent. Tests MUST include:

The DRM Requestor sending an invalid CRL Id.

	
	A2A-M-11
	DRM Requestor performing a Put RO operation with a DRM Agent.
	Required to test that a DRM Requestor correctly performs a Put RO operation with a DRM Agent. Tests MUST include:

· Replaying a PutRoRequest.

· The DRM Requestor sending an RO that is too large to be saved in the DRM Agent.

· The DRM Requestor sending an RO that has been tampered.

The DRM Requestor sending StateInformation that exceeds that in the original RO.

	
	A2A-M-12
	DRM Requestor performing a Share RO operation with a DRM Agent.
	Required to test that a DRM Requestor correctly performs a Share RO operation with a DRM Agent. Tests MUST include:

· Replaying a ShareRoRequest.

· The DRM Requestor sending an RO that is too large to be saved in the DRM Agent.

· The DRM Requestor sending an RO that has been tampered.

The DRM Requestor sending an RO that does not have the <adhoc-share> permission.

	
	A2A-M-13
	DRM Requestor performing a Lend RO operation with a DRM Agent.
	Required to test that a DRM Requestor correctly performs a Lend RO operation with a DRM Agent. Tests MUST include:

· Replaying a LendRoRequest.

· The DRM Requestor sending an RO that is too large to be saved in the DRM Agent.

· The DRM Requestor sending an RO that has been tampered.

The DRM Requestor sending an RO that does not have the <lend> permission.

	
	A2A-M-14
	DRM Requestor performing a Lend Release RO operation with a DRM Agent.
	Required to test that a DRM Requestor correctly performs a Lend Release RO operation with a DRM Agent. Tests MUST include:

· Replaying a LendReleaseRoRequest.

Sending an invalid LendingHandle.

	
	A2A-M-15
	DRM Requestor performing a Render operation with a Render Agent.
	Required to test that a DRM Requestor correctly performs a Render operation with a Render Agent. Tests MUST include:

· Replaying a RenderRequest.

Sending an invalid AssetId.

	
	A2A-M-16
	DRM Requestor performing a Render Status operation with a Render Agent.
	Required to test that a DRM Requestor correctly performs a Render Status operation with a Render Agent. Tests MUST include:

· Replaying a RenderStatusRequest.

Sending an invalid LendingHandle.

	
	DOM-17
	DMP protocol messages
	Required to test that the DMP messages, as created by rhe DA/DEA and the DRM Agent) are correctly formatted 

	
	DOM-18
	DMP registration
	Required to test that registration of a DRMAgent with a DA/DEA is successful only, when both DA/DEA certificate and DRM Agent certificate is valid and the signatures are correct. 

	
	DOM-19
	Join domain protocol
	Required to test that a MDK is delivered only if the signatures in the request are correct. 

	
	DOM-20
	Join domain protocol
	Required to test that an MDK is accepted by the DRM Agent only if the signing key is associated with the DA/DEA identified in the <udomID> element. (and related checks)

	
	DOM-21
	Leave domain protocol
	Required to test that after successful completion of the leave domain protocol, the DRM Agent no longer evaluate Rights Objects bound to the User Domain. 

	
	DOM-22
	Backward compatibility
	Required to test that 2.0/2.1-only DRM Agents are able to execute the 2.0/2.1 joinDomainProtocol (with the RI) based on an RI-created User Domain RO embedded in a DCF, and subsequently provide access to the associated content.

	
	DOM-23
	UserDomain RO installation
	Required to test that a DRM Agent will only install a User Domain RO based on a valid User Domain Token (valid as specified in 7.2.2)

	
	DOM-24
	RDP protocol messages
	Required to test that the RDP messages, as created by the DA/DEA and the DRM Agent) are correctly formatted 

	
	DOM-25
	RDP registration
	Required to test that registration of a RI or LRM with a DA/DEA is successful only, when both DA/DEA certificate and RI or LRM certificate is valid and the signatures are correct. 

	
	DOM-26
	RDP Trigger parsing and processing
	Required to test whether RDP Trigger is parsed and processed properly.

	
	LRM-M-27
	Device Parsing of LRM Certificate
	Required to test that an LRM Certificate can be differentiated from an RI Certificate and a Device Certificate.

	
	LRM-M-28
	Device Requesting an Imported-RO from an LRM
	· Required to test that Devices can form request messages and implement the Imported RO request protocols.

· Required to test that LRMs can check validity of Imported RO request messages and respond accordingly

Required to test that LRM can check authorizations from DA and from DEA

	
	LRM-M-29
	Device Receiving an Imported-RO from an LRM
	· Required to test that LRMs can form response messages and implement the Imported RO response protocols.

· Required to test that LRMs can form valid Imported-ROs.

· Required to test that LRMs obey constraints on distribution of Imported-ROs

· Required to test that Devices can check validity of Imported RO response messages and Imported-ROs

Required to test that Devices can check authorizations from DA and from DEA

	
	LRM-M-30
	Device Requesting a Move of an Imported-RO from another Device
	· Required to test that Devices can form Move request messages and implement the Move Imported RO request protocols.

· Required to test that Devices can check validity of Move Imported RO request messages and respond accordingly

Required to test that Devices can check authorizations from DA and from DEA

	
	LRM-M-31
	Device Receiving Moved Imported-RO from other Devices
	· Required to test that Devices can form Move response messages and implement the Move Imported RO response protocols.

· Required to test that Devices obey constraints on distribution of Imported-ROs

· Required to test that Devices can check validity of Move Imported RO response messages and Imported-ROs

Required to test that Devices can check authorizations from DA and from DEA

	
	LRM-M-32
	Device Registering with a DEA
	· Required to test that Devices can form Registration request messages and implement the Registration request protocols.

· Required to test that DEAs can check validity of Registartion request messages and respond accordingly

· Required to test that DEAs can check authorizations from DA

· Required to test that DEAs can form Registration response messages and implement the Registration response protocols.

· Required to test that Devices can check validity of Registration response messages and respond accordingly

Required to test that Devices can check authorizations from DA

	
	LRM-M-33
	Forming User Domain
	· Required to test that DEAs can form a User Domain for Imported-ROs

Required to test that LRMs can enforce User Domain restrictions for Imported-ROs

	
	LRM-M-34
	Join User Domain
	· Required to test that Devices can form messages to join a User Domain

· Required to test that DEAs can authorize or deny a Device joining a User Domain

Required to test that Devices and DEAs can check authorizations from DA

	
	LRM-M-35
	Leave User Domain
	Required to test that DEAs can remove Devices from User Domain

	
	LRM-M-36
	Import Backward Compatibility
	Required to test that the LRM can import RO via RI to DRM 2.0/DRM 2.1 Device

	
	MDCF-M-37
	MDCF descrambling
	Testing whether Traffic Encryption Keys are provided in a timely manner from STKM ECMs so that an MDCF is descrambled in an appropriate manner.

	
	REL-M-38
	Parsing of <move> element and eventual associated constraints.
	Required to test that an RO is only Moved when a <move> permission allows it.

	
	REL-M-39
	Forward compatibility of permissions and constraints.
	Required to test whether unknown permissions are ignored and known permissions with unknown constraints are not granted.

	
	REL-M-40
	Forward compatibility, unknown REL elements.
	Required to test whether unknown xml-elements at <any>-locations are ignored.

	
	REL-M-41
	Ignoring permissions with unknown proximity constraints.
	Required to test that an unknown proximity constraint does not cause the parser to fail, and does not result in not granting permissions that are not associated with that proximity constraint.

	
	ROAP-42
	ROAP message validation with ROAP Schema
	Required to test whether ROAP schema is properly parsed and ROAP message is properly validated against the schema

	
	ROAP-43
	Nonce values in ROAP messages
	Required to test whether nonce values are utilized properly in ROAP messages

	
	ROAP-44
	DRM Time checking and adjustment
	Required to test whether the DRM Time is utilized properly

	
	ROAP-45
	Certificate Chain
	Required to test whether the Certificate Chain is utilized properly

	
	ROAP-46
	OCSP Response Validation
	Required to test whether the DRM Agent validates the OCSP Response properly.

	
	ROAP-47
	ROAP Message Signature
	Required to test whether signature in the message is properly generated and verified

	
	ROAP-48
	Processing and responding to status codes during ROAP protocol runs
	Required to test whether status code during ROAP protocol runs are processed properly and responded properly

	
	ROAP-49
	ROAP Trigger parsing and processing
	Required to test whether ROAP schema is properly parsed and the ROAP Trigger is properly validated against the schema

	
	ROAP-50
	2-pass Move RI Rights protocol
	Required to test whether 2-pass Move RI Rights protocol is utilized properly

	
	ROAP-51
	2-pass Move LRM Rights protocol
	Required to test whether 2-pass Move LRM Rights protocol is utilized properly

	
	ROAP-52
	2-pass RO Upgrade protocol
	Required to test whether 2-pass RO Upgrade protocol is utilized properly

	
	ROAP-53
	Initiating ROAP from a BatchRIURL
	Required to test whether BatchRIURL is utilized properly

	
	ROAP-54
	Conducting ROAP Acquisition Protocol after execution of 2-pass Move RI Rights protocol
	Required to test whether the RI conduct ROAP Acquisition Protocol after the successful 2-pass Move RI Rights protocol properly

	
	ROAP-55
	Conducting ROAP Acquisition Protocol after execution of 2-pass Move LRM Rights protocol
	Required to test whether the RI conduct ROAP Acquisition Protocol after the successful 2-pass Move LRM Rights protocol properly

	
	ROAP-56
	Initiating 4-pass ROAP Registration protocol from ROAP Trigger in case of invalid RI Context
	Required to test whether the DRM Agent initiates 4-pass ROAP registration protocol using the <roapURL> element in the trigger.

	
	ROAP-57
	The <recipientInfo> element in the trigger
	Required to test whether the RI properly adds the <recipientInfo> element in the trigger message.

	
	ROAP-58
	Obtaining ROAP Trigger from the BatchRIURL
	Required to test whether the RI properly return ROAP Trigger at the BatchRIURL.

	
	ROAP-59
	Handling of the element of RightsInfo type
	Required to test whether the DRM Agent constructs and the RI verifies the element of RightsInfo type properly.

	
	ROAP-60
	Error Redirect URL
	Required to test whether the DRM Agent browses to Error Redirect URL properly

	
	ROAP-61
	Post Response URL
	Required to test whether the DRM Agent browses to Post Response URL properly

	
	ROAP-62
	Handling of the <lrmRightsInfo> element
	Required to test whether the DRM Agent constructs and the RI verifies the <lrmRightsInfo> element properly.

	
	ROAP-63
	State Information transformation
	Required to test whether the State Information is utilized properly. The test MUST check whether:
State Information is represented in the ROAP message properly.
The RI incorporates received State Information during generation of RO.

	
	ROAP-64
	Replay protection of Stateless RO
	Required to test whether Replay Cache is utilized properly for the Stateless RO in case where the RO is obtained through other than 2-pass RO Acquisition and Move protocols

	
	ROAP-65
	User Consent
	Required to test whether DRM Agent implements user consent requirements properly.
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Table 1: Applicability Table for Enabler Specific Mandatory Test Requirements

5.1.2 Optional Test Requirements

Optional test requirements are covering optional features/functions of an Enabler.

If an optional requirement of the Enabler is implemented in the client/server, this requirement SHALL be tested.

NOTE: This table needs to be filled out at a level where ambiguity is not present but details are not overwhelming.

Ambiguity means that the details do not have several meanings nor have more than one possible implementation path following.

	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
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Table 2: Applicability Table for Enabler Specific Optional Test Requirements

5.2 Backwards Compatibility

The SCE v1.0 enabler is based on the OMA DRM v2.0 [OMADRM20] and OMA DRM v2.1 [OMADRM21] enablers. Therefore, the SCE v1.0 is backwards compatible with these enablers, in the sense that functionalities supported by OMA DRM v2.0 and OMA DRM v2.1 are supported by SCE v1.0.

It is also pursued to allow backwards compatibility in the sense that legacy OMA DRM v2.0 and OMA DRM v2.1 Devices can use some of the SCE functionality. An example test requirement for this is DOM-22, where an OMA DRM v2.0/v2.1 Device can join an SCE Shared Key User Domain. However, this kind of backwards compatibility is not always possible.
To allow future SCE versions to be backward compatible to SCE v1.0, several mechanisms have been defined. Test requirements associated with these mechanisms are: REL-M-39, REL-M-40 and REL-M-41.
5.3 Enabler Dependencies

The OMA SCE v1.0 enabler is based on, and by reference dependent on, the OMA DRM v2.0 [OMADRM20] and OMA DRM v2.1 [OMADRM21] enablers.
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