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1 Reason for Contribution

The OMA REQ EPEM TR calls for use case contributions.

At the last call it was suggested to continue the discussions of the alternative flows in OMA-REQ-2003-0837-Use_case_handling_execution_policy_changes_with_answers in order to allow acceptance at the previous call and have broader discussion during the Singapore meeting.
2 Summary of Contribution

This document re-introduces with changes the alternative flows for the use case presented in OMA-REQ-2003-0837-Use_case_handling_execution_policy_changes_with_answers.
This contribution provides a use case that discusses the implications of changing execution policies associated to a resource. 

In addition, considering discussions that have taken place in terms of some of the definitions, we suggest modifying the terminology “request conditions” used in OMA-REQ-2003-0837-Use_case_handling_execution_policy_changes_with_answers into request collaterals and collateral requirements.
3 Detailed Proposal

3.1 Definitions

We propose to introduce the following definitions.

	Request Collaterals
	A piece of information that a requestor provides to a resource when is issuing a request to it e.g., security tokens. 

	Request  
	Call made to a resource that should result into actions performed by the target resource and results or response returned to the requestor.

	Collateral requirements
	The description of the "Facts" that the requestor must provide along with requests to a resource.


3.2 Use Case Changes
Accordingly, we propose the following changes to the use case (section 5.16 in OMA-REQ-2003-0839-EPEM_RD_Updated_after_8th_Dec_CC.
5.16 Handling Changes in Execution Policies
5.16.1  ASK  \* MERGEFORMAT Short Description

This use case describes the issues involved with changes of the execution policy associated to a resource protected by EPEM.

5.16.2 Actors

The involved actors are:

· Service provider that owns a resource (e.g. location server) protected by EPEM.

· Requestor that issue request to the resource

In addition:

· The EPEM functionality may or may not be provided by the same service provider.

· The requestor may or may or may not be in the same domain as the resource (e.g. an application developer within the service provider domain or a third party application developer).

5.16.2.1 Actor Specific Issues

The issues for the actors are:

· Requestor:

· Issuing an acceptable request to the resource; independently of the changes of execution policy (that the requestor should in general not be aware of).

· Service Provider:

· Ensuring that EPEM is aware of the updated execution policies

· Ensuring that the authorized requestor know how to issue request to the resource at all time.

5.16.2.2 Actor Specific Benefits

The benefits for the actors are:

· Service provider:

· Being able to manage the execution policies and change them when dictate by any business or technical reasons.
· Being able to accommodate cases where users can dynamically changes their privacy or service preferences and have this reflected in execution policies that can be immediately reflected.

· Requestor: 

· Being able to query any resource that the requestor is authorized to query. 

5.16.3 Pre-conditions

The required pre-conditions are:

· EPEM protects a resource


· Execution policies are set up for the resource.

· Requestor is known of the service provider for example through existing agreement between the requestor and the SP (e.g. SLA)

· As a result of the agreements above, the requestor is authorized to send requests to the resource

· Requestor knows how to issue requests to the resource.

5.16.4 Post-conditions

The required post-conditions are:

· Execution policies have been changed

· Requestor has received response to the request that he/she sent to the resource after the change of execution policies

5.16.5 Normal Flow

The normal flow for this use case is:

1. The service provider decides to change the execution policies associated to the resource that he controls

2. He / she generates a new execution policies:

· This can be by editing descriptions of the execution policies

· Or by modifying the execution policies through an execution policy management application.

3. The EPEM is provisioned with the new execution policies

4. The requestor issues a request to the resource

5. The request is processed by EPEM

6. If the execution policies are satisfied the request is passed to the resource

7. The request is executed or acted upon

8. The response is returned to the requestor, possibly further processed by EPEM systems, as defined by the applicable execution policies.

Editor’s Note: The remaining sections of this use case, i.e. 5.16.6 and 5.6.17 have not been agreed and are subject to on-going discussion)

5.16.6 Alternative Flow

Several alternate flows may take place.

5.16.6.1 Requestor notification

· Prior to step 4, the requestor is informed one way or another (typically when the requestor request the type of information that he / she must provide with a request to the resource)
 that the execution policies have been changed and how this may impact the type of request that he/she may have to generate. Depending on how resource interfaces and EPEM is implemented the following alternative exist:

· The interface communicated to the requestor has been modified to reflect the changes that affect the requestor that we call request conditions. This is done in a step 3’ before the step introduced above. 
· Typically in such a case the request collateral arguments are not distinguishable from the request arguments.
· The interface to the resource is not changed but the requestor is explicitly informed of changes that affect the request that must be issued: the collateral requirements. No additional step is needed besides the step introduced above
· In such a case it is easy possible to distinguish between arguments that belong to the request and argument that belong to the request collateral. For example the first one can be part of a message payload, possibly encrypted one way agreed with the target resource while the request collaterals are passed in the header, encrypted in ways understandable by EPEM.

5.16.6.2 Discovery

· Prior to step 4, the requestor may discover the type of request that he/she may have to generate: a description of how the request should be expressed contained in the interface description of the resource and a description of how request collaterals must be provided contained in the collateral requirement. Depending on how resource interfaces and EPEM is implemented the following alternative exist:

· The interface registered for the resource and discovered by the requestor reflects the changes of the interface that result from the changes in collateral requirements. This is done in a step 3’ before step 4. In such a case, the requestor only sees an interface that is the combination of the two distinct logical entities:
· The interface to issue request to the target resource

· The collateral requirements that describe the request collateral required by the execution policies associated to the resource and that affect the request collaterals that the requestor must provide

The requestor will therefore issue request that contains in a common message (and possibly undistinguishable from one another) the request and the request collaterals.
· The interface registered for the resource and discovered by the requestor is not changed but the requestor also discovers one way or another the collateral requirements associated to the resource. These collateral requirements reflect the changes that affect the message that must be issued. Update of the collateral requirements, registration and discovery is done in a step 3” before step 4.

· In such a case it is easy possible to distinguish between arguments that belong to the request and argument that belong to the request collateral. For example the first one can be part of a message payload, possibly encrypted one way agreed with the target resource while the request collaterals are passed in the header, encrypted in ways understandable by EPEM.
5.16.6.3 Change in the middle of a request

· The change of execution policies may take place between steps 3 and 4.

· EPEM may have to reject the request as it may not satisfy the new execution policies any more (e.g. if the request conditions have changed but the request does not take the changes into account).

· EPEM may enter a set of exchanges with the requestor to satisfy the new collateral requirements if the request does not satisfy the new execution policies any more (e.g. if the collateral requirements have changed but the request does not take the changes into account).

It is also possible that EPEM does not change its processing of on-going requests and still relies on the older execution policies.

5.16.6.4 EPEM checks

· The change of execution policies may take place between steps 5 and 6.

· The EPEM should check that the execution policies have not changed in a step 5’

· If they have changed, the request may be rejected or enter a set of exchange with the requestor as discussed in the case above.  

· Step 3 in general could be replaced by having EPEM checking if the execution policies have changed.

· It is also possible that EPEM does not changes it’s processing of on-going requests and still relies on the older execution policies.

5.16.7 Operational and Quality of Experience Requirements

· The EPEM enabler should support:

· Dynamic changes of execution policies and be able to immediately enforce the changes including on on-going requests.

· If the changes of execution policies imply that the requestor must provide identity claim, credentials and account information (e.g. for payment) the collateral requirement must describe the need to pass this information and how it (the request collaterals) should be passed as part of the request or aside of the request. This collateral requirements can be provided as part of the description of the interface to the resource or in a side communication (e.g. meta-information associated to the description of that interface). 
The request itself is logically composed of the request and the request collaterals. Physically they can be combined in a undistinguishable manner or explicitly distinguished (e.g. one being part of the message, the other being part of the header of the message).
The EPEM should be compatible with these different mechanisms to inform the requestor when the type of requests + request collaterals  that must be provided to a resource has changed. 

· This can be because the resource changes (e.g. upgrade) and therefore it has a new interface

· Or because the execution policies result into new collateral requirements. As explained above these may result into updated interfaces or just into updated collateral requirements.

· It should be possible to derive the collateral requirements from the execution policies

· They are in general a subset of the execution policies or derived from a subset of the execution policies assertions that they contain (e.g. only the charging, authentication and authentication assertions).

· It should be possible to satisfy the requirements above automatically (i.e. by machine).

· The service provider must be able to express the execution policies, change them and provision them into the EPEM system.

3.3 Use Case Changes
We propose the following changes to the requirement list (section 6.1 in OMA-REQ-2003-0839-EPEM_RD_Updated_after_8th_Dec_CC).

Editor’s Note: Requirements R33 to R37 are proposed from OMA-REQ-2003-0837R01Use_case_handling_execution_policy_changes_with_answers. These requirements are not fully agreed. The complete use case from which they are derived in this document is subject to on-going discussion 

R-33: The EPEM enabler MUST be compatible with mechanisms for requestors to determine how to satisfy the collateral requirements associated to a resource. (Motivated by sections 5.2 to 5.7 and 5.16)

R-34: The EPEM enabler MUST be compatible with Machine Readable / automatable discovery of collateral requirements associated to a resource. (Motivated by sections 5.2 to 5.7 and 5.16)

R-35: The EPEM enabler MUST be compatible with collateral requirements that are derived from the execution policies, typically a subset of the execution policies assertions or derived from such a subset. (Motivated by sections 5.2 to 5.7 and 5.16)

R-36:  The EPEM enabler MUST be able to determine the execution policies associated to a resource that it protects. (Motivated by sections 5.2 to 5.6 and 5.16)

R-37:  The EPEM enabler MUST be able to dynamically determine changes execution policies associated to a resource that it protexts and immediately enforce the changes. (Motivated by sections 5.2 to 5.6 and 5.16)
R-XX: The EPEM enabler SHOULD provide mechanisms to inform the requestor of changes of collateral requirements (motivated by sections 5.2 to 5.7 and 5.16)
3.4 Discussions
It should be clear that the notions of request, collateral requirement and request collaterals are not technology specific. They are logical component of the messages that are exchanged with resources protected by EPEM.
As such these concepts are very important and must be studied at the level of the requirement document to determine the requirements that result and apply to EPEM. These are very important concepts. We believe that misunderstanding the implications of supporting EPEM and changes of execution policies would result into dramatically poor design. We also believe that the considerations presented here have an important impact on the generic specification of OMA enablers and in particular how common functions should affect existing OMA enablers. 

In any case, selecting which approach is used to communicate changes of collateral requirements and how request and request collateral are to be passed are technology choices EPEM. At the level of use cases and requirements, EPEM should be compatible with these different options. In a particular operational case, only one approach, consistent with the technology choices, must be supported.
Note also that none of the requirements R-33, R-34 and R-XX are assuming the technology option. Other requirements derived from this use case should be at this stag similarly constructed.
4 Intellectual Property Rights Considerations

We are not aware of any IPR associated to this contribution.

5 Recommendations

· We recommend adoption of the text of section 3 for section 5 of the OMA-REQ-EPEM RD:

· Definition proposed in section 3.1 should be added / updated in section 3.2 of the RD.

· Request condition should be removed (along with the editor’s note) in section 3.2.

· The changes proposed and tracked in section 3.2 should be applied to section 5.16 of the RD.

· The italic fonts and editor’s note should be removed.

· The changes proposed in section 3.3 should be applied to section 6.1 of the TD.

· The italic fonts and editor’s note should be removed.

� We could however envisage other cases where the requestor is actually informed of the changes when he / she sends request and request collaterals asthe previously mandated for the target type of information to the resource., It could be identified that this is an older request/request collateral type and the expected changes in the request requirements can be communicated as part of the error response. Alternatively a return code could simply inform the requestor that this is not / no more a correct request and to go get an update of the request requirements through whatever mean is available to do so. 





�The purpose of the present contribution is to discuss these items.
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