[image: image3.jpg]"sOMaQa

Open Mobile Alliance



OMA-REQ-2004-0085-Updates_to_Use_Case_5.14
Submitted to OMA-REQ
25 Jan 2004
OMA-REQ-2003-0875-EPEM_Updated_Use_Case_SMS_Privacy
Submitted to OMA-REQ
30 Dec 2003


Input Contribution

	Title:
	EPEM Updated Use Case on SMS Spam Prevention
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA-REQ

	Source:
	Juan Cambeiro, Telefónica Móviles España, S.A.

Indaka Weerasekera, Lucent Technologies

	Attachments:
	n/a
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	Replaces:
	n/a


1 Reason for Contribution

To revise the existing use case 5.14 on SMS privacy, after discussions during OMA REQ WG meeting in Singapore.
2 Summary of Contribution

This contribution provides an update to use case 5.15 in the current RD. The original use case illustrates how an application provisions policy information in the network and how the latter enforces the policy.

The following changes have been made: -

· Clarified in the short description that subscriber customises privacy rules created by the Mobile Operator

· Clarified the pre-conditions section with an example of a privacy policy

· Removed references to PDP/PEP and simplified the Normal Flow

· Remove reference to  “policy repository”

3 Detailed Proposal

5.2 SMS Spam Prevention Policy

5.14.1  ASK  \* MERGEFORMAT Short Description


 
The Mobile Operator’s Short Message Center (SMSc) interacts with EPEM to offer a policy-enabled short message service. Subscriber data is used to customize generic privacy rules that are created by the Mobile Operator.
At this stage all the necessary ‘facts’ specific to the customer (with respect to the policy-enabled SMS service), are known to the Mobile Operator. So when a ‘request’ is made of the SMSc to send a short message to the subscriber, the request is parsed to extract ‘facts’ and related ‘context information’ that allows the system to classify the request type, (e.g., an urgent SMS etc). This information is used by the PEP/PDP to identify relevant privacy policies that are used to complete the processing of the request.
5.14.2 Actors

· Mobile subscriber who is the subject of the privacy policies

· Mobile originator of SMS messages

· Mobile Operator
5.14.2.1 Actor Specific Issues

Mobile subscriber

· Wants privacy from unsolicited SMS messages

Mobile Operator

· The Mobile Operator wants to offer a feature rich service that can be flexibly applied to address subscriber privacy concerns.

5.14.2.2 Actor Specific Benefits

Mobile subscriber

· Is in control of the short messages it receives

Mobile Operator

· Can execute policies based on user privacy 
· Can protect its subscribers from unsolicited SMS messages

· Can implement a flexible service, with enhanced revenue generating potential.
5.14.3 Pre-conditions

· The subscriber has a mobile account with operator and is able to provide information that is used to customize the application of privacy policies/rules to his needs.

· The Mobile Operator provides a means to enter relevant subscriber information.  This information along with other data is used to identify, process and enforce relevant privacy policy rules

· The Mobile Operator has put in place some policies, including privacy and anti-spam , with respect to SMS
· The subscriber has specified data that is used to customize privacy & anti-spam policies to the subscriber’s needs.
· An example of a privacy policies for  the subscriber is: “In non-working hours, I only want to receive SMSs from people in my address book”.
· The SMS originates from a mobile phone of another subscriber referred to as the originatorNote that the originator could also  be a 3rd party service provider.
5.14.4 Post-conditions

SMS messages may be delivered, withheld, re-routed, rejected, etc., based on Mobile Operator policy rules and subscriber specific data. 

5.14.5 Normal Flow




· Originator of SMS sends a message to the Mobile Operator’s SMSC requesting that the message is sent to the  subscriber who is the subject of the privacy policies, mentioned above
· Mobile Operator parses the SMS and extracts all facts and context information and checks:

·  if originator is authorized to use SMSC

· if originator is authorized for the requested operation

· that policies set by the subscriber allow for receiving messages from the originator.
· Originator request is accepted

· Message is sent to the subscriber
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Figure 1: Flow illustrated in the case of  a Mobile Subscriber as originator
5.14.6 Alternative Flows

None identified.

5.14.7 Operational and Quality of Experience Requirements


· A policy-enabled service incorporates or has access to  EPEM capabilities.  
· The EPEM enforces decisions on behalf of the policy-enabled service
· 
· 
· 

· The mobile subscriber is able to provision his privacy preferences via an appropriate interface, e.g. through his mobile device or via a web based/GUI 

· The mobile subscriber’s contract is always with the Mobile Operator
· User experience must be uniform, seamless and consistent whenever the user accesses the system

· User experience using services must not be deteriorated by the use of policy enforcement mechanisms.
· It should be possible always for an EPEM mechanisms to comply with local regulatory policies.
· EPEM mechanisms must support “telco reliability and performance”, regarding downtime, transactions per second, etc.
4 Intellectual Property Rights Considerations

Note known

5 Recommendations

Recommend that the above modifications to this use case be accepted in the EPEM RD.
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