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1 Description

Description and Objectives of Work to be Undertaken (including Justification and Use Cases):

Introduction:

Mobile e-mail is defined as e-mail optimized to support mobile usage paradigms and mobile network:

· Usage models of e-mail on the road are different from email in the office or at home:

· User experience:

· Push e-mail or quasi-instantaneous synchronization between client and server e-mail:

· Bi-directional event-based synchronization

· Manageability e-mail of the from the client while mobile

· Offline usage

· Cost structure:

· Manageability

· Security:

· End-to-end 

· Mobile network capabilities, constraints and usage cost structures require mobile specific optimization:

· Efficient exchanges

· Secure exchanges with e-mail sent from the e-mail server (e.g. corporate e-mails server)

· Support of different underlying network technologies

· Support of intermittent connectivity inherent to mobile network

The success of several proprietary and end-to-end offerings around Mobile e-mail illustrates the readiness of the market for such solutions. 

Enterprises in particular are identifying the secure mobilization of their collaboration and communication tools as their main focus of mobilization of their infrastructure. As such, mobile e-mail is also to be appropriately supported by mobile PIM capabilities like calendaring and address book.
Today, mobile e-mail has not yet been the object of a detailed end-to-end standardization. 

· At OMA, some effort has been done as for of the Email Notification enabler originally produced by the WAP Forum. 

· This is not an end-to-end specification and it was originally designed to specify the format of e-mail notifications that can then be displayed by a browser. 

· In addition, the OMA DS working group plans to specify an e-mail payload format for e-mail synchronization.

· This may pre-assume the protocols (SyncML) to be used to support push e-mail

· Most of the solutions deployed today are proprietary solutions that do not interoperate across:

· Devices / clients

· E-mail servers

· Network technologies

On the other hand numerous specifications exist and optimized to support e-mail and some of the capabilities needed for what we would expect mobile e-mail to require: SMTP, POP, IMAP, WebDAV etc… The activity should focus on re-using these protocols in a mobile environment and independently of the underlying network technologies.
Objectives:

The primary objective is to appropriately rely on existing e-mail protocols to support mobile usage of e-mail. Therefore, this work item will explicitly focus on providing recommendations for using such specifications to develop mobile e-mail services. Specific bindings, optimizations or extensions may be developed around these. If it is the case, we would expect that OMA would feed them back to the responsible standard organizations (e.g. IETF Lemonade for IMAP).
Use cases:

The following are short descriptions of typical use cases of mobile e-mail (non-exhaustive features):
· An e-mail arrives at the corporate server of a mobile worker. The client on the terminal is as soon as possible securely notified of the new e-mail. Based on the preferences of the user, the notification is made available to the user or the client securely fetches the new e-mail or portions of it (e.g. header, few first kB, whole body without attachment or whole e-mail).
· An e-mail is composed by a mobile worker. Upon selecting to send the e-mail, it is immediately securely sent from the corporate e-mail server of the user (and not another server).

· Changes performed by the mobile worker in his e-mail client (e.g. deleting and e-mail or moving it from one e-mail folder to another) are immediately reflected to the corporate server, if prescribed by the user or his or her preferences (e.g. a deleted e-mail may or may not have to be deleted on the server; the change from un-read to read may be systematically reflected in the mail server etc…).
· While mobile, a user sets and change filtering rules that specify when a new e-mail arriving at the corporate e-mail must be reflected in the mobile client.

· Depending on the network / service provider available to the mobile worker (e.g. underlying network technology, roaming, cost etc…), he or she can change behaviour of the mobile e-mail and appropriately provision for :
· Secure notification of all or filtered new e-mails (and possibly other events) through separate messaging mechanisms (e.g. SMS, MMS, Push) followed by:

· Automated secure retrieval in a data session

· Manual secure retrieval in a data session

· Secure browsing access (e.g. WAP, Web, Voice)
· An always on connection with notification of all or filtered new e-mails (and possibly other events) followed by automated or manual retrieval within the same session.

· Same or new sessions to send e-mail
· The mobile user can at any time synchronize his e-mail either over the air as mobile e-mail (with the corporate server) or over cradle (or bluetooth, IRDA, …) with his laptop.
Challenges with existing related standards:

Using conventional e-mail clients, the following problems are often met (not exhaustive):

· Inefficiencies of the protocol usage (e.g.  unnecessary chatty IMAP exchanges, limitations of SMTP, different design point for SyncML from event-based synchronization of structured file system of multi-type documents) that introduces unnecessary costs and delays

· Security challenges (e.g. e-mail access outside firewall, SMTP, notification, network intermediaries)

· VPN instabilities (dropped all the time) and interoperability problems. More generally,  challenges in crossing firewalls (accessibility of the server by the client)

· Synchronization challenges (e.g. between partial IMAP updates and SyncML synchronizations); especially with cradle synchronization. This would be the case for example if the mobile user performs an incomplete cradle synchronization/replication and then he/she picks up his handset and expect that the remaining e-mails and events to efficiently synchronize (without duplication) are updated over the air as “mobile e-mail”.
· Incomplete specification of aspects like notifications and binding to underlying transport protocols that may allow solving efficiently some of the issues above.

· Clients do not allow all the settings expected by corporate servers (e.g. hard coded ports when using some protocols).
· Provisioning of e-mail settings
Deliverable(s):

Work Item on Mobile e-mail focused on:

· Collecting use cases for mobile e-mail

· Collecting requirements on Mobile e-mail

The deliverables would include a requirement document.
The work should then be followed-up with an activity that analyzes existing specifications and technologies to determine if there is any gap and recommend a specification way forward including a proposed architecture document. We expect that this activity would start from existing e-mail standards and OMA specifications and invite contributions on how to best address the requirements. We propose that selection of the working group (existing or new) responsible for this activity be done after completion and approval of the mobile e-mail requirement document.

The recommendations and architecture document should be followed up by appropriate specifications work if any. Also dependencies on underlying network capabilities, if any, would be addressed through liaisons with the relevant standard organizations (e.g. 3GPP, 3GPP2, IETF, …). This could also materialize into requirements passed to such organizations. In particular, we expect that any specification done in this space.
Existing Specifications or Documents Affected:

· OMA-EMN (E-mail Notification)

· Data synchronization activities
Linked Work Items:

N/A
Linked Affected OMA Groups and External Fora

· OMA WG: 

· Requirement WG

· Architecture WG

· Security WG

· Messaging WG

· DS WG
· DM WG

· External:

· IETF

· Lemonade
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Service Impacts:

This activity will specify how to use and possibly extend existing e-mail specifications in mobile environments and combine them with other OMA specifications to support mobile e-mail. This include:

· Access and security aspects (e.g. secure access)

· Notification aspects (e.g. messaging specifications)
· E-mail protocol aspects (for example, and without pre-judging what will be the technical solution selected, how to use IMAP in conjunctions with other specification to support mobile e-mail use cases and requirements.

· Provisioning of e-mail client

This affects protocols and settings that client should support and protocols that should be supported on the server side.
Architecture Impacts:

The architecture WG will have to evaluate if the support of mobile e-mail as a combination of OMA and external specifications brings new architectural considerations.
Charging/Billing Impacts:

Mobile e-mail may be considered as a particular class of service when offered as new service by service providers.
Security Impacts:

Mobile e-mail pre-supposes end-to-end security between the e-mails server and the clients. T
Privacy Impacts:

None specifically identified. It will be necessary to verify the possibility to support privacy requirements.
IOT Impacts:

Interoperability issues include:
· Client interoperability with e-mail servers

· Interoperability with internet e-mail
· Relationship with other messaging services

· Interoperability across network providers and technologies
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