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1 Reason for Contribution

This contribution includes enterprise use cases to be analysed for Network Identity requirements. 

2 Summary of Contribution

The present contribution describes use cases  representative of enterprise challenges, identified as relevant to the Network Identity requirements work. The contribution has isolated the relevant use cases, and identifies the information in these use cases that warrants further analysis because of its relevance to identity management.

3 Detailed Proposal

The use cases presented represent a subset of the enterprise specific use cases. The use cases where processed to identify information of relevance to identity management requirements, and that information has been marked in bold italics. Also, actors and/or entities that could carry identity information relevant to discussion (e.g. devices, smart cards, media PC agent, servers, etc …) have also been identified, at least once, in bold italics .Further analysis for relevance, or processing of the information is outside the scope of this document.
3.1  Enterprise Service Management Use Case

3.1.1   ASK  \* MERGEFORMAT Short Description

This use case describes some examples of through-life service management, and includes some aspects of the relationships between the enterprise service manager and service users

3.1.1 Actors

The involved actors are:

· application users (employee) invoking an application which sends/receives traffic over cellular and other networks

· application administrator manager who sets permissions and policies for use of services through their life

· application or service manager who is accountable for the service within the enterprise and who manages/reports usage and his counterparts in the service provider domain

· service provider (internal/external to the enterprise) who provides the aspects needed to support the end to end application.

3.1.1.1 Actor Specific Issues

The issues for the actors are:

· service users require access to services via a variety of networks and devices to suit context of the moment and the business’ policies for each of them
· service users may not interact fully with the running  of an application (eg may only receive text message information from a workflow management application) but even in this case must be able to interact with its control (eg send all messages by email to desktop vs text message to phone)

· service manager must be enabled to manage and report on service usage and network usage with a granularity that is set (and varied) by business policy to service level agreements

· service manager must have robust through-life management capability, including application update and network choice regardless of where the application executes (service user’s device or elsewhere) and without business interruption

· service manager must be able to delegate parts of his management role to application users, depending on their context

· service provider must be able to deliver a service based on multiple instances of an application

3.1.1.2 Actor Specific Benefits

The benefits for the actors are:

· service users can work more efficiently, and work regardless of location and device.

· service manager is able to manage and report on service usage in a consistent way across all applications

· service provider can provide information proving appropriate service usage and quality of service and receive corresponding reward

· Help desk support the employees

3.1.2 Pre-conditions

The required pre-conditions are:

· service users are bound to the enterprises policies (covers users not directly employed by the enterprise)

· service user has subscription and profile for use of particular application instance on a range of devices and networks and from a range of service providers

· service manager  has control over applications lifecycle including the ability to manage multiple instances of the same service for different classes of user at the same/different levels of functionality

· service provider must have shared access to policies/profiles so that permissions and policies can be implemented correctly regardless of network/device used to access the service

· enterprise and service provider have established service level agreements that define the volume and quality of service nominally available and exception clauses. 

3.1.3 Post-conditions

The required post-conditions are:

· service users have been able to perform their job as required by their business

· service manager  has successfully managed his user community, the services they use (applications and networks) in accordance with the business’ policies

· service provider has successfully provided services, data which enables service manager, and has usage patterns which enables him to scale capacity and features appropriately to the business need  

3.1.4 Normal Flow

The normal flow for this use case is:

1. service  provider deploys one or more instances of applications and supporting infrastructure that provides a service

2. service users are provisioned for the service according to the enterprise business policies

3. service users request the service

4. service provider applies usage policies (requires access to the enterprise’s policy storage), delivers the service, and collects usage information for service manager

5. service manager reviews usage information against business policies and adjusts service level provided to service user (including manages upgrades, quotas, permissions etc). 

6. service manager reports to business on service usage (including capacity planning, service levels achieved etc) 

7. repeat for ever (– this is a service !!) or until service retired 

3.1.5 Alternative Flow

· In case of problem, the employees contacts the help desk that tries to resolve the issue.

· When needed issues are escalated to the service provider help desk for resolution

· When needed the service manager will call upon its service provider counter parts to provide additional quality of service or enter special mode as agreed in clauses.

3.1.7 Operational and Quality of Experience Requirements 
· Service provider will inform service manager of possible future outage or problems with the services

· The service manager will inform the service provider of predicted future demands (e.g. extra bandwidth for special event, etc…), that it be for connectivity, voice lines, data capacities, QoS etc…

· Service provider and enterprise can exchange dynamically and automatically the information needed to allow adjustment of the available service sand resources (e.g. to allow the enterprise to request more bandwidth than nominally used and the operator to provided it under the terms of the service level agreement that exist between them)

3.2 Applications involving multiple operators Use Case

3.2.1 Short Description
This use case describes some instances where the enterprise must support multiple employees, each of whom independently selects his/her network operator and service provider.  The enterprise application cannot simply assume which service provider will support any specific employee – each employee can select different network operators and service providers to support him/her.

3.2.1 Actors

The involved actors are:

· employees (end users) invoking an application

· network operators providing wireless access to employees

· service providers delivering enablers such as location, presence, push, device management

· enterprise providing application

3.2.1.1 Actor Specific Issues

The issues for the actors are:

· employees: can have full freedom to select network operator and service provider

· network operator

· service provider: must expose enablers based on business arrangement with enterprise

· enterprise: hosted application can request enabler functions from any service provider used by employees 

3.2.1.2 Actor Specific Benefits

The benefits for the actors are:

· employees: can select any network operator or service provider

· network operator: can compete for enterprise wireless support

· service provider: can compete for enterprise enabler support

· enterprise: operators and service providers will compete for the business

3.2.2 Pre-conditions

The required pre-conditions are:

· employee has subscribed for wireless access from a network operator

· enterprise has subscription with service provider for enablers

· employee is employed by enterprise, permitted it to request information from service provider about the employee

· employee has access to the application being hosted by the enterprise
3.2.3 Post-conditions

The required post-conditions are:

· employee has received the "results" of the application

· service provider has charged the enterprise for accessing some enablers

3.2.4 Normal Flow

The normal flow for this use case is:

1. employee accesses application hosted by the enterprise

2. application requires either some information or an operation to be performed by service provider, such as retrieving the employee's physical location, retrieving the employee's presence, or delivering a message (via push) to the employee

3. application determines which service provider, from amongst the many that the enterprise has business arrangements with, that "services" the employee 

4. application requests the information or service from the service provider

5. application completes

3.2.5 Alternative Flow

Not applicable

3.2.6 Operational and Quality of Experience Requirements

'The user / enterprise shall have full control over which operator or service provider to choose.

3.3 Streaming between Enterprises and Mobile Network Use Case
3.3.1 Short Description
This use case describes the interoperability between streamed solutions within an enterprise and devices present on a mobile network. Such streamed solutions can encompass:

· Voice over IP voice applications:

· e.g. teleconference, access to voice mail, voice communications, voice-enabled applications (IVR), …):

· Multimedia streaming:

· e.g. corporate broadcast

· Collaboration tool (e.g. white boarding, shared screen for presentation, IM, Presence, etc…):

· E.g. presentation driven from enterprise network and followed from mobile devices or presentation driven from a mobile employee and followed by participants on mobile network, in the enterprise network and on the internet.

3.3.2 Actors

The involved actors are:

· Employees present in the enterprise network

· Employees present in other network

· Service provider who provide ways voice or data streaming capabilities to or from the devices of employees that are on their network

3.3.1.1 Actor Specific Issues

The issues for the actors are:

· Being able to contact devices on mobile network from the enterprise network:

· What device

· What address
· What protocol

· Users can initiate session / call / streaming to and from mobile network ( including the case where it is across providers and network technologies) to and from enterprise applications or devices.

· Data is streamed accordingly to the mobile devices, from the enterprise network or conversely from the mobile devices to the enterprise network.

· Applications or users can change the stream behaviour by exchanging additional signalling and control data (e.g. conferencing another user)

· All ends can terminate a streaming session or when applicable all streaming sessions

· Service provider can bill the appropriate accounts for the usage.

3.3.1.2 Actor Specific Benefits

The benefits for the actors are:

· Voice / multimedia collaborations with enterprise colleagues while on the road

· Possibly better managed cost

· Reuse of enterprise solutions

3.3.2 Pre-conditions

The required pre-conditions are:

· Enterprise streaming solutions

· Support of streaming (or telephony only for voice-only) by service provider

·  Support of streaming (or telephony only for voice-only) by employee device

3.3.3 Post-conditions

The required post-conditions are:

· Data has been streamed as required.

· Appropriate accounts are billed.

3.3.4 Normal Flow

The normal flow for this use case is:

1. Authentication of parties

2. Possible QoS / bandwidth reservation

3. Session(s) establishment (signalling, control, negotiation)

4. Streamed data

5. Monitoring, control, additional signalling and possibly impact on existing or new data streams. 

6. Charging for usage

7. Repeat as long as needed

8. Session termination

9. Billing of appropriate account
3.3.5 Alternative Flow

· E.g. Monitoring of usage by enterprise IT department

3.3.6 Operational and Quality of Experience Requirements

· Being able to exchange signalling and control to the devices mobile network from the enterprise network (application or other device):

· Being able to stream data to the devices mobile network from the enterprise network (application or other device):

· Voice channel

· Voice as data

· Data:

i. Multi-media

ii. Application (shared screen)

iii. SIMPLE/SIP presence, IM etc…

· Being able to exchange signalling and control from the devices mobile network to the enterprise network (application or other device):

· Being able to stream data from the devices mobile network to the enterprise network (application or other device):

· Voice channel

· Voice as data

· Data:

i. Multi-media

ii. Application (shared screen)

iii. SIMPLE/SIP presence, IM etc…

· End points can be authenticates (sender en recipient)

· Users, applications or enterprise can reserve the necessary bandwidth and QoS for such exchanges:

· In advance

· Dynamically

· Usage policies can be enforced by enterprise or by service providers on behalf of the enterprise.

· Known addressing mechanisms

3.4 Device Management Use Case

3.4.1 Short Description

This use case describes application and usage of Device Management capabilities as needed for 

· initial provisioning and configuration of enterprise services and applications in mobile terminals

· configuration and customisation of already provisioned enterprise services and applications

· service and application management and device control 

· device backup and restore (this capability may use data synchronization functions)

· diagnostics as needed for on line trouble shooting and QoS monitoring

· support for device security, e.g. maintenance of antivirus software

3.4.2 Actors

· End user: user of the mobile device.

· Operator: provider of carrier services. Provides and manages carrier services and connectivity related device parameters, excluding corporate WLAN parameters.

· Enterprise: Provider and owner of mobile device. Provider of enterprise services and applications to devices, owner of enterprise and business application data in the device.  Provides and manages enterprise services and business applications related device parameters.

· Device manufacturer: manufacturer of the mobile device, which is provided with some initial hw and sw configuration at the time of manufacturing. Provides and manages device architecture, configuration and capability related hw and sw parameters and components.

3.4.2.1 Actor Specific Issues

· End user: End user uses mobile device for private business also, and may thus store some private data into device. It should be possible to protect all relevant data so it can be accessed only by authorised parties. This control is needed because of considerations including privacy and jurisdiction, including legal, regulatory, enterprise and operator.

· Operator: Enable efficient and protected device management environment for provisioning and management of operator services and connectivity parameters.

· Enterprise:

· Enable efficient and protected device management environment for provisioning and management of enterprise services and applications

· Enable enterprise services and applications  usage and QoS control

· proper access control to and protection of enterprise and business application data stored in mobile terminal

· backup and restoring of enterprise and business application data stored in the terminal 

· Device manufacturer: 

· Enable differently secured protection of data and applications depending on the wishes/rights of their owners. This may be implemented by protecting environments within the device, by access control to individual data or applications stored in a single environment, or by a mixture of these two.

· Provide tools for enterprise services and applications provisioning and management

· Support for enterprise services and business applications QoS monitoring in devices 

3.4.2.2 Actor Specific Benefits

<A list of specific benefits for each actor in the defined use-case. Shall be used in the valuation of the defined use-case (mandatory)>

3.4.3 Pre-conditions

Following pre-conditions apply:

New terminal is taken into use out-of-the-box, i.e. provided with manufacturer and/or operator installed sw and hw. Terminal sw (e.g. browser, MMS client) is not configured to support  enterprise services. 

3.4.4 Post-conditions

Terminal is fully configured to support required operator services and enterprise services and applications. Enterprise data can be securely stored in device. Enterprise data backups can be taken and backed-up data can be securely restored to terminal, as needed. QoS reports can be collected from the device.

3.4.5 Normal Flow

Following flow illustrates activities that will take place during lifecycle of enterprise service and application, and thus need to be supported by enterprise DM architecture. 

1. User will take new terminal into use by inserting SIM card and turning the power on.

2. User will contact operator (e.g. by SMS, through web pages or through call center) and request delivery of any additional operator services required. 

3. User will contact enterprise IT manager (e.g. by SMS, through web pages or through call center) and request delivery of enterprise services (e.g. set up e-mail , add bookmarks to enterprise web/WAP pages). 

4. User will contact enterprise IT manager (e.g. by SMS, through web pages or through call center) and request delivery of enterprise business application to device.

i. Application delivery and download is initiated by establishing secure communication  and by providing proper DM parameters to terminal. 

ii. Application sw is delivered to device 

iii. Application configuration parameters are delivered to device.

5. Enterprise IT manager needs to mass distribute sw update/patch to devices that have applications with security flaws or old sw version. Distribution of new sw versions can happen as in 4 above.
6. To monitor QoS of enterprise services and applications, enterprise IT manager needs to initiate connection and collect proper QoS information from the devices for analysis and reporting.

7. Business critical data stored in devices need to be backed-up, in case device breaks or is stolen. Back-ups can be initiated by user or by enterprise, and backups can be initiated on demand or according to predefined schedule (e.g. every week). Business critical data in the device should be backed up securely.

8. Upon detecting problems in business applications usage, End user may contact enterprise help desk for assistance. Help desk operator may remotely and securely connect to terminal and read appropriate terminal and application diagnostics data, as needed to locate the problem. Upon detecting the problem, help desk operator may initiate corrective actions, e.g. by remotely configuring the application or service parameters, or by remotely updating data or applications in the device as described in 4. and 5. above.

9. Upon decommissioning or replacing an enterprise service or application, related device sw components and stored data need to be removed from the device memory. Back up of data can be taken before clearing service or application sw and data from device (see step 7). 

10. Upon replacing old device with a new one, steps 1-8 are repeated, with the addition, that in step 4 also application data is restored from the network, in case proper back-up data exists in the network.
3.4.5.1 Provisioning of operator parameters

See step 2 in previous section.

3.4.6 Alternative Flow

N/A

3.4.7 Operational and Quality of Experience Requirements

N/A

3.4.8 Gap Analysis


This is a preliminary gap analysis on this use case related OMA specifications and ongoing specification work.  

· For steps 2, 3 and 4i,  existing OMA Client Provisioning specification defines proper method to deliver needed parameters.

· For steps 4ii, 4iii, 5, 7, 8 and 9 DM specification work is ongoing in OMA DM WG

· For step 7 enhancements in OMA DS specification are probably be needed  

3.5 Road Warrior Use Case

3.5.1 Short Description ASK  \* MERGEFORMAT 
This use case describes some instances where the enterprise employee is preparing for a road trip and then using mobile devices on the road. Both actions presently encountered and future desirable capabilities are included.
3.5.1 Actors

The involved actors are:

· employees (end users) preparing for the usage of applications and then using them. The example is an employee that is a salesperson for services in an IT company. The employee spends most of the time on the road, and the employee’s job is to sell catalogue solutions, as well as help design custom services.  Other than preparing for the trips or for attending face2face meetings at the office, there is rarely a need for the employee to be at the corporate site. The use case includes pre-trip preparations and on the road usage of mobile applications.

· network operators providing wireless access to employees

· service providers providing enablers such as location, presence, push, device management, policy management

· enterprise providing enterprise mobility devices, infrastructure and applications

3.5.1.1  Actor Specific Issues

The issues for the actors are:

· Employees: 

· Ubiquitous access to information, both for query and for updates 

· Make use of multiple mobile devices 

· Make use of services from specific network operator and service provider (this will vary depending on the point-of-access location)

· Network Operator: 

· Must have comprehensive coverage directly or via roaming agreements; ideally made transparent to the end-user 

· Service Provider: 

· Must expose enablers based on business arrangement with enterprise

· Enterprise: 

· Host applications that can request enabler functions from any service provider used by employees 

· Securely make applications available to employees

· Protect intellectual property

· Respect employees’ privacy rights 

3.5.1.2 Actor Specific Benefits

The benefits for the actors are:

· Employees: 

· May have the capability to use the same device for all applications, or a variety of devices as appropriate 

· Do not have to be directly concerned with the selection of the network as this is handled indirectly through policy or similar mechanism

· Have a choice to optimise using their pre-trip preparations or their on-the-road actions. 

· Network Operator: 

· Will ensure enterprise loyalty by providing seamless service access and roaming 

· Can offer enterprise-ready competitive bundled and branded services, including access to enablers as needed by applications 

· Better end-to-end service will result in increase in frequency of use for existing employees, additional sign-up of employees and additional sign up of enterprises that want to stay competitive

· Service Provider: 

· Can offer access to enablers as needed by applications – by partnering with operators to include their enablers in the operators bundled services

· Enterprise: 

· Increased productivity, potential for reduced operational costs per device and per employee, potential for increased profits

3.5.2 Pre-conditions

The required pre-conditions are:

· employee has already a subscription to all needed wireless services from a wireless network operator (in most cases via the enterprise – operator relationship, occasionally if applicable via a direct employee – operator relationship); the employee is in possession of the to-be-used mobile device(s), and those have been activated and provisioned with the appropriate software in accordance to enterprise policies.

· enterprise has a contract with the operator for enterprise employee services, and/or has in place policies allowing employees to use their personal devices and wireless access services to access corporate intranet; enterprise has subscription with service provider for enablers (operator or different service providers), and/or has a policy that allows the employee to use their own subscriptions to such services
.
· employee is employed by enterprise; the enterprise is authorized by employee to request information from operator and service provider about the employee and the usage of the employee and the usage by the employee of the resources and services subscribed to.

· employee has access to the applications being hosted by the enterprise

3.5.3 Post-conditions

The required post-conditions are:

· Employee has successfully used the applications on the road; using mobile services, the employee has downloaded to the mobile device all needed data, has successfully and immediately updated appropriate data in the enterprise databases and has obtained relevant acknowledgements and/or notifications. 

· Service Providers have charged the enterprise (or the employee directly) for accessing their resources

· Network Operator has charged the enterprise (or the employee directly) for usage of the wireless network
· Enterprise has updated records as soon as road warriors have finished their work and does not have to wait for them to return to their office. This allows the in-house teams to do their jobs (for example to proceed to the design of custom services)

3.5.4 Normal Flow

The normal flow for this use case is:

10. employee prepares for the next trip, while being on the road.

a. Employee will make a determination based on the future travel location (wireless coverage, needed service enablers accessibility, cost of wireless service, time available on site, etc …) about the data that needs to be downloaded to his mobile devices prior to arriving at the destination.

b. Instead of having to go back and forth to the office for updated information needed to download, the employee will access from with a mobile device data available in the enterprise databases, via applications that allow it. Unfortunately, some applications are only available for his laptop, others only available for his PDA and others only for his phone, therefore the employee will have to potentially update information on several devices. In addition, some devices do not have IPsec clients and/or data acceleration clients compatible with the enterprise IP VPN gateway and/or its data acceleration server. The employee would prefer to have all the data needed available on or accessible through a single device with a small footprint such as a PDA or SmartPhone.

c. The employee (salesperson) plans to meet another employee (field engineer) at the customer’s location. The salesperson and the field engineer synchronize their information on their mobile devices.

11. employees are in transit towards the destination location.

d. If not driving, during the travel, the mobile device(s) work in standalone mode.  The employees are independently processing and potentially updating data downloaded into their own primary repository on the appropriate mobile device(s).

12. employee (salesperson) meets with employee (field engineer) shortly prior to meeting the customer

e. they establish communication between their mobile device(s)

f. during the time they update each other verbally, their mobile device(s) synchronize with each other on all relevant information to the customer visit

g. if needed, the employees will also make phone calls using the appropriate mobile device, contacting other employees

13. employees meet with customer

h. during the meeting they use to-do lists stored on their mobile device to help increase efficiency in achieving goals and keep discussions on track

i. if coverage is available, and access to needed service enablers is available - they use their mobile device(s) to get updated information or to supplant the information they have downloaded prior to the trip.

j. If coverage is available, and access to needed service enablers is available – they can transmit feedback and input for service specifications to the backend design support team and to the sales office. Unfortunately, depending on device used and on coverage available, they may have to use a different way to access the network, and it becomes productivity deterrent. Certain updates were unable to be performed, due to either lack of support for a certain application for a certain device, due to lack of access from that device to the intranet due to enterprise security policy, due to  lack of access to service enablers that the applications may need. In other cases, due to inability to optimise selection of the roaming partner – the cost of such transmissions may result to be higher than necessary for the enterprise.

k. The employees receive acknowledgement via their mobilized applications that the on-site captured data has been uploaded into the appropriate enterprise databases.

l. if needed, the employees will also make phone calls using the appropriate mobile device, contacting other employees

m. the use of mobile devices, with the appropriate preparation processes, will allow for most recent information to be available during the meeting and impress the customer and make the meeting more productive for the customer. The increased customer satisfaction with respect to how business is conducted may in turn result in increased sales, increased customer loyalty or opening of new channels for the enterprise. 

14. after the meeting with the customer

n. the 2 employees may decide to synchronize their data once more and send the information back to the enterprise once it has been reconciled between their mobile device(s) (via direct link or through the wireless network/s, depending on the circumstances of the post-meeting interaction).
o. if needed, the employees will also make phone calls using the appropriate mobile device, contacting other employees

3.5.5 Alternative Flow

The alternative flow for this use case is an attempt to look into future capabilities that would remove some of the challenges and/or increase the employee’s productivity.

1. employee prepares for the next trip, while being on the road.

a. Employee will make a determination based on the future travel location (wireless coverage, needed service enablers accessibility, cost of wireless service, time available on site, etc …) about the data that needs to be downloaded to his mobile devices prior to arriving at the destination.

b. Instead of having to go back and forth to the office for updated information needed to download, the employee will access from with a mobile device data available in the enterprise databases, via applications that allow it. The employee now has a single small footprint mobile device, enabled with the clients needed to securely and efficiently access the enterprise corporate intranet. The mobile device also can use any and all appropriately modified “mobilized” applications. It also can make phone calls. The employee only has to master the usage of a single device when on the road. The employee saves significant time by not having to switch between devices, and not having to learn how to work with several of them, and not have to update and maintain each of them separately. In the addition of the time gained, the access to updated information in his local repository on his only mobile device is sped up, because there is lesser need for synchronization locally. Last, but not least, the employee is less stressed out, and can focus on what he/she does best.

c. The employee (salesperson) plans to meet another employee (field engineer) at the customer’s location.  The salesperson and the field engineer synchronize their information on a single mobile device. Both of them save time, and more confidence that all their data is synchronized.

d. In the future: the mobility-enabled” applications have evolved and allow for keeping on the device a set of tags that are identified as critical data for each applications. If coverage is known to be available at the customer site, all the employee has to store on their mobile device is those tags. Access to those tags once on site may minimize the time of one instance of using a specific application over-the-air, for queries and updates of but at the same time they will induce much more frequent and prevalent usage of such instances of over-the-air information exchange by removing the obstacle of high cost of transferring large amount of information. The happier the employee will be with the service duration and efficiency, the more likely it is that they will use such service.

e. In the future: mobile digital knowledge agents will make the salesperson’s preparation even easier. Those agents will carry out certain tasks on the employee’s behalf – for example downloading on the mobile device all the needed data or “tags” based on the target customer needs. Those agents will instruct the mobile device to access mobile networks as needed, and to exercise mobile applications as needed. They maybe also be “taught” to check for specific enablers availability prior to attempt to access the applications, if so desired. This will further reduce the employee’s preparation time, and hence the productivity.

f. In the future: during all over-the-air usage, a mobile digital knowledge agent will collect summary information with respect to the duration of usage of different networks and service enablers used. It will then transmit that information to the enterprise at regular intervals or otherwise programmed in accordance to the enterprise policy. The information will be used by the enterprise in reconciling billing information received, or in the presence of appropriate enablers will be submitted by the enterprise to the operator and service providers for audit purposes prior to billing. This monitoring/collection mechanism will be applicable throughout the rest of the use case, and will be turned on/off in accordance with enterprise policy. 

g. The use of a reduced number of mobile devices per employee will reduce significantly the cost per employee, in particular through the streamlining of support operations.

2. employees are in transit towards the destination location.

a. If not driving, during the travel, the mobile devices work in standalone mode.  The employees are independently processing and potentially updating data downloaded into their own primary repository on the appropriate mobile device(s). Can they become even more productive ?

b. The operators have deployed mobile IP or other equivalent technology that allows for seamless roaming while coverage is available (for example in the case of travel via train, or any other ground vehicle when the employee is not the driver). The enterprise has enabled the mobile device with compatible mobile IP clients (or “other” compatible technology with the operators).

i. If coverage is available, the employee’s device will discover that mobile IP coverage is available and notify the employee; the switch to that type of access can be made automatically or on-demand, dependent on employee’s preferences.

ii. The employee can now perform any task that they can perform from their mobile device, without the concern of dropping the application session, since it will be maintained at session layer by the mobile IP (or equivalent) technology.

iii. The salesperson and the field engineer may decide to synchronize their devices at a certain time, if both have access to the this type of service, since this may reduce or totally eliminate the time they need to spend together once they meet prior to customer meeting.

c. When they reach the customer’s campus, the employee’s mobile device will automatically discover the local services provided for visitors. They will be able to confirm the location of resources such as printers which will allow the employee to start the printing of a customer presentation in advance of the meeting, therefore further increasing the efficiency of the face time with the customer.  

3. employee (salesperson) meets with employee (field engineer) shortly prior to meeting the customer

a. they establish communication between their mobile device(s). This step may no longer be needed.

b. during the time they update each other verbally, their mobile device(s) synchronize with each other on all relevant information to the customer visit. This step will likely require much less time.

c. if needed, the employees will also make phone calls using the appropriate mobile device, contacting other employees

4. employees meet with customer

a. during the meeting they use to-do lists stored on their mobile device to help increase efficiency in achieving goals and keep discussions on track. The fact that they only need 1 such device improves their efficiency and reduces the time of the visit, or allows for more productive use of their time and the customer’s time.

b. if coverage is available, and access to needed service enablers is available - they use their only needed mobile device to get updated information or to supplant the information they have downloaded prior to the trip.

c. If coverage is available, and access to needed service enablers is available – they can transmit feedback and input for service specifications to the backend design support team and to the sales office. Given their improved single mobile device, all their updates can be done over-the-air. The over-the-air usage is much more efficient, and therefore will be used with practically no concern for the cost, given the significant increases in productivity.  And now appropriate policy management enablers at the operators, service providers and enterprise are in place and exchange information in such way that the most appropriate roaming partner is selected, if multiple are available, to be 100% compliant with the enterprise policy (be it based on existing contractual obligations, cost of service, availability, instant promotions, or any other criteria). And what is best, this is made completely transparent to the employee – due to the policy client available on the mobile device that negotiates with the rest of the policy management ecosystem, then selects the appropriate connectivity mechanisms and accesses the network in accordance to the selected policy.
d. The employees receive acknowledgement via their mobilized applications that the on-site captured data has been uploaded into the appropriate enterprise databases.

e. if needed, the employees will also make phone calls using the mobile device, contacting other employees

f. in the future: the mobile digital knowledge agents will communicate, synchronize and interact automatically, taking care of low-level administrative details such as day-to-day operations, updates on prices, checking /updating the to-do lists and others. The employee can delegate to the mobile digital knowledge clients tasks such as collecting background knowledge relevant to the client’s project, based on on-the-fly input as a reaction to the discussion with the customer. Different service enablers may be accessed depending on the type of information and sources of information.

5. after the meeting with the customer

a. the 2 employees may decide to synchronize their data once more and send the information back to the enterprise once it has been reconciled between their single mobile devices (via direct link or through the wireless network/s, depending on the circumstances of the post-meeting interaction).
b. if needed, the employees will also make phone calls using the mobile device, contacting other employees

c. the mobile digital knowledge agents could fulfil administrative tasks such as trip reports and order forms, and communicate those back to the enterprise on behalf of the employees.

3.5.6 Operational and Quality of Experience Requirements

· The preferences settings on mobile devices used by employees should allow for the flexibility of choosing the level of quality of service accessible via their mobile device applicable in the above use case (automation, seamlessness, etc …). 

· The enterprise policy, operator policy and the relevant jurisdiction with respect to privacy rights will dictate how those preferences should be set. Since those may vary from one jurisdiction to another, all the potential options should be configurable on the mobile device. 

The use case focused on stressing the productivity and efficiency that can be achieved using certain available and/or future features in the mobile device and/or the network and/or in service provider enablers that will allow the employee to seamlessly connect and use any and all applications that the enterprise has enabled. That said, the configuration options should allow the flexibility to choose preferred operator, service provider and the level of automation used with the devices, as well as the authorized entities to set and change default settings, and their respective permissions (see footnote 1).

3.6 Mobile email and PIM Use Case
3.6.1  ASK  \* MERGEFORMAT Short Description

This use case describes the use of mobile e-mail and PIM by enterprises. 

3.6.2 Actors

The involved actors are:

· Service providers on whose networks the enterprise employees are with their devices

· Enterprise with its internal e-mail and PIM service (Personal Information Management).

· Employees who uses e-mail and PIM while mobile.

3.6.2.1 Actor Specific Issues

The issues for the actors are:

· Enterprise and employees:

· When an e-mail arrives or an other server-side message must be transmitted to its employees, an e-mail can be sent that will:

· Be as soon as possible securely transmitted to the employees devices:

· Immediacy depends on employee presence on a network

· If the network is not present, it is defined as capability to access this information as soon that the network is again present

· If the network capabilities are limited, this means in addition being able to be notified of relevant messages and / or being able to access them with graceful degradation as defined below.

· Security implies end-to-end confidentiality and integrity of the messages 

· If the email cannot successfully be sent to the employee  on the network as expected, it should be possible to provide graceful degraded access to the e-mail:

· Via (actionable) notification

· Via browsing

· Via phone call

· Via fax

· Via MMS

· Etc…

This may be based on preferences or a follow-me capability

· Any other server-side change can be communicated immediately, if needed, to the employees:

· This is an example of event-based synchronization

· Examples include:

· E-mail store changes

· Address changes

· Calendar changes 

· When the employee sends an e-mail it should be send as soon as possible: 

· Securely (confidentiality and integrity)

· Immediately (as soon that the employee is online)

· From the corporate network (i.e. from the corporate e-mail server not from other servers that have different address, are in different domains and are not directly monitored by the enterprise).

· Employee should be able configure their systems while mobile:

· E.g. filtering rules

· Preferences

· Enterprise should be able to configure the mobile e-mail and PIM application of its employees

· Enterprise should be able to provide end-to-end support for the mobile e-mail and PIM application of its employees

· Enterprise should be able to monitor and audit the usage mobile e-mail and PIM application by its employees

· Mobile e-mail and PIM should be integrated with the enterprise e-mail and PIM

· Mobile e-mail and PIM should work with the fleet of devices used by its employee as well as across the different service providers / network technologies

· Enterprise should be able to control and optimize the cost of usage mobile e-mail and PIM application by its employees

· Employees:

· Use their e-mail and PIM client when connected and interact with immediacy
.

· Use their e-mail and PIM when offline

· Receive notification of relevant e-mail and when not connected as expected or on a network with the right capabilities.

· Access in a gracefully degraded
 manner e-mail and PIM when not connected as expected or on a network with the right capabilities

· Service providers:

· Support immediate and secure
 transport of e-mail and PIM exchanges between enterprise and employees devices

· Support notifications and graceful degradation
 when needed.

· Support the enterprises IT department / help desk

· Support the employees with any issues

· Interoperate with the fleet of devices on their network

· Interoperate with any relevant enterprise backend

· Be able to host the mobilization of enterprise e-mail and PIM if needed

· Be able to bill for usage

· Be able to monitor usage

3.6.2.2 Actor Specific Benefits

The benefits for the actors are:

· Enterprises:

· Employees are always reachable via e-mail

· Corporate PIM is extended to these mobile employees

· Corporate security / IT guidelines are respected.

· Productivity is increased

· Cost are controlled

· Employees:

· Being able to immediately
 receive e-mails and PIM messages while anywhere on the road 

· Being able to send e-mails while anywhere on the road  that are immediately
 sent

· Being able to manipulate their e-mail and PIM accounts while anywhere on the road that are immediately
 reflected in their corporate e-mail

· Being able to setup preferences and other configurations while anywhere on the road

· Being able to interact and manipulate with e-mail and PIM offline

· Have graceful degradation notification and e-mail and PIM access options when needed

· Service Provider:

· Increase revenue:

· Being able to increase data (or voice in graceful degradation) on their network

· Increasing subscription to service

· Increased added value

· Extend service to personal e-mails, PIM and messaging for the employee

· Ability to exploit the existing fleet of devices

· Possibility to offer hosting services for smaller enterprise and other organizations

3.6.3 Pre-conditions

The required pre-conditions are:

· The employees have a mobile device with an mobile e-mail and PIM client

· The enterprise has mobilized its e-mail and PIM application

· The service provider supports the mobile e-mail and PIM exchanges

· The enterprise and service provider have established a business relationship:

· Either between enterprise and service provider for its employee

· Or through contracts between employees and service providers

3.6.4 Post-conditions

The required post-conditions are:

· Any event (incoming e-mail, change to corporate e-mail repository, change to PIM) has been immediately and securely propagated to the employee

· Any event (outgoing e-mail, change to client e-mail repository, change to client PIM, configurations) has been immediately and securely propagated to the corporate server and any e-mail to be sent has been sent from the corporate e-mail.

3.6.5 Normal Flow

The normal flow for this use case is:

15. A new e-mail (or other event as discussed above) arrives at the corporate e-mail or PIM server.

16. Network presence (ie addressability) of the target device held by employee is determined by:

p. Device / client capability

q. Address

r. Service provider

s. Network technology

17. Employee preferences / configurations are determined

18. The e-mail (or other event) is immediately sent to the device and reflected in the client e-mail or PIM repository.

19. The employee composes a new e-mail (e.g. answer) or performs another e-mail or PIM manipulation.

20. The client connects securely and immediately to the enterprise server.

21. The event is reflected in the corporate server and if it is an e-mail to be sent, the e-mail is sent from the corporate server.

3.6.6 Alternative Flow

· Preferences and configurations can be similarly setup and communicated to the corporate server.

· If the employee is offline, e-mail and PIM exchanges are delayed until online. Employee can continue to work and manipulate its client e-mail and PIM repository. If possible notifications to come online or use gracefully degraded alternatives can be provided
.

· Follow-me exchange until receipt of e-mail / event is provided

· The enterprise may need to provide the capabilities above through one of a number of available service providers, network technologies and device types.

· The enterprise may need to provide the capabilities above through a number of chained service providers
3.6.7 Operational and Quality of Experience Requirements

· Need to specify and deploy open and standardized:

· Mobile e-mail enabler

· Mobile PIM enabler

· Need to interoperate with:

· Any device

· Any service provider

· Any network technology

· Need to support aggregation across service providers and network technologies

· Need to expose network presence and/or “follow-me” capabilities

· Need to provide mobile e-mail and PIM graceful degradation capabilities

4 Intellectual Property Rights Considerations

We are not aware of any IPR associated to this contribution.

5 Recommendation

We recommend that the material in section 3 above should be added to section 5 (Use Cases) of the NI requirements document and are processed to derive applicable network identity requirements.
� The enterprise policy, operator policy and the relevant jurisdiction with respect to privacy rights will determine whether personal mobile devices can be used by the enterprise employee, in what conditions they can be used, and what capabilities and enablers must exist to ensure access to and/or protection of the data for end-user, enterprise and operator.


� As defined earlier.


� As defined earlier.


� Both concepts have been defined earlier.


� As defined earlier.


� As defined earlier.


� As defined earlier.


� As defined earlier.


� This can be independent of having an event coming issued first from the enterprise server. It could come unsolicited or initiated solely by the employee. 


� See discussions earlier
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