[image: image6.jpg]"sOMaQa

Open Mobile Alliance



Doc# OMA-REQ-2004-0263-B2B-NI-Use-Case
Submitted to OMA-REQ
17 March 2004
Doc# OMA-REQ-2004-<num>-Business-to-Business-NI-Use-Case
Submitted to OMA-REQ
17 March 2004

Input Contribution

	Title:
	Business to Business Network Identity Use Case 
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA Requirements

	Source:
	Alan Swanstrom, IBM Corp.
+1 919 254-2670

alswans@us.ibm.com

	Attachments:
	n/a
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	
	
	

	
	
	

	
	
	

	Replaces:
	


1 Reason for Contribution

This contribution provides a use case describing a business to business scenario in which a business service provider offers identity management services (including SSO) to multiple benefits providers under a trust agreement.

2 Summary of Contribution

This use case is being proposed for consideration in development of the OMA Network Identity RD.

3 Detailed Proposal

1. Introduction

The purpose of this use case is to illustrate how Identity Management (including single sign on) technology can  be used to simplify a business's ability to provide services to a broad set of clients/customers in the dynamic world of e-business.  Within the Web Services paradigm, there are combinations of service providers and service requesters. In a B2B environment, different components are coupled to provide business transactions. The components need to be able to provide direct services, or be part of a workflow.  An end user can be a service requester, or a “service” can itself be both a provider of a service to an end user, and a requester of a service from a peer.

The goal of this use case is to illustrate that both B2C and B2B environments need the same security and identity support, although the B2C tends to be a subset of the B2B (mostly driven by resource constraints in the B2C case). For web services to be consistent across deployments, the management and use of identity information within the web services model must be extensible and scalable. 

2. References

[WS-Security Roadmap]
“A Roadmap for Web Services Security” http://www-106.ibm.com/developerworks/library/ws-secmap, April 2002

3. Basic Use Case 


3.1 Short Description



A Human Resources (HR) department of CompanyA  is providing a portal service for employees, retirees, and perhaps even beneficiaries. Access to this portal is allowed via PCs, PDAs and smartphones via wired and wireless connections. The HR service provides a variety of identity management services to its end users, including single sign-on to multiple benefits-provider companies. The 401K provider (SafeInvestmentInc), the health insurance provider (XYZHealthCare), and other provider companies have agreed to trust the HR service to provide end user authentication (the HR-auth-svc). The solution cannot require any client-side software beyond a standard browser, nor can we require any special hardware (e.g., we cannot require smart cards and card readers). Although one-time-password tokens are being investigated, the initial deployment remains with userids & passwords to authenticate this population. The solution needs to allow for the migration to new authentication mechanisms, and support for a number of types of mechanisms (since there will always be a migration).

Another goal for the corporate intranet portal is to display content seamlessly between internal and 3rd party computer systems. To achieve this goal, the corporate IT team would like to pull in content from the benefits provider based on the user permissions and preferences managed by HR’s identity management services. When the user chooses to view content regarding their benefits, the corporate IT team would like the user to stay on the corporate portal with a consistent look and feel of the web site. The IT department is using Web Services to handle this content pull, along with the appropriate security across domains due to the sensitive nature of the data.

In addition to end users accessing these web services via the computers at their desks (and on the company intranet), a  user can also log onto the companies portal from a mobile device either within the companies intranet or from the Internet. The services that a user is allowed to select from are the ones that have established business relationships with Company A and that Company A and the provider (i.e., SafeInvestmentInc) has determined the user is allowed to access. The selection of services can be determined by the business, not necessarily limited to only those selected by the user.

Each year Company A negotiates new contracts with its providers. When Company A changes providers, new service providers may appear and others disappear. Employees change their status (retire, etc) frequently and new employees are hired/fired regularly. Retirees need to access their benefits packages from sources outside the company’s intranet, i.e. PCs at public libraries, or mobile network connected devices. The management of these federated-network identities may be added to the existing employee administration, or it may be outsourced to a third party, but the identity management provider must have  identification/authentication capabilities for up to 100,000+ retirees and perhaps another 100,000+ beneficiaries. 

A user can also access specific services by directly accessing the provider company service (SafeInvestmentInc)  at any of the provider company's portals/web sites, if a trust agreement is in place between the two service providers. If an employee of Company A logs on at a provider site, there needs to be  some means for the end user to indicate its home domain so the end user (an employee of Company A)  will be redirected to the HR companies authentication site, and then redirected back to the provider site after successful authentication. 

The 401K provider needs to follow federal policy guidelines for privacy and uses an employee ID to identify the requester of its services.

The health insurance provider needs to follow industry guidelines and a different set of privacy constraints. The health insurance provider (sponsored by Company A) also offers health club credits to encourage healthy living. This is a benefit for active employees only. The employee must select this option under its insurance options. The service issues  “vouchers” for employees to use at local health clubs.  The vouchers are purchased by the employee (but allow the employee to access the health club for ½ price). The employee must use their own credit card to purchase the vouchers.   There is also a service to find health clubs by location (both home and travelling).  

A new provider of life insurance needs to be added to the HR Portal. Half of the 401K customers are already enrolled because they are also 401k customers.  These employees will not get a new id, but use their 401K ids. 

An employee is on his way home from his divorce proceedings and wants to change the life insurance beneficiary from his ex-wife to his daughter, and access the HR portal on his cell phone.

4. Basic Flow


4.1 End User

An end user (at his/her home domain within a corporate intranet or on the internet) accesses a service (at a portal or a basic web site/point of contact). Since access to these services is protected, the user is asked to provide a claimed identity and proof of that identity (authenticate). There are several ways for this to be accomplished. A protocol may be supported by the service application (GSS/Kerberos/PKI) or the transport (SSL) may support an authentication protocol (BasicAuth). A previously acquired token could be presented and evaluated (Kerberos, SAML) by either the service application or an intermediary (I). Based on the trust relationships that exist between the mobile domain/Internet provider and the portal, the user may be authenticated differently than when they access a service via the corporate intranet and may be presented with a set of services for them (authorized) and tailored to the device/public location from which the access originated. At this original point of contact the “issuing party” (IP1) is the entity asserting the authentication information, and the service receiving the authentication information is the “relying party” (RP1). 

To complicate the model, the point of contact may be an actual service provider (SP1) or an intermediary (I) providing some additional value/protection to the service endpoint. Based on the trust and business relationships that exist between the initial issuing party and the service or intermediary, the end user request may be re-directed or routed to another relying party (RP2) or additional contact with the end user may be required (challenge/response for non-repudiation). 

If the request has been routed (there may be additional headers wrapping the original request) the service may need to not only validate the claims of the original issuing party, but they may also need to validate “I” which is acting as an agent for the end user. In some cases, the service doesn’t need to know about the original end user, but only relies on the request coming from an intermediary it trusts. 
4.2 Service Provider

The initial service provider (SP1) may itself be a web service consumer….be part of a workflow or business process transaction.  The SP (SP1) then may take the original request and initiate an action passing the original message request to another service provider (SP2) who may be a 3rd party in another trust domain.  The “relying party” (SP2) may authenticate the portal/provider (SP1) before accepting the request on behalf of the user.  The “relying party” may require additional information (i.e, for personalization) about the user or the “issuing party” of the user or intermediary and additional authenticated/secured message exchanges may be required. Continuing the initial service request may require  protected exchanges with the original user, or the user may be informed that he/she needs to be enrolled with an additional provider in order for the request to be processed.

The set of services presented to the end user may change each time the user access the service due to changes in service providers, or due to the way in which the end user has accessed the service. The establishment and maintenance of trust must support dynamic reconfiguration of the business relationships.

Flow Example 1. Intranet or Internet Access Directly to Enterprise Portal 
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Flow Example 2. Mobile Network Access with Mobile Operator Provided Single Sign On
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Flow Example 3. Mobile Network Access with Identity Credentials Provided by Intermediary
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Flow Example 4. Mobile Network Access with Identity Credentials from Partners and Intermediaries
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Flow Example 5: Access Through Partner's Portal 
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5. Alternate Flow


5.1 Administrator


The administrator of web services needs to identify all parties in these transactions. Audit trails need to report on assigning identities, mapping identities, validating the identity proof, validating attributes, validating the association of identity and attributes.

Identity management includes assigning identity, maintaining the identity proof, deriving authorization from identity, providing pseudonyms, providing attributes, identifying decision points and the scope of decision making attributed to each of the decision points (user, at the intermediary, at the app). Different roles can be played by the actors in each exchange. For example, the user can sometimes maintain the identity proof themselves (maintain a private key). Sometimes the “issuing party” will maintain the proof (provide an assertion of an authentication event).


5.2 Deployment

The deployment of web services needs to allow individual web services to support various forms of authentication, authorization, integrity and confidentiality. Some subset of this information also needs to be made available to potential requesters of the service (policies).

Assertions regarding trust policies must be securely communicated between the parties involved in establishing a business relationship.  These policies need to be flexible and allow for the brokering of trust by a trusted third party when two individuals do not themselves have a trust relationship.  

6. Actors

·  Users:

· Employees

· On a mobile device

· On a terminal within corporate intranet

· Retirees (on public Internet co

· Beneficiaries (recipients of payouts but not participants in a plan)

· Providers of Content

· Human Resources 

· Sub-Contractor Service Providers

· 401K provider

· Health Insurance Provider

· Life Insurance Provider

· Intermediaries

· Administrators/deployers of web services

· ID Management

· Portal Development


6.1 Roles

· Relying Party

· Issuing Party

· Trust Agents

· Intermediaries

· Point of Contact Services

6.2 Pre-conditions

· We already have means to authenticate current employees; but we now must build identification/authentication capabilities for up to 100,000+ retirees and perhaps another 100,000+ beneficiaries. 

· Trust relationships have been established between HR and sub-contractor providers of content.

· User has created an account with a 401K provider, Health Insurance provider, and a Life insurance provider

· User has an account with the Human Resources Department.

· Human resources provider has made necessary arrangements (business and technical) with 401K, Health and Life Insurer provider to use single sign on provided by Human Resources Department.

6.3 Post-conditions

· A user has access to his/her information at each provider site. 

· Information is protected from unauthorized access.

6.4 Operational and Quality of Experience Requirements

· Privacy protection. Single sign on technology must protect user’s privacy, and not reveal any more personal data to each service provider than is needed to provide the service, and user has given his consent to.  

· Multiple Devices. The service intends to support 80 year old retirees accessing their benefits packages from PCs at public libraries. This means we cannot require any client-side software beyond a standard browser, nor can we require any special hardware (e.g., we cannot require smart cards and card readers). We may not be able to afford one-time-password tokens. We may be stuck with userids & passwords to authenticate this population. 

· Performance. Single sign on must have high enough performance so that it does not deteriorate user experience.

· Trust- Federation/Single Sign On is based on the assumption that clear expressions of trust can be established/exchanged between the issuing party and the relying party.

· Secure Message Exchange- Often a “request” by a user, translates into several message exchanges and it is important that the information contained in the request be adequately protected and that it arrives at its intended destination. 

7. Technical Analysis
Access to Web Services is divided into several areas:

· User authentication including (in some cases) SSO
· User authorization extending identity management

· Content selection allows user to browse available content and make a selection.

· With Content download Human Resource service provider can reliably deliver content to a terminal.

· Secure Information Exchange allows non-browser environments to present information to the requester

· Secure Identity Management

7.1 Mapping to Available Technologies
[WS-Security]


· "Web Services Security Language", IBM, Microsoft, VeriSign, April 2002.

· "WS-Security Addendum", IBM, Microsoft, VeriSign, August 2002. 

· "WS-Security XML Tokens", IBM, Microsoft, VeriSign, August 2002
[WS-Security Minimalist Profile] 

[WS-Policy]

· "Web Services Policy Framework", BEA, IBM, Microsoft, SAP, December 2002

[WS-Trust]

· "Web Services Trust", http://www-106.ibm.com/developerworks/library/ws-trust/, December 2002

[WS-PolicyAttachment]

· "Web Services Policy Attachment Language", BEA, IBM, Microsoft, SAP, December 2002
7.1.1 User authentication

· WS-Security- Kerberos, PKI, SAML credential tokens.
7.1.2 Integrity/Confidentiality

· WS-Security 

7.1.3 Portals 

· WS-RP

7.2 Gap and Overlap Analysis

Single sign on is one aspect of security for web services that will be needed if  mobile  web services are to be successful. OMA currently does not have a single sign on technology.  In the market place there are several single sign on vendors – most of which are not based on open standards, and thus should not be endorsed by OMA. 

Single sign on is only ONE aspect of Identity Management. Identity management is also central to B2B web services.  If OMA is to provide continuity and participate in end-to-end scenarios, it needs to have a solution which addresses this broader definition of web services and identity management.
 ASK  \* MERGEFORMAT 
4 Intellectual Property Rights Considerations

None known.

5 Recommendation

The document is being submitted for inclusion within OMA’s Network Identity RD.
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