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1 Reason for Contribution

In the ongoing analysis of use cases from an identity management point of view that the IMF breakout is conducting:

· OMA-REQ-2004-0607-IMF-Presence-Use-Case-Analysis points to the need of determining the “Demarcation between the Identity Management Framework and the Policy handling mechanisms used for Authorization”. We believe that such demarcation is needed in order to derive scoped requirements for the IMF.

· OMA-REQ-2004-0432R02-NI-RD-Ecosystem drafts an ecosystem for “Network Identity” which the authors of this contribution have leveraged and tried to align with the scope of the IMF work item description.  

The authors of this contribution consider that the ongoing analysis would benefit from:

· A definition of the ecosystem that delimits the type of interactions that should be considered as part of the analysis. This will help to keep the outcome of the analysis inside the scope of the IMF work, as defined in the work item 0049. To summarize, we understand such scope as encompassing identity management aspects in the exchanges of identity information between principals, service providers and enablers. We have observed that the analysis of certain enablers (e.g. Device Management, some aspects of PoC) has lead to define requirements that are narrowly scoped and pertaining to the internal functionality of the respective enabler.

· Such ecosystem should include the points of linkage with a policy evaluation infrastructure (an example of which might be an instantiation of the PEEM enabler). The analysis of several enablers (e.g. Presence or Device Management) has shown clearly the need to delimit what falls in the scope of IMF and what falls in the scope of a policy evaluation infrastructure, not to lead to overlapping requirements.

· It is understood that IMF RD defined requirements may be addressed in multiple OMA services enabler and/or architectural specifications.  Given that is it still extremely difficult to anticipate how IMF defined requirements will be addressed on follow-on specification work, the IMF RD effort is collecting identity requirements from the broad spectrum of OMA activities, with an expectation that approaches to address these requirements will be defined in subsequent architecture work, individual enabler specifications and during future IMF requirements phases.  Thus, the intent of the current IMF RD is to be as inclusive as schedules and resource allow. 

Note [Ericsson]: there seems to be a point of disagreement here between several of the contributors. Another point of view, following the contents of work item 0049 is that the IMF RD has to contain requirements for the definition of a framework “covering identity discovery, transfer, and control of availability and use of identities or personal information“, where “Communication can happen between end user and a service, between end users, or between services”. Most of the enablers under definition in OMA expose some identity information for the benefit of applications. It is in all aspects of such exposure where some of us interpret that IMF should focus. To carry on their tasks, enablers need to process internally identity-related information and we challenge that such internal exchanges are in scope of IMF.

Note in response [IBM]: I think that it may be difficult for us to determine which identity requirements will fall within the scope of the IMF until we have an IMF architecture defined.  In the meantime, I suggest that we allow the IMF RD process to document any relevant requirements that it identifies, with an understanding that some of these requirements may have to be addressed out side of the IMF specification work.  This approach will insure that the identity requirements that we have defined so far are not lost.  Perhaps these potentially "out of scope" identity requirements will provide valuable requirement insights to other OMA RD and spec work? 

After the presentation of document 0619R01 at the REQ IMF conference call held the 6th of July, it was agreed that IBM and Ericsson would work offline in the preparation of a revised version of this contribution, which would be a reconciliation of documents 0432R02 and 0619R01.

To carry on its duties, the Identity Management Framework needs to take authorization decisions and evaluate and enforce other policies. The way Figure 2 represents the interaction with the Policy Evaluation Framework (an example of which may be an instantiation of the PEEM enabler) does not intend to prevent any deployment model of the IMF and Policy Evaluation functions; IMF functions might delegate evaluation of policies to an entity or they could evaluate such policies internally. Current state of development of the PEEM enabler seems not to contradict this principle of deployment flexibility. What should be concluded from Figure 2, however, is that aspects of policy evaluation that may arise in the development of requirements of the IMF might require socialization with the developments around policy evaluation, so that the requirements in terms of policy evaluation don’t fall out of the scope of both frameworks.

Points on which there is ongoing discussion or further work is needed:

· The role of the ecosystem in determining whether new potential requirements are in scope or not.

· Figure 1, evolved from document 0432R02, with which some of us don’t feel that comfortable.

· The need of the role of Identity Information Source.

· The interactions around policy evaluation.

2 Summary of Contribution

This contribution proposes input material for section 4.2 of the draft RD of the IMF.

3 Detailed Proposal

4.2 Identity Management ecosystem

The identity management ecosystem is described in two steps. The first one is a diagram (see Figure 1) that shows the different actors involved in identity management interactions. The second step consists in the definition of the identity-relevant roles played by the different actors; because different actors play the same roles in similar circumstances, the role relationship diagram of Figure 2 represents a simplification in the modeling without loss of information.

The purpose of the ecosystem is to clarify the scope covered by the IMF. Its definition is based on the roles played by the actors that make use of IMF functions, and on the types of interactions between those entities. It is not the intention of the definition of this ecosystem to address the internal architecture, or the enumeration of detailed functions pertaining to the IMF; that is understood to be subject of a later specification phase (architecture). The requirements that define the IMF, subject of this document, are defined by analyzing use cases (see section 4.1.4) from different enablers. 

Note: The aspects of those use cases that will lead to valid requirements for the IMF are those that fit into this ecosystem. For example, there are interactions in those use cases that are enabler specific and internal to the functionality of certain enablers (e.g. interactions for the synchronization between a device and a device management server, interactions between a mobile location center and an HLR to determine the MSC/VLR where a user is located) that fall out of the scope of the IMF. Should time and resources permit, the IMF RD effort may consider identity requirements that may be specific to individual enablers to assess commonality of identity function between enablers (potential Common Functions), and to provide identity requirements input in to other OMA requirements, architecture and specification work. However, IMF final outcome should deal only with common requirements so that the resulting framework is of general applicability for all enablers. In that respect, requirements derived from analysis of enabler use cases should keep track of their originator use case; generalization of enabler-specific requirements will be done after all target enablers identity requirements have been analyzed.

To carry on its duties, the actors of the IMF ecosystem may need to take authorization decisions and evaluate other policies, i.e. they may have to play roles that belong to a Policy Evaluation and Enforcement Framework. In that respect, the IMF might constitute a source of requirements for the interfaces of such a framework. 
Note: It is considered preferable to potentially duplicate requirements pertaining to policy evaluation and enforcement, but it is assumed that in a subsequent phase those requirements should be part of only one of the framework’s RDs. 

4.2.1 Actors in the identity management ecosystem

Figure 1 represents the salient actors that take part in identity management interactions.
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Figure 1. Actors involved in identity management interactions

Notes (changes wrt 0432R02):

· Added “Other applications” to the bottom right of the figure.

· Considered that Service Providers encompasses: Service Providers, Identity Service Providers and Identity Service Consumers (these last two seen as roles that a service provider can play).

· Changed “Services (Enablers)” to “Enablers”

· Not sure if more literature is needed to describe the figure. Please do so if necessary.
· Added billing service providers based on our recent MCC requirements discussions. 
[Ericsson] This specificity of only one enabler might not justify addition to the general ecosystem.

· Created a broad category of service providers that includes Commercial Services, Support Services and application and content services.
Notes:

· Some companies have expressed their concerns about the complexity and lack of clarity of this representation. A simpler diagram should be possible.

4.2.2 Roles in the identity management ecosystem

The IMF provides the mechanisms by which the actors of the IMF ecosystem interact to exchange identity information. Such mechanisms comprise: 

1. The ability to discover identity information
2. The ability to control the availability, visibility, and use of identity information
3. How identity information can be transferred from one party to another
These are the roles that the different actors of the identity management ecosystem can play:

· Identity Information Sources

An actor plays the role of an Identity Information Source when it provides information that is used by an Identity Service  Provider to create identity credentials.

For example, a SIM card is an Identity Information Source when is provides identity information to an Identity Service Provider or Identity Service Consumer, or an end user becomes an Identity Information Source when he enters his ID and password during a log-in process. 

Questions:

Alan, what differentiates an Identity Information Source from an Identity Services Provider? Isn’t an IIS an example of ISP?

Examples of Identity Information Sources might include:

1. A SIM card in a phone that is able to transfer some limited amount of it's identity information to a retail Point of Sale device without involvement of a an ISP or CISP or

2. A consumer who enters an ID/password in to a mobile device to provide an additional level of authentication or,

3. A consumer who enters information in to a POS device that is processing identity information that was provided by a mobile device or,

4. A consumer who replies to an SMS message that is sent as part of an identity/authentication process or,

5. An unmanned process monitoring device that sends it's identity information before it sends it's sensor data or,

6. A notebook PC that connects to a mobile network via a Bluetooth link to a mobile phone and sends it unique identity information (perhaps for a VPN application) or, 

7. A biometric device attached to (or built in to) a mobile device that provide user specific identity information.

The point here is that identity information on a device can be used for multiple purposes.  Think of a credit card that can be used for purchase transactions, but also can be used to as a basic Identity Information Source at an airline automated check in kiosk.  Or a mobile phone that has an event ticket downloaded in to it, and transfers the event ticket information to an automated event entry gate.  Or an IMF might collect identity information from several sources (SIM card, password/ID entry, biometric device, notebook PC's embedded security module…) to create higher levels of authentication and authorization.

In all of these examples, IIS is only providing identity information that has not been processed (accesses and validated).  In contrast, ISP or CISP will by definition have performed some level of validation of identity information as part of it's ISP service.  

· Identity Services Consumer (ISC)
An actor plays the role of Identity Services Consumer when it needs to access identity information or  identity services to perform its functions. Most services and applications will be Identity Service Consumers.

Question:

I can live with the distinction between “identity information” and “identity services” that is introduced above, but why doesn’t the second encompass the first?
For example a Service Provider plays this role when, in order to give service to one of its users:

· It accesses to one of the IMF’s Core Identity Services to request authentication assertions before granting single sign-on access to a user.

· It accesses to one of the IMF’s Core Identity Services to discover available identity services of a user (e.g. to determine the user’s location) and it needs the address of invocation to the identity service as well as the necessary credentials.

· It accesses to an ISP to invoke a given identity service.

· Identity Services Provider (ISP)
An actor plays the role of Identity Services Provider when it  provides identity information or access to identity services. An identity service is a service that acts upon some resource to either retrieve information about an identity or identities, update information about an identity or identities, or perform some action for the benefit of some identity or identities.

Question [Ericsson]: Why did you restrict identity services to “authentication” identity services?

Response [IBM] My point is that by definition the ISP provides some level of validation for the identity information.  This validation may simply be that the identity is known to the ISP, or it could be as rigorous as a multi-input (SIM plus ID plus password plus whatever) authentication.  In all cases that ISP is providing some level of assertion regarding the identity information that it is providing.  
For example, an Enabler plays this role when it provides identity attribute information for one or more Principals. An attribute is a distinct characteristic of a Principal and a Principal is described by its attributes. Examples of types of attributes include location, presence, personal information, availability, user agent configuration, etc.

· Core Identity Services Provider (CISP)
Core Identity Services are the identity services that constitute the IMF. An actor plays the role of Core Identity Services Provider when it implements one or more Core Identity Services.

For example, a Mobile Operator plays this role when it offers an identity service that provides assertions about the authentication state of a mobile user (this is the concept of Identity Provider defined as part of the OWSER 1.0 that enables single sign-on in the access of principals to services). Another example of a Core Identity Service is an Identity Service Provider's aggregation of identity information from several sources (Identity Information Sources and/or other Core Identity Service Providers) to create higher levels of identity credentials.  In this example, the CISP has awareness of, or methods for discovery of Identity Information Sources and/or Identity Services Providers.   The MWS NI RD describes a Web Services implementation of this  identity services discovery (e.g. providers of attribute information of a user) CISP role. 

Note [Ericsson]: I hope I didn’t mis-understood “higher level of identity credentials”. An example could be “to enable a brokered trust relationship in the communication with an Identity Services Provider”.

Response [IBM]: What I am trying to imply is simply that a CISP can use multiple identity information sources to create an authentication that is stronger than would be possible with only one source.  A brokered trust relationship is one example of such an aggregation, but there are others as well. 

4.2.2.1 Relationships between roles in the identity management ecosystem

Figure 2 represents the model of relationship between the roles of the IMF. The description of the interactions, 1 to 4, between the different roles can be found below. The relationship with the Policy Evaluation Framework is described by means of the roles of PEP (Policy Enforcement Point) and PDP (Policy Decision Point); depending on the deployment model there might not be any explicit interactions (like inside the actor “Enabler” in Figure 2) or if there are, they are represented by interaction 4.

Question [IBM]: Why did you remove the Actor boxes?  Also, I think that we need to better describe the different (1-4) interactions.  Particularly, what is the interaction between the PEP in IMF and the PDP in the Policy Framework.  I appreciate that these interaction are clearly required, but I think that we need to indicate what this interaction does? 

Response [Ericsson]: The mapping of roles an actors is now in a new section. The fact that the same actor can play different roles in different points in an identity management interaction shouldn’t hide that each interaction is done acting in a role. We can add more details to the description of interaction #4.

 Figure 2. Roles involved in identity management interactions
5. ISC interact with CISP:

· For the retrieval of authentication assertions to authorize access to service or enable single sign-on.

· For the discovery of identity services.

· For the mapping of identities and the retrieval of the necessary credentials to invoke identity services.

These interactions fall in the scope of the IMF.

6. ISC interacts with ISP  to access identity services. The definition of these interactions inside IMF will provide a homogeneous access of applications to identity services. 

These interactions fall in the scope of the IMF.

7. ISP interact with CISP:

· For the management of the registration of identity services..

· To facilitate the request of missing identity information along with explicit access permissions from an end user.

· To manage the permissions to access identity services. Although the IMF may introduce requirements for these interactions, these will need socialization with the development of the Policy Evaluation Framework, because they fall naturally under its scope. Eventually, these interactions may fall out of the scope of the IMF.

· To authenticate. The IMF does not specify any authentication mechanism (which doesn’t mean that the deployment of an IMF cannot authenticate principals) but must enable the communication to ISP of the means by which a user was authenticated.

· To provide identity information to be used by other parts of the IMF ecosystem.

· To administer identity information in the IMF, if authorized to do so.

· To access IMF identity information which the ISP can process or aggregate in a CISP role.

All of these interactions must be considered within the scope of IMF.

8. IIS interacts with ISC, ISP, CISP:

Note: To be completed if we agree on the inclusion of the role of IIS.  If we agree to the IIS role, I will provide the interactions, which I sort of have described above.  I will send your charts with an IIS role added along with this draft.
9. The IMF may interact with the policy evaluation infrastructure for the evaluation of authorization policies (including privacy) and provides the available information to evaluate such policies. Policy evaluation falls out of the scope of the IMF.

4.2.3 Mapping of actors and roles in the identity management ecosystem

The actors of the OMA Identity Management Ecosystem may play any of the roles described, usually at different points of an identity management interaction. 

Typically, user agents, service providers (e.g. content providers or web-based service providers), enablers (e.g. a location server), enterprise applications, user profile servers, mobile operators will play the roles of ISC and ISP. Mobile operators, enterprises or other service providers will play the role of CISP.
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Figure 3. Mapping of actors and roles

Note: the figure might need updating depending on the resolution on the need of the IIS role.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To update section 4.2 of the draft IMF RD with the material in section 3.

To use the definition of the ecosystem in the communication with other OMA working groups when socializing IMF requirements.

To consider the defined ecosystem and the associated interactions that are in scope, in the analysis of the different enablers.
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