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1. Scope
(Informative)

This specification defines the use cases and requirements for the OMA Service Provider Environment (OSPE). The OSPE addresses the need for a standardized environment/infrastructure for developing and deploying services, and addresses the need to quickly and efficiently identify and diagnose faults associated with services that are offered by a Service Provider

As service providers try to expand their offerings and deploy more and more services they need to improve new services' time-to-market, service manageability and associated development, integration and maintenance costs (i.e. life-cycle costs) to stay competitive. 
Lower service life-cycle costs can be achieved by reducing administration (provisioning, O&M, etc.) and integration costs of the components used to build up services.  In addition, service manageability can be improved by defining service level diagnostics to enhance the Service Provider's ability to determine whether their complex services are working correctly and if a fault arises in any part of the service chain, that this fault is easily and efficiently traceable and rectifiable. Implementation and deployment of new services and enablers in the current non-standardized environment commonly results in considerable incremental cost, delays in service availability, interoperability issues, and service management complexity.  Standardization of at least some reusable components would allow their sharing across multiple services, reducing development, integration, and maintenance costs.

This OSPE intends to achieve the following specific goals in this area:

· Reduce deployment and lifecycle costs and improve service/component time-to-market:
· By defining standard interfaces to components it will be possible for service provider to more quickly and cost effectively build new services by re-using rather than duplicating infrastructure-provided components and common data. Components for which interfaces will be defined may include data stores, subscription management, user profile storage, authentication tables, privacy repository, device profile storage, etc. 
· The component standard interfaces will not only cover the functional usage of the components but also the required lifecycle management functionality of these components. That may include interfaces to facilitate integrating, deploying, managing, monitoring, upgrading and removing a component in/from the service provider environment. 
· The modularization of the environment will let enabler developers focus their energies on developing enabler implementations, concentrating on the specific technology, rather than infrastructure functions.  Since these enablers will use standard interfaces, service providers will require less time and expense to add (integrate) these enablers and their components into the environment because the standard interfaces will eliminate much of the custom systems integration work currently required;  
· By defining Service Level diagnostic mechanisms to improve the Service Provider’s ability to manage their complex service offering in and across multi-vendor environments;

· By defining Service Level diagnostic mechanisms to improve the Service Provider’s ability to manage their complex service offering across different Service Provider environments
In addition to the specific OSPE goals, the key objective is for the OSPE, in its design, to fulfil the following design principles:
· Allow component interchangeability; 
· Allow the multi-vendor mixing-and-matching of components by defining their interfaces and having consistent semantics of shared data/schema across these components. To achieve such replaceability/reusability of components, we must provide mechanisms to support the full life cycle of components. This can be achieved by specifying standard component interfaces to handle aspects such as installation, configuration, administration, versioning, etc.
Section 5 of this document contains use cases describing the issues related with enabler development, deployment, integration, administration, maintenance, etc. Section 6 contains requirements extracted from the use cases presented in section 5.
2. References

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”. S. Bradner. March 1997.
URL:http://www.ietf.org/rfc/rfc2119.txt

	[Privacy]
	“OMA Privacy Requirements for Mobile Services”, version 1_0_0-20031104-A
URL:http://www.openmobilealliance.org
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

Definitions contained in [Dictionnary] are not repeated here.

	Component
	A replaceable/reusable unit in the service provider system that is responsible for a particular set of functionality and associated information

	Control Plane
	TBD

	Mark
	The activities and processes involved in preparing the end-user’s device to create and insert an service level tracing trace trigger request, and populate the associated information elements, the next time the end-user initiates a particular service

	Mark Device Request
	A request, initiated by the Service Provider, which instructs the device to create and insert an service level tracing trace trigger request in the service establishment phase, only when the user of that device next initiates a request for a service

	Mark Device
	A device that has received a mark device request from a Service Provider, and which will create and insert an service level tracing trace trigger request when the user of the device next initiates a request for a service

	Service Chain
	A concatenation of enabler implementations that is used to support a service offering

	Service Level Tracing Global Unique Identifier
	An identifier that uniquely identifies an individual service level trace

	Service Level Tracing Sequence Number
	A number that is incremented each time the service level tracing trace trigger request is propagated through each enabler implementation forming the service chain. The sequence number is used to help the Service Provider order the retrieved logged information

	Service Level Tracing Trace Trigger Request
	A request that is inserted in the control plane and which is propagated through each enabler implementation forming the service chain. When an enabler implementation receives a service level tracing trace initiation request token, it will invoke its service level tracing functionality

	User Plane
	TBD


3.3 Abbreviations

	CPU
	Central Processing Unit

	DNS
	Directory Name Service

	HW
	Hardware

	HTTP
	HyperText Transport Protocol

	IP
	Internet Protocol

	
	

	
	

	
	

	MMS
	Multimedia Messaging Service

	
	

	O&M
	Operation and Maintenance

	OSPE
	OMA Service Provider Enviroment

	
	

	
	

	
	

	SIP
	Session Initiation Protocol

	SMS
	Short Message Service

	
	

	SLT
	Service Level Tracing

	SLA
	Service Level Agreement

	SP
	Service Provider 

	URI
	Uniform Resource Identifier

	URL
	Uniform Resource Locator

	SW
	Software

	
	

	
	


4. Introduction
(Informative)

4.1 Primary OSPE actors and their motivation

The motivation behind the OSPE may be described from the perspective of the main actors involved with application development, application deployment and application consumption. These actors can be identified as:

· End-User

· Service Provider

· Application Developer

4.1.1 End-User

Currently, end user experience tends not to be consistent across services offered by their Service Provider, e.g. there tends to be limited focus on user centric and service centric capabilities. Therefore, from the End-user perspective, the benefits of OSPE including component re-use and service level diagnostics will primarily be driven from an improved service experience, i.e. improved services consistency and coherency. This may simply be in the form of a consistent way in which the end-user if charged for consuming services, or the way in which end-users are informed of error situations across multiple services. The OSPE will help drive a consistent and easier means in which end-users subscribe and consume services offered by their Service Provider. The end-user would also benefit from a wider choice of richer and affordable services.
By standardizing the environment/infrastructure for developing and deploying services, OSPE will additionally promote the modularity and re-use of components. By re-using and leveraging components such as message store, notification, user-profile, charging and billing it is possible that individual services offered by the Service Provider will avoid, for example, the need for an end-user to repeatedly supply their personal service preferences and settings for each individual service that is offered by the Service Provider. Similarly, by leveraging common payment components it would be possible for the end-user to avoid having to specify their credit card details for each individual service that each offers the ability to purchase items. 

Another example would involve leveraging a common user-profile, which, when used across several individual services, each service offering the ability to provide personal information such as weather, rail or road information, would avoid the need for the end-user repeatedly having to submit, configure and request information specifically targeted towards the end-user's home area.

4.1.2 Service Provider

From the Service Provider's perspective, the motivation for the OSPE is two-fold:

· The integration and deployment of services is complicated and expensive, and in many instances the costs involved make some services commercially unfeasible; and

· It is difficult and expensive to provide different services to the end-user in a uniform and coherent manner

The OSPE and component re-use addresses the desire to reduce (for the reasons mentioned above) the duplication and inconsistent use of data in different storage systems as well as the redundant functionality between each new service developed and deployed. For example, each service implementation tends to have its own subscriber database, or its own way of authenticating subscribers or accounting service usage. At present it is very difficult to deploy services that shares or leverages common data stores or the same functionality, e.g. the inconsistency in which messaging services (email, MMS, SMS, voice mail) are developed and deployed.

The benefits of the OSPE including component re-use and service level diagnostics are:

· A means to provide different services to the end-user in a uniform and coherent manner, i.e. improved end user experience;

· Improved service offerings, including time-to-market; 
· Reduction in integration efforts for new services;

· Ease the development and deployment of services by reusing components, such as user- profile, which historically are developed repeatedly for each service and cannot be re-used by the other services (resulting in non-satisfying time-to-market as well as high costs and inconsistent user interfaces across multiple services);

· Facilitate integrating, deploying, managing, monitoring, upgrading, adding and removing components by standardising the components and their management interfaces. This will also encourage multivendor and hence component plug and play and component reusability;
· It will speed up the resolution of service failures faster and more efficiently whilst reducing operational costs, thus avoiding poor and inconsistent end-user experience;
· To allow the Service Provider to perform automated regression testing and to perform regular service usage tests to ensure that live services maintain their quality of service.
4.1.3 Application Developer

By defining interfaces into functions like subscriber management, user profile storage, authentication, privacy, etc, Application Developers can invoke such functions in a standard way and therefore reduce the need for services integration efforts when adding a new service enabler into an existing environment.

By standardizing the environment/infrastructure for developing and deploying services, OSPE will eliminate the need for the Application Developer to develop proprietary and operator specific mechanisms for the deployment of new services thus increasing the time-to-market for application creation.
By promoting the modularity and re-use of components, the OSPE will in addition allow the Application Developer to speed their time-to-market because they will not need to re-develop those components that are already in use for existing services, but can depend on reusing these functions when necessary. This will inadvertently allow Application Developers to focus their expertise on developing a larger number of richer applications rather than concentrating on infrastructure issues.

4.2 Service Life-Cycle

4.2.1 General

As mentioned in section 4.1”Primary actors and motivation”, the OSPE is a lot about impoving the service life-cycle management (i.e. reduce time-to-market and integration cost). This section intends to define the service life-cycle. Figure 1 shows a simplified view on the service life cycle.
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Figure 1: Service Life-cycle

A brief description of the steps follows:

I. Idea Stimulation: refers to the process of stimulating the creation of the concepts for an application. (analysis of market needs, etc, opportunities for new services are identified

II. Service Planning&Definition (Feasibility Study): in this phase, after the market, needs, etc. have been analysed, opportunities for new services are identified. If the service is found to be commercially feasible, green light is given to the creation of the service

III. Service Development: this phase refers to the process of implementing and testing the applications. Specifications describing the requirements of the new service, design, implementation and tests are included normally in the development of the building components of the new service. Service creation environments with “libraries” are common here, in order to help in the test process, so that the deployment process on the Service Provider premises goes smoother afterwards.

IV. Service Deployment: refers to the process of  deploying the service in the service provider’s environment. It includes every steps to make the service up and running and ready to be subscribed by end users (from the service installation to the final tests and service activation)
V. Service Packaging: the process of offering the service to the customer base. Commercial packages or bundles are defined here, aiming at concrete user segments, with concrete service features and billing conditions.

VI. Service Offer Monitoring, Maintenance, etc: this process involves understanding how well a service is doing (technical and commercial performance, so to speak). Analysis on data gathered from the different service elements is used to know things like trends in service growth, revenue analysis, if the SLA conditions are met, etc. Additionally, some maintenance and management activities on the service will have to be considered in this step.

VII. Service Evolution or Withdrawal: the end of a service may be its evolution or its complete termination. Once it is decided that a service offer must be stopped, a clear process must be met in order to properly deal with existing subscriptions, with dependencies among different services, with catalogues, etc.

For OSPE, steps  IV, V, VI and VII are the relevant ones. Step III will become also relevant if OMA decides to give support to the development process, defining a service development/creation environment. Step VI may not be fully addressed by OSPE, but it will have to be considered anyway since it will probably add some requirements on OSPE activity.

4.2.2 Steps Involved in a Service Deployment

In the context of this document, the service deployment is understood as the steps to be performed in the service environment to allow a previously created service to offer its functionality through a Service Provider, i.e. every step needed (from the service installation to the final tests and service activation) in order to have the service up and running and ready to be subscribed by end users.

The following figure shows a simplified description of the steps involved in services deployment.
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Figure 2– Service Deployment Steps

These steps are described below:

· Physical Installation: HW and SW installation. Physical installation of the proper servers, platforms, etc. This could imply also the installation of some base software as operating systems, web server, databases, etc. 

· Service Configuration: the new service will have to declare its dependencies (i.e. which elements of the service provider environment will utilize). In this process the Service Provider will register that the new service will utilize, for example, location capabilities, messaging, charging, that it will need to retrieve user profile information, that it wishes to be monitored by the service provider (dependencies on the service provider O&M system), etc. The SLAs associated with each of the resources to be used, will be stored.

· Service Registration: all information related to the service should be registered in this phase, as a very important step in the integration process. Here, we would register interfaces like: the service usage interface (it could be, for instance, a URL to call the service), the provisioning interface (to properly provision user information when subscribing), O&M (only in case the service accepts O&M operations from the service provider. This step is needed for integrity management including fault, configuration and performance management, accounting interfaces (needed if the service is to generate accounting information on demand from the service provider), etc.

· Service publication: here, the service is to be published, including all his attributes regarding service type, descriptions, terms and conditions of use, etc. All this is oriented to the service discovery process, so that users looking for services with specific attributes can find this new one in the catalogue.

· Service Test: test process to make sure the service is ready to be subscribed and used by end users.

· Service Activation: the last step. Now, service is publicly available and ready for subscription.

All this steps must be considered in defining an automated process for service deployment in OSPE. 

Exception would be step 5, which is rather difficult to automate and, of course some steps involved in step 1 (like physical installation and so on). Some others aspects involved in step 1 will have to be considered though, since there will be the need to register all the information regarding any component that may affect the performance of the system.

5. Use Cases
(Informative)

5.1 Use Case A: Deployment of a New Application in the Service Provider Environment

5.1.1  ASK  \* MERGEFORMAT Short Description

The following use case describes the ability for a Service Provider to reuse existing enablers and components of an existing application called “Games" for the development and deployment of a new Service Provider's application called "Restaurant finder" in the same Service Provider environment. 

Both of these applications are to be offered to the end-user through the Service Provider's service catalogue called “Entertainment”.

In addition, the Service Provider also identifies an additional component (Location component), which does already exist in the environment, which is required to be integrated for the support and deployment of the new "Restaurant Finder" application.

This use-case aligns the steps of introducing the new “Restaurant Finder” with section 4.2. “Service Life-cycle”.

5.1.2 Actors

· Application

· The application may consist of software and/or hardware elements and allow that Service Provider to offer services to their end-users
· Application Developer

· The Application Developer develops the applications and business logic that allows the Service Provider to offer services to their end-users

· End-user
· Consumes the services they have paid for and expects to use the services with consistent and expected level of quality

· Service Provider

· Offers Services to their end-users through their service environment and guarantees a quality of service for the services that are consumed

· Manages and administers the Service Provider environment and its associated applications, components and configuration logic. They are also responsible for installing and testing new applications and supporting functions in the Service Provider environment as well as investigating and resolving service related issues, which may be experienced by an end-user

5.1.2.1 Actor Specific Issues

· Application

· The application needs to be developed in a way that reuses existing components and as far as possible avoids duplication and inconsistent data
· Application Developer

· The Application Developer wants to develop applications as fast as possible, and reuse its applications in as many Service Provider environments as possible. The Application Developer needs to be aware of existing applications, business logic and what reusable components are available for reuse in the Service Provider environment 

· End-user
· Consumes the services they have paid for and expects to use the services with consistent and expected level of quality, service usability and user experience. The deployment of new applications and components should not impact existing live services

· Service Provider

· The Service Provider wants to deploy services in its environment in a fast and efficient manner, using automated processes as far as possible, and avoiding expensive integration costs. The Service Provider needs to understand the existing applications and which components are being reused across applications. They also need to ensure that when a new application or supporting component is deployed in the Service Provider environment existing services are not impacted

5.1.2.2 Actor Specific Benefits

· Application

· The speed at which viable applications are developed and deployed will be improved
· Application Developer

· The Application Developer will be able to concentrate development effort on the unique aspects of the new application and will be able to reuse existing components and data. This will improve the time for new services being made available to end-users. It will also help avoid duplication of functionality and data across different enabler hence reducing complexity of application logic. Integration efforts for allowing applications to run in the Service Provider environment will be limited and the applications will be more reusable across different Service Providers
· End-user
· End-users will be able to consume wider range of new services and will experience no degradation in existing services during the installation of the new service

· Service Provider

· The Service Provider is able to deploy a wider range of new services quickly and efficiently, with reduced complexity and integration efforts, whilst maintaining service quality, which also includes Service continuity

· The administration and management the Service Provider Environment is simplified through the introduction of standard life-cycle management processes, for example, the integration processes for applications and components in the Service Provider environment will be simplified

· The Service Provider better understands the capabilities and the relationship between components and applications. Through the avoidance of duplicated data, it will also improve the engineer’s ability to resolve end-user subscription/profile related issues across multiple services

5.1.3 Pre-conditions

· The Service Provider has completed the Idea Simulation and Service Planning phases (as described in section 4.4 “Service Life-cycle”

· The Service Provider has decided and scoped how the Service will be packaged (see Service Packaging in section 4.4 “Service Life-cycle”. This phase includes but not limited to:

· The Service Provider determines which of their customer segment (e.g. consumer or corporate) will be offered the new application

· The Service Provider determines how to “bundle” the new application in a service offer, e.g. does the application form part of a standalone service or is the application packaged with other applications to for a Service Provider’s promotion

· The Service Provider determines the appropriate charging and billing plan for that particular customer segment and arranges the billing conditions
· The Service Provider has completed the Service Development phases (as described in section 4.4 “Service Life-cycle”. This phase includes but not limited to:

· The Application Developer identifies the existing components in the Service Provider Environment needed to support (or provide a service to) the new application

· In addition, the Service Provider identifies the need for the integration of a new component “Location” and the upgrade of other components in order to support the new “Restaurant Finder” service

· The Service Provider purchases the new component according to the new application requirements

· A Service Provider environment exists, which has enablers and components and supports multiple applications including the “Games” service

· The Service Provider environment provides information as to what components are in the environment. Information related to the characteristics of each component is also made available by the environment
· A number of the components in the Service Provider environment are potentially reusable across the “Games” application and the “Restaurant finder” application

· End-user has an account with the Service Provider
· The Service Provider has defined the requirements for the new “Restaurant finder” application and has identified the need for the installation and deployment of a new “Location” component

· The Application Developer, through interfaces exposed by the Service Provider Environment is able to determine what components are available for use in the Service Provider Environment

· There are a number of live Service Provider services that the Service Provider’s end-users are consuming
· The Service Provider environment and its components expose life-cycle interfaces that enable the ability to perform life-cycle functions in order to deploy the new application

· A number of functions exist for the purpose of supporting the Service Provider environment:
· A Catalogue that holds the details (e.g. names and characteristics) of all the deployed components
· A Catalogue that holds the details of all the Service Provider services
· A Catalogue that describes the relationship and dependencies between the components and the applications
· A mechanism (e.g. self-care application) that provides the ability for end-users to subscribe to Service Provider services

· O&M functionality (e.g. Service Level Tracing, Alarms and Statistical analyzers)

· Management function for User profile information

5.1.4 Post-conditions

· The new component is integrated into the environment and a number of existing components are upgraded in order to support the requirements of the “Restaurant Finder” application

· The new “Restaurant Finder” application logic is deployed in the environment

· The Service Provider makes the new “Restaurant Finder” service available to its end-users

· The end-user continues to consume their existing services and is now able to consume the new “Restaurant Finder” service, getting a consistent and expected user experience each time

· The upgraded component continues to fully support the previously existing applications, i.e. there are no backward compatibility problems

· In general, the successful integration of the application can be observed by:

· The details of the new “Location” component are correctly incorporated in the component catalogue;

· The details of the new application are correctly incorporated in the Services Catalogue, and the application is appropriately categorised according to the end user segment that will be offered the service

· The end-user may subscribe to, customise and unsubscribe from the new application using the normal service Provider’s self care application

· Policies may be applied for requests to the new service

· Authorization, authentication and charging functions are aware of the new application, and are prepared to receive requests related to the consumption of this application

5.1.5 Normal Flow

Life cycle phase: Service Deployment

1. The Application Developer performs a pre-test of the application in their environment before installing into the Service Provider’s environment. This allows the Application Developer to guarantee a basic level of quality

2. Using the automated processes of OSPE (e.g. life-cycle interfaces and capabilities), the Service Provider:

· Installs the new “Restaurant Finder” application in the Service Provider environment

· Installs the new “Location” component application in the Service Provider environment

· Installs the configuration logic for the new Application (e.g. configuration logic to define how the application runs in the Service Provider environment)

· Upgrades the existing components in the Service Provider environment

· Includes the details of the new “Restaurant Finder” application in the Service Providers catalogue
· Includes the details of the new “Location” component in the components catalogue and also revises the information associated to the upgraded existing components
· Updates the catalogue that describes the relationship and dependencies between the new “Restaurant Finder” application and the new and existing components
· Associates the new application and components with the existing O&M functions

3. The new application is assigned to the correct service package as defined by the Service Provider

4. When the new application, component (including upgraded components) and configuration logic is installed, the Service Provider performs pre-live testing (see use-cases for “Service Level Tracing”)

5. When the tests are successfully approved, the Service Provider publishes the new “Restaurant Finder” application (i.e. the application becomes active and end-user start to consume the application)

6. The Service Provider tests the new live application and other live services to ensure that the deployment of the new application and its associated configuration does not impact existing live services (see use-case “Regression testing following network fix”)

5.1.6 Alternative Flow

As described in “Post conditions”
5.1.7 Operational and Quality of Experience Requirements

5.2 Use Case B: Removal of an Application from the Service Provider Environment

5.2.1  ASK  \* MERGEFORMAT Short Description

The following use case describes the ability for a Service Provider to remove an existing application called “Games” and associated enablers and components from the Service Provider environment.

5.2.2 Actors

5.1.2.1 Roles

· Application

· The application may consist of software and/or hardware elements and allow that Service Provider to offer services to their end-users
· End-user
· Consumes the services they have paid for and expects to use the services with consistent and expected level of quality

· Service Provider

· Offers services to their end-users through their service environment and guarantees a quality of service for the services that are consumed

· Manages and administers the Service Provider environment and its associated applications, components and configuration logic. They are also responsible for installing and testing new applications and supporting functions in the Service Provider environment as well as investigating and resolving service related issues, which may be experienced by an end-user

5.1.2.2 Actor Specific issues

· Application

· The application needs to be removed from the Service Provider environment without affecting other live services
· End-user
· Consumes the services they have paid for and expects to use the services with consistent and expected level of quality, service usability and user experience. The removal of applications and components should not impact existing live services

· Service Provider

· The Service Provider wants to remove services from their environment in a fast and efficient manner, using automated processes as far as possible, and avoiding expensive decommissioning costs. The Service Provider needs to understand the existing applications and which components are being reused across applications. They also need to ensure that when an application or supporting component is removed from the Service Provider environment existing services are not impacted

· The Service Provider needs to ensure all active subscriptions to the service are deactivated before the service is removed from the environment (e.g. to ensure service subscription consistency and general good end user experience (as stated above)), and that billing conditions are adjusted accordingly

5.1.2.3 Actor Specific benefits

· Application

· The speed at which obsolete applications are decommissioned and removed from the Service Provider environment will be improved
· End-user
· End-users will experience no degradation in existing services during and after the removal of the obsolete service

· Service Provider

· The Service Provider is able to decommission and remove obsolete services quickly and efficiently, with reduced complexity and efforts, whilst maintaining service quality, which also includes service continuity

5.2.3 Pre-conditions

· The Service Provider has defined the business criteria for the removal of the “Games” application from the Service Provider environment

· The Service Provider has also identified the need to remove a redundant component (that was used to support the “Games” application from the Service Provider environment and has identified no reasons to perform the downgrade of other existing components

· A Service Provider environment exists, which has enablers and components and supports multiple live applications including the “Games” service, which are being consumed by the end-users

· The Service Provider environment provides information as to what components are integrated in the environment. Information related to the characteristics of each component is also made available by the environment
· A number of the integrated components are being reused across the “Games” application and other live applications

· End-user has an account with the Service Provider
· The Service Provider environment and its components expose life-cycle interfaces that enable the ability to perform life-cycle functions in order to remove the obsolete “Games” application

· The Service to be withdrawn exists in a service package (see section 4.4) that is assigned for a specific customer segment (e.g. consumer or corporate) and is associated with a specific charging and billing conditions
· There are no active end user subscriptions for the service that is to be withdrawn

· No other services/applications are using the application that is to be removed

· The Service Provider has determined the impacts on the existing billing conditions associated with the Service Package from which the service is to withdrawn

· A number of functions exist for the purpose of supporting the Service Provider environment:
· A catalogue that holds the details (e.g. names and characteristics) of all the deployed components (e.g. those components used to support the “Games” application)
· A catalogue that holds the details of all the Service Provider services (e.g. including “Games” service)
· A catalogue that describes the relationship and dependencies between the components and the applications
· O&M functionality (e.g. Service Level Tracing, Alarms and Statistical analyzers)

· Management function for user profile information

5.2.4 Post-conditions

· The end-user continues to consume their remaining services getting a consistent and expected user experience each time but is unable to consume the obsolete “Games” service

· The “games” service and the obsolete component and all associated application logic is removed from the Service Provider environment

· In general, the successful removal of the application can be observed by:

· The details of the obsolete component are successfully removed from the component catalogue

· The details of the “Games” application is successfully removed from the services catalogue

· The end-user is unable to subscribe to, customise and unsubscribe from the removed “Games” application

· All Service Provider environment resources that were dedicated to the “Games” application are relinquished and made available for other applications, if appropriate

· The service is “detached” from the service package(s)

· If applicable, the billing conditions associated with the service package are correctly adjusted

· The authorization and charging functions are aware of the withdrawal of the application, and will reject requests related to the consumption of the service

5.2.5 Normal Flow

Life cycle phase: Service Withdrawal
1. Using the automated processes of OSPE (e.g. life-cycle interfaces and capabilities), the Service Provider:

· Checks that there are no active subscriptions to the service

· Checks that there are no services/applications using the application to be removed

· Removes the obsolete “Games” application from the Service Provider environment

· Removes the obsolete configuration logic associated with the “Games” Application (e.g. configuration logic used to define how the application runs in the Service Provider environment)

· Removes the details of the obsolete “Games” application from the Service Providers catalogue

· Detaches the obsolete Service from its Service Package(s)
· For each component used by the application, if no other application/component needs this component, then:

· Removes the obsolete components from the Service Provider environment

· Removes the details of the obsolete component from the components catalogue

· Updates the catalogue that describes the relationship and dependencies between the application and existing components to illustrate:

· “Games” application has been removed from the Service Provider environment

· Component has been removed from the Service Provider environment

· The removal of dependencies between existing components and the obsolete application

· The deallocation of other resources in the Service Provider environment and as far as possible to return the configuration of the Service Provider environment to that state prior to the installation of the “Games” application

· Disassociates the obsolete “Games” application and component from the existing O&M functions
2. When the obsolete “Games” application, component and configuration logic is removed, the Service Provider performs pre-live testing (see use-cases for “Service Level Tracing”)

5.2.6 Alternative Flow

As described in “Post conditions”
5.3 Use Case C: Fault detection and Repair

5.3.1  ASK  \* MERGEFORMAT Short Description

This use case describes some of the steps involved in monitoring the components in a service provider environment and predicting, detecting or repairing a fault at the component level.
5.3.2 Actors

The involved actors are all within the same service provider:

· The administrator of the services and components within the service provider environment
5.3.2.1 Actor Specific Issues

The issues for the actors are:

· Administrator:

· Maintain every existing services in good working condition

· Manage and administer components at any stage of their life cycle. In particular, while in production (i.e. deployed):

· Monitor usage, load and behaviour of the components

· Detecting problematic behaviours

· Predicting problems

· Detecting Faults

· Replacing a component (when faulty or when at risk)
5.3.2.2 Actor Specific Benefits

The benefits for the actors are:

· Administrator:

· Being able to manage throughout their life cycle and administer each component

· Being able to avoid or reduce down time 

· Being able to predict trouble for internal purpose as well as possibly to offer a service of early warning of premium customers
5.3.3 Pre-conditions

The required pre-conditions are:

· A service provider environment exists it consists of several components

· Services are deployed, supported by these components

· The overall system is managed by the administrator through an extensible application that relies on the life cycle management (including monitoring) interfaces of each component

· The overall system is periodically backed up
5.3.4 Post-conditions

The required post-conditions are:

· Problems have been forecasted or detected and the associated issues have been fixed

· The overall service provider environment is operational for the current and foreseen usage levels
5.3.5 Normal Flow

The normal flow for this use case is:

1. The administrator monitors the different components (including services) in its environment

2. The administration application interrogates (polling) the different components in the system to query about:

· Error log:

· Application level (e.g. exception thrown in answer to a request)

· Internal error message (i.e. not exposed to the requestor)

· Load:

· amount of transactions or processed requests

· number of instances created for the component

· Time per request:

· time for a component to process a request

· delay experiences by other components that made requests

· Self diagnosis results:

· performed on request

· or last results

· …

3. The administrator inspects the results of the request (e.g. visually or better, it is automated via the monitoring application)

4. The Administrator detects that one component has a problematic behaviour. Simple examples of this could come from:

· Detecting that requestor experience an ever increasing delay with that component while no noticeable network congestion is observed

· Detecting that a component is overloaded (many requests, many instances, increased delays)

· Increased amount of exceptions and internal error message that could denote for example corruption of a data file or upgrade failure / integration problem with respect to another component (or a new service)

· Problematic self diagnosis messages

· Internal error messages

· Requests always fail (e.g. mis-configured component that does not know the correct address for the target to its request)

5. The administrator may decide to broadcast a warning message to appropriate parties (internal or customers)

6. The administrator decides to take corrective / pre-emptive actions by:

· Replacing the component

· Component settings are transferred (assumed correct) 

· All requests from other components are re-directed:

· Via address redirection: 

· If the service environment uses such an addressing scheme, e.g DNS or allows request routing; or

· By updating all the settings of all the other components that rely on it:

· The administrator must be able to visualize / track all the dependencies between components and update the settings on the fly

· Duplicating the component (e.g. in case of overload)

· Component settings are mirrored (assumed correct) 

· Request are balanced between the components

· Allocating more underlying resources to the component:

· The administrator configures the component to take advantage of the additional underlying resources (e.g. HW, CPU, memory etc…). For example the maximum amount of instances that can be created is increased

· Upgrading a component or performing a change of settings (e.g. if there are some incompatibilities that lead to errors when some services call the component)

· The administrator determines the impact of these changes on all the other components and services that will call this component (based on a dependency tool)

· If all are compatible with the changes, the administrator performs the changes, otherwise the administrator must decide between upgrading the incompatible components or maintaining within the environment an older version of the component before upgrade. In the latter case, calls to the component must be appropriately re-directed to the appropriate version.

7. Operation and administration can continue
5.3.6 Alternative Flow

It is possible that the detection phase does not lead to early diagnosis of a problem.

Instead, the following case could be met.
5.3.6.1 Fault detection event

The administration / monitoring application is registered as listener to some of the error message thrown by the different components.

A particular fault in the system (component error event) may trigger such an event. 

The monitoring application catches the event and launches the polling step 2 in section 5.3.5 and the flow follows as in that section. As there may be a system failure (e.g. component not responding, fatal error message), immediate action must be taken and the application may send appropriate alerts to the administrator.

5.3.7 Operational and Quality of Experience Requirements

As described in “Post conditions”
5.4 Use Case D: Deploying New Services in an Existing Environment 

5.4.1  ASK  \* MERGEFORMAT Short Description

This use case describes some of the steps involved in the deployment of a new service in an existing environment.
5.4.2 Actors

The involved actors are all within the same service provider:

· The administrator of the existing services and components

· The system integrator responsible for deploying a new service and integrating it within the existing environment

· The service provider of the new service

5.4.2.1 Actor Specific Issues

The issues for the actors are:

· Administrator:

· Maintain every existing services in good working condition

· Manage and administer the existing services at any stage of their life cycle

· Manage and administer the new service in conjunction with the existing services

· Integrator:

· Identify the technical requirements to support the new service including:

· Required components

· Required settings

· Integrate new components within the environment

· Upgrade as needed the existing components and their settings

· Support the deployment / execution of the new service

· Service provider:

· Deploy a new service within the service provider environment

5.4.2.2 Actor Specific Benefits

The benefits for the actors are:

· Administrator:

· Being able to manage throughout their life cycle and administer each services, independently of the fact that new services are added, removed or updated.

· Integrator: 

· Being able to:

· Add new components in the environment

· Upgrade or update the settings of existing components for new services while maintaining compatibility with existing services

· Service provider:

· Being able to deploy new services rapidly and in a cost effective manner
5.4.3 Pre-conditions

The required pre-conditions are:

· A service provider environment exists it consists of several components

· Services are deployed, supported by these components.

· The overall system is managed by the administrator through an extensible application that relies on the life cycle management (including monitoring) interfaces of each component

· The service provider has identified a new service that must be deployed in the environment

· There are adequate resources in the network to provide the new service.

5.4.4 Post-conditions

The required post-conditions are:

· The environment includes old and new components. 

· Some of the old components may have been upgraded

· Some of the settings of the old components may have been adapted

· The old services are still working as before

· The new service is available and deployed

· The administrator can continue to administer old services and components.

· The administrator can similarly administer new services and components
5.4.5 Normal Flow

The normal flow for this use case is:

1. The service provider develops a new service as a application

2. The service provider and the integrator identify the components (including version) required to support the new services: the application will call the different components that it depends on. These components may need to have particular settings.

3. The integrator generates the relevant information to integrate the component. 

4. The integrator possibly with the help of the administrator identify the components along with versions, settings and deployment choices (including physical connections) made in the service provider environment

5. As part of the usual routine or as an additional one off the administrator backs-up settings and data associated to each of the components

6. New versus existing components are identified.

7. The new components are deployed in the service provider environment by establishing the necessary physical connections if required.

8. The new components are configured through the life cycle management interfaces that they expose

· This may include configuring component settings as well as pointers (e.g. addresses, URI, …) to other components (new and older) that they depend on.

9. The old components are determined to be suitable versions with the correct configurations.

10. The new service is deployed as an application that relies on the different components, with the required settings.

11. The new service is exposed to the appropriate authorized parties (e.g. end users or third party) by providing an accessible address

· This can be done for example by protecting the address and setting up the desired access rules for a “gatekeeper” mechanism 

12. The administrator can monitor and manage the older components as before.

13. The integrator, in collaboration with the administrator, extends the administration application to the new components by integrating the management interfaces provided independently by the vendor of these new components.

14. The service provider in collaboration with the integrator and the administrator, develop administration management interfaces (monitoring and life cycle management including operational management) for the new service.

15. The administrator can manage all aspects of the life time of the new service, older services and all the components (new and older)

5.4.6 Alternative Flow

Several alternate flows may take place.

5.4.6.1 Component upgrades

At step 9, it is possible that the old components are not the appropriate version to support the new service. In such case, the integrator must work with the administrator to determine the impact of an upgrade of say one older component.

If the new version is backward compatible, we revert to the normal flow. However, if there are incompatibilities for services built for older versions, the integrator and administrator must decide between upgrading the older incompatible services or maintaining within the environment an older version of the problematic component. In the latter case, calls to the component must be appropriately re-directed to the appropriate version. 

When installing newer services later, the re-direction rules must be updated based on the requirements of these newer services.
5.4.6.2 Setting changes

Similarly, at step 9, it is possible that the settings of a component must change in order to support the new service. 

The integrator must then work with the administrator to determine if two versions of the components should be maintained within the environment or if it is possible dynamically change the settings of the component depending on the service that calls it. This may be performed by an additional component that monitors the type of call and configures the components on the fly in a side channel. It is also possible that the component offers an interface to the administrator that enables dynamic configuration. Intercepted calls to the components can be composed (the intermediary performs the necessary configuration steps) or transformed (into a new call that is the original call + configuration call) by the intermediary that intercepted the call.

During operation, the administrator can tune the ratio of components with one setting versus the other based on usage. This can even be dynamically done using optimization algorithms.

5.4.6.3 Data sub-setting

Similarly, at step 9, it is possible that the data used by a component must change in order to support the new service. 

This can be considered as a particular case of the settings discussed in section 5.4.6.2, where a setting is used to select the appropriate data sub-set. 

5.4.7 Operational and Quality of Experience Requirements

· Components should present interfaces to identify the version of a component.

· Components should provide interfaces that allow their configuration. These should preferably support dynamic configuration.

· Such configuration interface should enable designation of the data store to be used by the component.

· Component should provide interfaces that allow monitoring of usage and complete life cycle management.

· When developing a service, it is good practice to expose similar interfaces (versioning, configuration and monitoring) to components in general.

· Components interface should allow backup and restore of components and data settings.

· A service provider environment should provide ways to expose components to authorized parties.

· A service provider environment should provide ways to control the conditions for exposing components to authorized parties.

· In a service provider environment, there should exist mechanisms to direct request to the appropriate component based on rules set by the administrator.

· In a service provider environment, there should be ways to monitor usage of a component.

· Components should be backward compatible from version to version.

5.5 Use Case E: Integrating a New Component in an Existing Environment 

5.5.1  ASK  \* MERGEFORMAT Short Description

This use case describes some of the integration steps involved in a service provider environment.
5.5.2 Actors

The involved actors are all within the same service provider:

· The administrator of the services and components within the service provider environment

· The system integrator responsible for integrating a component within the existing environment

5.5.2.1 Actor Specific Issues

The issues for the actors are:

· Administrator:

· Maintain every existing services in good working condition

· Manage and administer the existing services at any stage of their life cycle

· Integrator:

· Integrate a component within the service provider domain 

5.5.2.2 Actor Specific Benefits

The benefits for the actors are:

· Administrator:

· Being able to manage throughout their life cycle and administer each component (and therefore services).

· Integrator: 

· Being able to integrate a component in the environment.

5.5.3 Pre-conditions

The required pre-conditions are:

· A service provider environment exists and it consists of several components.

· Services are deployed, supported by these components.

· The overall system is managed by the administrator through an extensible application that relies on the life cycle management (including monitoring) interfaces of each component.

· A new component must be deployed in the environment.

· There are adequate resources in the network to support the new service.
5.5.4 Post-conditions

The post-conditions are:

· The new component is integrated within the environment.

· Services can rely on the components.

· The administrator can administer the components.

5.5.5 Normal Flow

The normal flow for this use case is:

1. The integrator identifies the components needed by the new component.

2. The new component is deployed in the service provider environment by establishing the necessary physical connections if required.

3. The new components is configured through the life cycle management interfaces that it exposes

· This may include configuring the component settings as well as pointers (e.g. addresses, URI, …) to other components (new and older) that it depends on.

4. Documentation of the version, settings, interfaces and dependencies is updated (starting from the manufacturer details) and appropriately stored.

· Application interfaces may be registered in a registry for discovery.

· Other information may be stored elsewhere and be available for future administration or integration tasks.

5. The integrator, in collaboration with the administrator, extends the administration application to the new component by integrating the modules provided by the vendor of the new components.

6. The administrator can manage all aspects of the life cycle of the new component, older services and components (new and older).

5.5.6 Alternative Flow

None identified for this use case. 

5.5.7 Operational and Quality of Experience Requirements

· Components should provide interfaces that allow their configuration. These should preferably support dynamic configuration.

· Component should provide interfaces that allow monitoring of usage and complete life cycle management.

· When developing a service, it is good practice to expose similar interfaces (versioning, configuration and monitoring) to components in general.

· There should be a repository for all the interface, versions, settings and dependencies associated to all the components present in the service provider environment.
5.6 Use Case F: Debugging a New Version of a Service

5.6.1  ASK  \* MERGEFORMAT Short Description

This use cases describes the use of end-to-end debugging mechanisms by a Service Provider’s Development and Operation teams when jointly rolling a new service into production to improve the stability and quality of service offered to and perceived by the end-user. A scenario is depicted where the service in question consists of a complex set of interactions between enabler implementations deployed by both the Service Provider and externally by a Third Party Service Provider. Trace reports can be obtained to form a set of results, which may be used to compare regression tests results.

5.6.2 Actors

· User: end user using a mobile device

· Service Provider – Development Team: develops the service business logic which is realized as a complex set of interactions between enablers deployed by both the SP and externally by a Third Party Service Provider. Develops or has responsibility for customization/integration of enabler implementations (possibly including arrangements with enabler implementations vendors)

· Service Provider – Operations Team: manages the day-to-day operation of the service (pro-active and reactive management based on issues with the service detected or reported by OSS systems and/or directly by customers), inclusive of all deployments of enabler implementations which are used by such service

· Third Party Service Provider - Operations Team: manages the day-to-day operation of the deployed enabler implementation used by the Service Provider’s service

5.6.2.1 Actor Specific Issues

· User 
· Use of the service with consistent and expected level of quality

· Service Provider – Development Team

· Bring to acceptance-test quality the developed service, take it through acceptance test and hand-off/release it to Service Provider Operations Team in the shortest time possible so that the service is then available to the end-users

· Service Provider – Operations Team

· Ensure it has all means/tools to be able to manage the service and solve/address possible issues an end-user may experience or which may impact end-user experience

· Third Party Service Provider – Operations Team

Ensure it has all means/tools to be able to manage the deployment of the enabler implementation deployed within its control and solve/address possible issues reported by the Service Provider during execution of its service

5.6.2.2 Actor Specific Benefits

· User 
· Consistent and expected level of quality with every service execution

· Service Provider – Development Team

· Quicker debugging phase of a new service version introduction 

· Service Provider – Operations Team

· Confidence that issues can be tracked to service business logic and/or enabler implementation(s) which is(are) the root-cause of the issue. This enables process of fixing the issues more quickly. It may require involvement of the Service Provider development teams in releasing a new revision

· Trace reports are obtained as outcome of this use-case. They can then be used whenever a fix is applied, and/or a new version of an enabler/ enabler component is deployed (for those enabler components which are involved with the execution of this service), to compare results of the regression test trace reports against them to verify expected results

· Third Party Service Provider – Operations Team

· Ability to determine and prove whether the issue with the service is occurring within execution of those interfaces offered by its deployed enabler implementation or externally

· Confidence that issues can be tracked to enabler implementation(s) which is(are) the root-cause of the issue. This enables process of fixing the issues more quickly. It may require involvement of the Third Party Service Provider Development Team in releasing a new revision

5.6.3 Pre-conditions

· Third Party Service Provider has made the necessary business and technical arrangements with the Service Provider to have the interfaces offered by its deployed enabler implementation for use as part of a Service Provider specific service offering. Deployed enabler implementation is available in both a pre-production and production environment

· Service Provider – Operations Team has deployed those additional enabler implementations needed for the specific service offering in its pre-production and production environments

· Service Provider – Development Team has developed an initial version of the specific service which implements a business logic which uses some interfaces from the deployed enabler implementations by the Service Provider and some by the enabler implementation deployed by the Third Party Service Provider

· User has an account with the Service Provider

5.6.4 Post-conditions

· A final version of the service business logic is rolled into production by the Service Provider Operations Team

· A set of trace scripts are obtained. These can be made available for comparison to new trace scripts produced in future occasions by the Service Provider Operations Team, and the Third Party Service Provider Operations Team (e.g.: when an issue is reported to operations by Customer Care on behalf of the end-user, or when new versions of the various components need to be deployed)

· The end-user uses the service getting a consistent and expected user experience each time

5.6.5 Normal Flow

1. A frozen release-candidate service business logic version is handed by the Service Provider Development Team to their Operations Team for acceptance tests on the pre-production environment. This package gets installed

2. Service Provider Operations Team explicitly turns on service level tracing functionality both on all mobiles used for testing and on all deployed enabler implementations in the pre-production environment traversed by this service in its execution flow (ie: all those enablers whose interfaces are used as part of any service flow). It is assumed that service level tracing functionality may not always be “on” at all times for all deployed components: it is therefore envisioned a way for the Operations team to turn it on/off with the desired level of granularity as needed

3. Service Provider Operations team informs Third Party SP Operations team to turn on service level tracing for their deployed enabler implementation

4. Acceptance test cases are run from the appropriate mobile device. Service level tracing information is collected for the specific test case session and reported by the Service Provider Operations Team. (Depending on the service being analyzed) Trace reports may contain information collected both from service business logic and/or enabler implementations deployed within the terminal, and from service business logic and/or enabler implementations deployed within the Service Provider network

5. The result of the acceptance test case is NOT as expected by the test book. Issue identification can therefore be performed by looking at the service level trace report. This report covers the sequence of calls (and their details) between the device, the service business logic and each enabler interface (and possible sub-sequent calls from the enabler to other enabler interfaces when applicable). The report covers only the Service Provider owned parts of the service flow, while it shows the third-party Service Provider parts as a black box (knows what goes in and what come out, but has no visibility of details). The issue is found in the call by the service business logic to an enabler function for a deployed enabler implementation of the Service Provider

6. With the help of the service level tracing report, the Service Provider Development Team (service) produces a fix for the service business logic and a new version is made available for acceptance tests

7. Step 4 is repeated and results are as expected by the test book. Service Level Trace report for this test-case is stored for future use in comparing trace reports from future regression testing

8. Step 4 is then repeated for all acceptance test cases in the test book, including those ones where exception paths are experienced by the user. Service Level Trace reports for all these test-cases are stored for future use in comparing trace reports from future regression testing

9. Service Provider Operations team accepts this service. Service Level tracing functionality may now be turned off in the pre-production environment at discretion of the Service Provider Operations Team

10. Service Provider Operations team rolls the service into the production environment

11. Service Provider Operations Team explicitly turns on service level tracing functionality both on all mobiles used for testing and on all deployed enabler implementations in the production environment traversed by this service in its execution flow (ie: all those enablers whose interfaces are used as part of any service flow). It is assumed that service level tracing functionality may not always be “on” at all times for all deployed components: it is therefore envisioned a way for the Operations team to turn it on/off with the desired level of granularity as needed

12. A meaningful subset of the acceptance tests is performed on the production environment. All tests pass. Service Level Trace report from the production environment for these test-cases are stored for future use in comparing trace reports from future regression testing on the production environment. Service Level tracing functionality may now be turned off at discretion of the Service Provider Operations Team. Service is now available for end-users use

5.6.6 Alternative Flow

5.6.6.1 Alternative Flow 1: Issue With Service Provider Deployed Enabler Implementation Interface

1. As per normal flow

2. As per normal flow

3. As per normal flow

4. As per normal flow

5. The result of the acceptance test case is NOT as expected by the test book. Issue identification can therefore be performed by looking at the service level trace report. This report covers the sequence of calls (and their details) between the service business logic and each enabler interface (and possible sub-sequent calls from the enabler to other enabler interfaces when applicable). The report covers only the Service Provider owned parts of the service flow, while it shows the third-party Service Provider parts as a black box (knows what goes in and what come out, but has no visibility of details). The issue is found in the result of a Service Provider deployed enabler implementation interface which is called by the service business logic

6. With the help of the service level tracing report, the Service Provider Development Team (enabler implementation) produces a fix and a new version of the enabler interface is made available for acceptance tests

7. As per normal flow

8. As per normal flow

9. As per normal flow

10. As per normal flow

11. As per normal flow

The post-conditions described above apply to this exception flow.

NOTE: this case may have an implication that regression testing on all those services which make use of the enabler implementation interface for which a fix was produced and a new version (of the necessary enabler components) rolled in. This is needed to ensure the fix is compatible to all other existing services which need such interface.

5.6.6.2 Alternative Flow 2: Issue with Third-Party-Service-Provider Deployed Enabler Implementation Interface

1. As per normal flow

2. As per normal flow

3. As per normal flow

4. As per normal flow

5. The result of the acceptance test case is NOT as expected by the test book. Issue identification can therefore be performed by looking at the service level trace report. This report covers the sequence of calls (and their details) between the service business logic and each enabler interface (and possible sub-sequent calls from the enabler to other enabler interfaces when applicable). The report covers only the Service Provider owned parts of the service flow, while it shows the third-party Service Provider parts as a black box (knows what goes in and what come out, but has no visibility of details). The issue is found in the result of the third party Service Provider enabler function which is called by the service business logic.

6. Service Provider Operations team send its service level tracing report to third-party Service Provider Operations team. Third-party Service Provider Operations team analyzes the received report against its own service level tracing report (limited to those sub-flows which occurred in its deployed enabler implementation) and identifies the problem. Third-party Service Provider development team  produces a fix and a new version of the enabler function is made available for acceptance tests

7. As per normal flow

8. As per normal flow

9. As per normal flow

10. As per normal flow

11. As per normal flow

The post-conditions described above apply to this exception flow.

NOTE: this case may have an implication that regression testing on all those Service Provider services which make use of the third party Service Provider enabler interface for which a fix was produced and a new version (of the necessary enabler implementation components) rolled in. This is needed to ensure the fix is compatible to all other existing services which need such functionality.

5.6.7 Operational and Quality of Experience Requirements

The entire use-case covers operational requirements.
5.7 Use Case G: Automated Testing of Service Provider Services

5.7.1  ASK  \* MERGEFORMAT Short Description

This use case describes the scenario when a Service Provider performs periodic automated testing of their key live services. After one particular set of periodic batch tests a service error is identified with one of the services. On the identification of the service error, the Service Provider Operations team retrieves that logged information and fixes the cause of the fault.
5.7.2 Actors

· End-user: the end-users who use a mobile device to consume a service provided by their Service Provider

· Service Provider: the Service Provider supports the necessary network infrastructure to support and provide services to their customers. The Service Provider may also integrate Services from a third party Service Provider to enhance their services portfolio

· Service Provider Customer Care team: they are the end-user’s first point of contact for any service related queries, e.g. subscription, payment and billing related, and service specific queries or issues. The Service Provider Customer Care may be classed as 1st line support

· Service Provider Operations team: manages and maintains the day-to-day operations of the Service Provider’s network and supporting services. The Service Provider Operations team may be classed as 2nd line support

· Service Provider Development team: designs, develops and implements the service logic that may be realized as a complex set of interactions between enablers deployed by both the Service Provider and externally by a Third Party Service Provider. The Service Provider Development Team may be classed as 3rd line support

5.7.2.1 Actor Specific Issues

· End-user
· Consumes the services they have paid for and expects to use the services with consistent and expected level of quality

· Service Provider

· Offers Services to their end-users and guarantees a quality of service for the services that are consumed

· Service Provider Customer Care

· Customer care is the primary contact point for the end-user. The customer care needs to ensure that the customer’s complaints are dealt with in an effective and efficient manner to maintain customer satisfaction

· Service Provider Operations Team

· Ensure it has all means/tools to be able to manage the services and solve/address possible issues an end-user may experience or which may impact end-user experience

· Service Provider Development Team

· Ensures that their service designs meet the expected market needs in terms of time-to-market and quality of service, and end-user expected service quality, e.g. service works first time and is simple use etc. They take the service through acceptance test and release it to its Operations in the shortest time possible whilst achieving service design quality so that the service is then available for consumption to the end-users. They need to able to make the necessary corrections to the service logic whenever a service fault is detected

5.7.2.2 Actor Specific Benefits

· End-user
· Consistent and expected level of quality with every service execution

· Service Provider

· Able to maintain and improve the quality of service offered to their end-users

· Service Provider Customer care

· Maintains and improves level of customer satisfaction through efficient and effective resolution of end user complaints. It will help in providing more quality fault related information to the Service Provider Operations team when a fault occurs

· Service Provider Operations Team

· Confidence that issues can be tracked, isolated and corrected in an effective and efficient manner. This enables the process of fixing the issues more quickly. It will also help in providing more quality fault related information to the Service Provider development teams when a fault occurs

· Service Provider Development Team

· Quicker debugging phase when a service fault is reported. It will help in providing more quality fault related information to the Third Party Service Provider development teams when a fault occurs

5.7.3 Pre-conditions

· End-user has an account with the Service Provider and their subscription is fully paid

· There are a number of live Service Provider services that the Service Provider’s end-users are consuming

· A Services test emulator is connected into the live network and has been configured by the Service Provider Operations team to invoke pre-scripted test routines every 4 hours on a daily basis

· The pre-scripted test routines simulates the end user activity for initiating and consuming a specified set of live services, which when initiated replicate the same call/session set-up and completion phase as initiated by the end user

· The Service Provider’s network infrastructure, including their test emulator, supports the Service Level Tracing functionality

· The Service Provider Operations team, through, for example, a central operations console, is able to connect to and retrieve logged service level diagnostic information from every node in the Service Provider’s network

5.7.4 Post-conditions

· The test emulator has invoked the pre-scripted test routines and the test emulator has raised an error alarm when one of the services fails to work correctly

· The Service Provider Operations team has responded to the error alarm and have retrieved from the network all the logged information associated with the specific pre-scripted test routine

· The cause of the error alarm and the identified causes of service failure are rectified by the Service Provider Operations Team.

· The end-user continues to consume their services getting a consistent and expected user experience each time

5.7.5 Normal Flow

1. The Service Provider’s test emulator initiates a scheduled set of pre-scripted service tests, which invokes the Service Providers key services, e.g. Send MMS, streaming, payment, etc

2. During the test phase the test emulator raises an error alarm when it identifies that that one of the test cases has failed

3. The Service Provider Operations team identifies the failed test case, and makes some basic network checks, e.g. no obvious signs of network node failure. However, they are unable to determine through basic checks the cause of the failure

4. The Service Provider Operations team retrieves all logged service level trace information from all nodes in the Service Provider network

5. At this point in time the Service Provider Operations team decides to inform the Service Provider customer care that there may be a service fault with a particular live service and that they are currently investigating the possible cause of failure

6. The Service Provider Operations team determine that the cause of fault is related to an enabler component and creates a fault report, which is sent to the Service Provider Development team

7. The Service Provider Operations team identifies the cause of the fault, e.g. they identify the faulty service component in the network, and are able to perform an immediate node fix

8. The fault is corrected and the Service Provider Operations team repeats an unscheduled emulator test (could be classed as a Regression test)

9. The result of the unscheduled emulator test confirms that the fault diagnoses and associated service component fix is successful. The Service Provider Operations team then informs the Service Provider Customer Care that the Service has now resumed normal service

5.7.6 Alternative Flow

5.7.6.1 Alternative Flow 1: The Service Provider Operations Team is Unable to Fix the Fault

1. As per normal flow 1 to 5

2. The Service Provider Operations team is unable to identify the cause of the fault and the logged service level trace information is sent to the Service Provider Development team

3. The Service Provider Development team analyses the information and identifies the cause of fault, e.g. the cause of failure may be related to a previous network correction for rectifying a different service failure

4. The Service Provider Development team are unable to quickly rectify the cause of the service failure (e.g. a major software release required) and therefore works with Service Provider Operations team on identifying a short term fix to the network

5. The two teams identify a short-term fix and the Service Provider Operations team implements the short-term fix

6. As per normal flow 8

7. The result of the unscheduled emulator test confirms that the short-term fix is successful. The Service Provider Operations team then informs the Service Provider Customer Care that the Service has now resumed normal service

8. The Service Provider Development team continue to develop a long-term fix for the problem

5.7.7 Operational and Quality of Experience Requirements

The entire use-case covers operational requirements.
5.8 Use Case H: Regression Testing Following a Network Fix

5.8.1  ASK  \* MERGEFORMAT Short Description

This use cases describes the scenario when a Service Provider initiates network regression testing of the existing live services following a change to the Service Provider’s network infrastructure, e.g. to introduce a new service, or new network node, or a software patch for an existing service.

After performing the set of specified regression tests it is possible for the Service Provider to quickly and efficiently identify whether the network changes have impacted any of the live services, before any of the Service Provider’s end-users experience a service fault.

If there are any services that have been impacted then the Service Provider is able to rollback the change to avoid any further disruption to the live services, and allowing time to identify and possibly fix the associated network fault.
5.8.2 Actors

· End-user: the end-users who use a mobile device to consume a service provided by their Service Provider

· Service Provider: the Service Provider supports the necessary network infrastructure to support and provide services to their customers. The Service Provider may also integrate Services from a third party Service Provider to enhance their services portfolio

· Service Provider Customer Care team: they are the end-user’s first point of contact for any service related queries, e.g. subscription, payment and billing related, and service specific queries or issues. The Service Provider Customer Care may be classed as 1st line support

· Service Provider Operations team: manages and maintains the day-to-day operations of the Service Provider’s network and supporting services. The Service Provider Operations team may be classed as 2nd line support

· Service Provider Development team: designs, develops and implements the service logic that may be realized as a complex set of interactions between enablers deployed by both the Service Provider and externally by a Third Party Service Provider. The Service Provider Development Team may be classed as 3rd line support

5.8.2.1 Actor Specific Issues

· End-user
· Consumes the services they have paid for and expects to use the services with consistent and expected level of quality

· Service Provider

· Offers Services to their end-users and guarantees a quality of service for the services that are consumed

· Service Provider Customer Care

· Customer care is the primary contact point for the end-user. The customer care needs to ensure that the customer’s complaints are dealt with in an effective and efficient manner to maintain customer satisfaction

· Service Provider Operations Team

· Ensure it has all means/tools to be able to manage the services and solve/address possible issues an end-user may experience or which may impact end-user experience

· Service Provider Development Team

· Ensures that their service designs meet the expected market needs in terms of time-to-market and quality of service, and end-user expected service quality, e.g. service works first time and is simple use etc. They take the service through acceptance test and release it to its Operations in the shortest time possible whilst achieving service design quality so that the service is then available for consumption to the end-users. They need to able to make the necessary corrections to the service logic whenever a service fault is detected

5.8.2.2 Actor Specific Benefits

· End-user
· Consistent and expected level of quality with every service execution

· Service Provider

· Able to maintain and improve the quality of service offered to their end-users

· Service Provider Customer care

· Maintains and improves level of customer satisfaction through efficient and effective resolution of end user complaints. It will help in providing more quality fault related information to the Service Provider Operations team when a fault occurs

· Service Provider Operations Team

· Confidence that issues can be tracked, isolated and corrected in an effective and efficient manner. This enables the process of fixing the issues more quickly. It will also help in providing more quality fault related information to the Service Provider development teams when a fault occurs

· Service Provider Development Team

· Quicker debugging phase when a service fault is reported. It will help in providing more quality fault related information to the Third Party Service Provider development teams when a fault occurs

5.8.3 Pre-conditions

· End-user has an account with the Service Provider and their subscription is fully paid

· There are a number of live Service Provider services, including the service that is to be modified, that their end-user customers are consuming

· The Service Provider’s network infrastructure, including their test emulator, supports the Service Level Tracing functionality

· A Services test emulator is connected into the live network and has been configured by the Service Provider Operations team to invoke pre-scripted test routines

· Both the Service Provider Operations and Development teams are able initiate the pre-scripted regressions tests

· A business need has been identified for the development and network wide rollout of a service logic modification

· The Service Provider Operations team and the Service Provider Development team are able to connect to and retrieve logged service level diagnostic information from every node in the Service Provider’s network

· The Service Provider Development team have signed justification for the required network change and have developed the service logic modification.

· The Development team has pre-tested the service logic modification on a non-live network configuration and release the fix along with the scripted file that allows the Service Provider Operations team to load the fix on all appropriated nodes in the network
5.8.4 Post-conditions

· The Service Provider Operations team has invoked the pre-scripted test routines and the test emulator has raised an error alarm when one of the services fails to work correctly

· The Service Provider Operations team performs a rollback of the new service logic modification and repeats the regression tests to ensure that all existing live services are working correctly

· The Third Party Service Provider Operations team retrieves the logged service trace information and identifies the cause of fault

· The cause of fault is sent to the Development team, where the fault is rectified

· The end-user continues to consume their services getting a consistent and expected user experience each time

5.8.5 Normal Flow

1. The Service Provider Development team delivers the service logic modification and the appropriate run-time scripts allowing the Service Provider Operations team to load the modification on all appropriate nodes

2. The Service Provider Operations team initiates the run-time scripts on all nodes to install the service logic modification

3. The Service Provider Operations team invokes their standard pre-scripted regression tests from their Operations test emulator, which invokes the Service Provider’s key services, e.g. Send MMS, streaming session etc

4. During the regression testing the test emulator raises an alarm when it determines that a specific test case has failed

5. The Service Provider Operations team identifies the failed test case , and makes some basic network checks, e.g. have any of the appropriate nodes in the network failed the activation stage. However, they are unable to determine through basic checks the cause of fault

6. At this point in time the Service Provider Operations team makes the decision to restore the network configuration to it original state to ensure that the existing live services are not impacted

7. The Service Provider Operations team retrieves (e.g. From their remote Operations console) in the to retrieve all logged trace information associated with the failed test

8. The Service Provider Operations team analyses the retrieved logged service trace information and determines the cause of the service failure, e.g. the service logic modification is not compatible with on of the software builds of an individual node

9. The Service Provider Operations creates a detailed fault report, based on the retrieved logged trace information, which is sent to the Service Provider Development team

10. Following the rollback of the service logic modification the Service Provider Operations team again invokes their standard pre-scripted regression tests to ensure that the existing live Services continue to work correctly

11. The Service Provider Development team corrects the error in the service logic modification and Service Provider Operations rolls out the service logic modification at a later date

5.8.6 Alternative Flow

5.8.6.1 Alternative Flow 1: The Service Provider Operations Team Fixes the Fault

1. As per normal flow 1 to 5

2. Considering the very low traffic levels and hence the limited risk, the Service Provider Operations team decides not to roll-back the service logic modification in order to restore the network configuration to it original state

3. As per normal flow 9

4. The Service Provider Operations team analyses the retrieved logged service trace information and determines the cause of the service failure, e.g. there is identifiable error in the service logic modification

5. As per normal flow 7

6. The Service Provider Operations team correct the identifiable error in the service logic modification and re-creates a set of run-time scripts

7. As per normal flow 2 and 3

8. No errors are raised at the operations test emulator

5.8.7 Operational and Quality of Experience Requirements

The entire use-case covers operational requirements.
5.9 Use Case I: Service Fault Localization within a Service Provider’s Network

5.9.1  ASK  \* MERGEFORMAT Short Description

This use case describes the use of a mechanism to assist end-to-end service investigation by a Service Provider's Development or Operations teams. The use case applies to a service that is in operation. 

The main aim of the use case is to describe how the mechanism is used to identify the location of a fault in the network of elements realising a set of service enablers to provide an End-user Service. The End-user Service is invoked, the service is traced though the service enabler realisations, and the Service Provider Operations team analyses the Service Trace to find the location of the fault.
5.9.2 Actors

· End-user: the end-users who use a mobile device to consume a service provided by their Service Provider

· Service Provider: the Service Provider supports the necessary network infrastructure to support and provide services to their customers. The Service Provider may also integrate Services from a third party Service Provider to enhance their services portfolio

· Service Provider Customer Care team: they are the end-user’s first point of contact for any service related queries, e.g. subscription, payment and billing related, and service specific queries or issues. The Service Provider Customer Care may be classed as 1st line support

· Service Provider Operations team: manages and maintains the day-to-day operations of the Service Provider’s network and supporting services. The Service Provider Operations team may be classed as 2nd line support

· Service Provider Development team: designs, develops and implements the service logic that may be realized as a complex set of interactions between enablers deployed by both the Service Provider and externally by a Third Party Service Provider. The Service Provider Development Team may be classed as 3rd line support

5.9.2.1 Actor Specific Issues

· End-user
· Consumes the services they have paid for and expects to use the services with consistent and expected level of quality

· Service Provider

· Offers Services to their end-users and guarantees a quality of service for the services that are consumed

· Service Provider Customer Care

· Customer care is the primary contact point for the end-user. The customer care needs to ensure that the customer’s complaints are dealt with in an effective and efficient manner to maintain customer satisfaction

· Service Provider Operations Team

· Ensure it has all means/tools to be able to manage the services and solve/address possible issues an end-user may experience or which may impact end-user experience

· Service Provider Development Team

· Ensures that their service designs meet the expected market needs in terms of time-to-market and quality of service, and end-user expected service quality, e.g. service works first time and is simple use etc. They take the service through acceptance test and release it to its Operations in the shortest time possible whilst achieving service design quality so that the service is then available for consumption to the end-users. They need to able to make the necessary corrections to the service logic whenever a service fault is detected

5.9.2.2 Actor Specific Benefits

· End-user
· Consistent and expected level of quality with every service execution

· Service Provider

· Able to maintain and improve the quality of service offered to their end-users

· Service Provider Customer care

· Maintains and improves level of customer satisfaction through efficient and effective resolution of end user complaints. It will help in providing more quality fault related information to the Service Provider Operations team when a fault occurs

· Service Provider Operations Team

· Confidence that issues can be tracked, isolated and corrected in an effective and efficient manner. This enables the process of fixing the issues more quickly. It will also help in providing more quality fault related information to the Service Provider development teams when a fault occurs

· Service Provider Development Team

· Quicker debugging phase when a service fault is reported. It will help in providing more quality fault related information to the Third Party Service Provider development teams when a fault occurs

5.9.3 Pre-conditions

· End-user has an account with the Service Provider and their subscription is fully paid

· There are a number of live Service Provider services that their end-user customers are consuming

· The Service Provider’s network infrastructure supports the Service Level Tracing functionality. This also means that when a device is “marked” by the Service Provider, any calls/sessions invoked (until the Service Provider “de-marks” the device) from that device initiates service level tracing

· The Service Provider Development team have the right type of mobile devices to be able to replicate the service failure

5.9.4 Post-conditions

· The Service Provider Operations team replicate the service failure. The Service Provider Operations team retrieves the logged service trace information and identifies the fault that causes the failure

· The cause of the service failure is identified as being part of the Service logic within the Service Provider’s network. The fault that causes the service failure is rectified

· The end-user continues to consume their services getting a consistent and expected user experience each time

5.9.5 Normal Flow

1. A number of Service Provider end-users experience a fault with a service they have paid for, and after a number of failed attempts contact their Service Provider

2. The Service Provider Customer Care performs a number of basic checks but is unable to identify the cause of error

3. The Service Provider Customer Care escalates the end-user service complaint with both the Service Provider Operations team and the Service Provider Development team

4. The Service Provider Operations team checks the network for error alarms and examine the statistical information associated with the key network nodes for signs of unusual nodal behaviour. However, they are unable to identify the cause of failure

5. The Service Provider Development team checks the service configuration and identifies that a fault may reside in the Service Provide domain, as they are the providers of the application

6. Instead of asking the end-users to replicate the fault, the Service Provider Development team is able to replicate the failure from their test mobile phone

7. The Service Provider Development team “marks” their test mobile phone and then replicates the failure case

8. Each node (e.g. enabler implementation) in the Service Provider network logs all associated trace information

9. The Service Provider Operations team retrieves the associated logged service level tracing information from all nodes in their network

10. The Service Provider Operations team (in conjunction with the development team) analyses the retrieved trace information for the cause of the fault

11. The fault is identified and located within the Service Provider’s network

12. After the fault is fixed the Service Provider Development team repeats the test and confirms that the service is now working correctly

13. The Service Provider contacts the end-users to inform them that the service is now working correctly

5.9.6 Alternative Flow

5.9.6.1 Alternative Flow 1: Service Provider Cannot Replicate Service Failure but Uses Other Means to Identify Cause of Failure

1. As per normal flow 1 to 4

2. The Service Provider Development team are unable to replicate the service fault with their engineering test mobile phone

3. The Service Provider Development team checks the service configuration and identifies that a fault may reside in the Service Provide domain, as they are the providers of the application

4. The Service Provider Development team chooses other means for identifying the cause of service failure, however this takes a considerable amount of time and effort across the various support teams

5. After the fault is fixed the Service Provider customer care contacts the end-users to inform them that they have fixed the cause of service failure

6. The end-user confirms that the service is working

5.9.7 Operational and Quality of Experience Requirements

The entire use-case covers operational requirements.
5.10 Use Case J: Service Fault Localization When a Service is Hosted by a Third Party Service Provider

5.10.1  ASK  \* MERGEFORMAT Short Description

This use cases describes the scenario when a number of customers complains to their Service Provider customer care about a fault that they repeatedly experience when trying to access a particular application that is offered by the Service Provider.

After performing some basic service checks the Service Provider customer care escalates the fault to the Service Provider Operations team and the Service Provider Development team. The Development team confirm that a third party Service Provider hosts the application on behalf of the Service Provider and that there is a need to identify whether the fault resides either in the Service Provider domain or the third party Service Provider domain.

The third party Service Provider is contacted and an agreement is made between the two Service Providers to perform service level tracing to identify the fault that causes the service failure.
5.10.2 Actors

· End-user: the end-users who use a mobile device to consume a service provided by their Service Provider

· Service Provider: the Service Provider supports the necessary network infrastructure to support and provide services to their customers. The Service Provider may also integrate services from a third party Service Provider to enhance their services portfolio

· Service Provider Customer Care team: they are the end-user’s first point of contact for any service related queries, e.g. subscription, payment and billing related, and service specific queries or issues. The Service Provider Customer Care may be classed as 1st line support

· Service Provider Operations team: manages and maintains the day-to-day operations of the Service Provider’s network and supporting services. The Service Provider Operations team may be classed as 2nd line support

· Service Provider Development team: designs, develops and implements the service logic that may be realized as a complex set of interactions between enablers deployed by both the Service Provider and externally by a third party Service Provider. The Service Provider Development Team may be classed as 3rd line support

· Third Party Service Provider: the Service Provider supports the necessary network infrastructure to support and provide services to their customers, e.g. the Service Provider. The third party Service Provider has a contractual agreement with the Service Provider to develop and host services on behalf of the Service Provider

· Third Party Service Provider Operations team: manages and maintains the day-to-day operations of the third party Service Provider’s network and supporting services. The third party Service Provider Operations team may be classed as 2nd line support

· Third Party Service Provider Development team: designs, develops and implements the service logic that may be realized as a complex set of interactions between enablers deployed by both the third party Service Provider and by a Service Provider. The third party Service Provider Development team may be classed as 3rd line support

· Third Party Service Provider Account Manager: they manage the relationship between the Service Provider (their customer) and the third party Service Provider. They are the customer’s (i.e. the Service Provider’s) first point of contact for any service related queries. The third party Service Provider Account manager may be classed as 1st line support

5.10.2.1 Actor Specific Issues

· End-user
· Consumes the services they have paid for and expects to use the services with consistent and expected level of quality

· Service Provider

· Offers Services to their end-users and guarantees a quality of service for the services that are consumed

· Service Provider Customer Care

· Customer care is the primary contact point for the end-user. The customer care needs to ensure that the customer’s complaints are dealt with in an effective and efficient manner to maintain customer satisfaction

· Service Provider Operations Team

· Ensure it has all means/tools to be able to manage the services and solve/address possible issues an end-user may experience or which may impact end-user experience

· Service Provider Development Team

· Ensures that their service designs meet the expected market needs in terms of time-to-market and quality of service, and end-user expected service quality, e.g. service works first time and is simple use etc. They take the service through acceptance test and release it to its Operations in the shortest time possible whilst achieving service design quality so that the service is then available for consumption to the end-users. They need to able to make the necessary corrections to the service logic whenever a service fault is detected

· Third Party Service Provider

· Offers Services to their end- users and guarantees a quality of service for the services that are consumed

· Third Party Service Provider Operations Team

· Ensure it has all means/tools to be able to manage the service and solve/address possible issues an end-user may experience or which may impact end-user experience

· Third Party Service Provider Development Team

· Ensures that their service designs meet the expected market needs in terms of time-to-market and quality of service, and their customer’s expected service quality, e.g. service works first time and is simple use etc. They take the service through acceptance test and release it to its Operations team and to an external Service Provider in the shortest time possible whilst achieving service design quality so that the service is then available for consumption to the end-users. They need to able to make the necessary corrections to the service logic whenever a service fault is detected

· Third Party Service Provider Account manager

· Third Party Service Provider Account manager is the primary contact point for the end-user. The customer care needs to ensure that the customer’s complaints are dealt with in an effective and efficient manner to maintain customer satisfaction

5.10.2.2 Actor Specific Benefits

· End-user
· Consumes the services they have paid for and expects to use the services with consistent and expected level of quality

· Service Provider

· Offers Services to their end-users and guarantees a quality of service for the services that are consumed

· Service Provider Customer Care

· Customer care is the primary contact point for the end-user. The customer care needs to ensure that the customer’s complaints are dealt with in an effective and efficient manner to maintain customer satisfaction

· Service Provider Operations Team

· Ensure it has all means/tools to be able to manage the services and solve/address possible issues an end-user may experience or which may impact end-user experience

· Service Provider Development Team

· Ensures that their service designs meet the expected market needs in terms of time-to-market and quality of service, and end-user expected service quality, e.g. service works first time and is simple use etc. They take the service through acceptance test and release it to its Operations in the shortest time possible whilst achieving service design quality so that the service is then available for consumption to the end-users. They need to able to make the necessary corrections to the service logic whenever a service fault is detected

· Third Party Service Provider

· Able to maintain and improve the quality of service offered to their end-users, and other customers including other Service Providers

· Third Party Service Provider Operations Team

· Confidence that issues can be tracked, isolated and corrected in an effective and efficient manner. This enables the process of fixing the issues more quickly. It will also help in providing more quality fault related information to the Service Provider development teams when a fault occurs

· Third Party Service Provider Development Team

· Quicker debugging phase when a service fault is reported. It will help in providing more quality fault related information to the third party Service Provider development team and to the Service Provider when a fault occurs

· Third Party Service Provider Account manager

· Maintains and improves level of customer satisfaction through efficient and effective resolution of Service Provider complaints

5.10.3 Pre-conditions

· Third Party Service Provider has made the necessary business and technical arrangements with the Service Provider in order to be able to develop and host the application on behalf of the Service Provider

· The Service Provider Development team, in conjunction with the third party Service Provider Development team, have developed the service logic that enables the Service Provider’s end-users to consume the service, when the third party Service Provider hosts the application

· End-user has an account with the Service Provider and their subscription is fully paid

· The Service Provider Development team have the right type of mobile device to be able to replicate the service failure

· The end-user is able to replicate the service failure

· Both the Service Provider and the third party Service Provider network infrastructure supports Service level tracing. This also means that when a device is “marked” by the Service Provider, any calls/sessions invoked (until when the Service Provider “de-marks” the device) from that device initiates service level tracing in both the Service Provider and the Third Party Service Provider domain

· The Service Provider and the third party Service Provider have agreed to pass trace information from the Service Provider domain to the third party domain in order to resolve faults associated with applications hosted by the third party

5.10.4 Post-conditions

· The Service Provider Operations team replicate the service failure

· The Service Provider and the third party Service Provider Operations teams retrieve the logged service trace information from their respective networks and together they identify the fault that causes the service failure

· The cause of the service failure is identified as being part of the Service logic within the third party Service Provider’s network. The fault that causes the service failure is rectified

· The Service Provider’s end-users continue to consume their services getting a consistent and expected user experience each time

5.10.5 Normal Flow

1. A number of Service Provider end-users experience a fault with a service they have paid for, and after a number of failed attempts contact their Service Provider

2. The Service Provider Customer Care performs a number of basic checks but is unable to identify the cause of error

3. The Service Provider Customer Care escalates the end-user service complaint with the Service Provider Operations team

4. The Service Provider Operations team replicates the service fault with their engineering test mobile phones and confirms that a service failure exists and then checks their network for error alarms and examine the available statistical information associated with the key network nodes for signs of unusual nodal behaviour. However, they are still unable to identify the cause of failure

5. Instead of contacting the end-users, the Service Provider Operations team “marks” their test mobile phone and then replicates the service failure

6. Each node (e.g. enabler implementation) in the Service Provider network logs all associated trace information

7. The Service Provider Operations team retrieves all logged service level trace information from all nodes in their network

8. The Service Provider Operations team analyses the retrieved trace information and confirms that the cause of fault is neither related to a network transport failure nor a network node failure

9. The Service Provider Operations team escalate the service complaint to the Service Provider Development team. They also provide the Service Provider Development team with detailed information related to the actions they have taken and the level of analysis of the logged information they have performed

10. The Service Provider Development team analyses the retrieved trace information and identifies that the cause of the service failure may reside in the service logic within the third party Service Provide domain, as they are the providers of the application

11. A decision is made to escalate the fault to the third party Service Provider Account manager

12. The third party Service Provider Account manager escalates the fault internally with both the third party Service Provider Operations and Development teams

13. An agreement is made by both the Service Provider and third party Service Provider to initiate Service Level tracing using the Service Provider Operations engineering test mobile phone

14. Again, the Service Provider Operations team “marks” the test mobile phone and repeats the failure case

15. All nodes (enabler implementation) in the Service Provider and the third party Service Provider network logs all associated trace information

16. The Service Provider and third party Service Provider Operations teams each retrieve logged information from their respective networks

17. The Service Provider Operations (in conjunction with the development team) team and the third party Service Provider Operations (in conjunction with the development team) team analyse their retrieved trace information for the cause of the fault

18. The fault is identified as residing in the third party network and is fixed by the third party Service Provider Development team

19. After the fault is fixed the Service Provider Operations team repeats the test and confirms that the service is now working correctly

20. The Service Provider contacts the end-users to inform them that the service is now working correctly

5.10.6 Alternative Flow

5.10.6.1 Alternative Flow 1: The Service Provider is not Able to Replicate the Fault

1. As per normal flow 1 to 3

2. The Service Provider Operations team is unable to replicate the service fault with their engineering test mobile phones but they still checks their network for error alarms and examine the available statistical information associated with the key network nodes for signs of unusual nodal behaviour. However, they are still unable to identify the cause of failure

3. The Service Provider Operations team escalate the service complaint to the Service Provider Development team, who is also unable to replicate the service failure

4. The Service Provider Development team checks the service logic and are unable to quickly identify the cause of service failure but they suggest that the cause of the service failure may reside in the service logic within the third party Service Provide domain, as they are the providers of the application

5. A decision is made to escalate the fault to the third party Service Provider Account manager

6. The third party Service Provider Account manager escalates the fault internally with both the third party Service Provider Operations and Development teams

7. An agreement is made by both the Service Provider and third party Service Provider to initiate Service Level tracing by asking the Service Provider end-user to replicate the service failure

8. The Service Provider Operations team “marks” the end-user’s mobile phone and the end-user repeats the service failure

9. As per normal flow 15 to 19

10. The Service Provider contacts the end-users to inform them that the cause of service failure has been fixed and asks whether they continue to experience the same problems

5.10.6.2 Alternative Flow 2: The Third Party Service Provider does not Support Service Level Tracing

1. As per normal flow 1 to 10

2. The Service Provider would like to ask the third party Service Provider to help in jointly identifying the cause of service failure by performing service level tracing but are aware that the third party Service Provider do not support the service level tracing functionality

3. A decision is made to escalate the fault to the third party Service Provider Account manager and at the same time to provide a service complaint report that includes a concise version of the logged trace information

4. As per normal flow 12

5. The third party Service Provider Development team analyses the service complaint report including the concise logged trace information

6. Using their own service diagnostic methods, which take considerably longer, the third party Service Provider Development team identifies and rectifies the cause of service failure

7. The third party Service Provider Account manager informs the Service Provider that they have rectified the fault

8. As per normal flow 19 an 20

5.10.6.3 Alternative Flow 3: The Third Party Service Provider Cannot Identify the Fault but Suggest Other Reasons why the Service Fails

1. As per normal flow 1 to 17

2. The fault is not identified immediately but the third party Service Provider Development team identifies a possibly issue with the Service Provider’s transport capabilities and makes a suggestion to the Service Provider as to what could be the cause of fault

3. After further investigation by both sides it is agreed that there needs to be service logic corrections in both the Service Provider domain and the third party Service Provider domain

4. As per normal flow 19 and 20

5.10.6.4 Alternative Flow 4: The Third Party Service Provider Cannot Identify the Fault but it is Identified That the Service Logic does not Meet the Service Level Agreement Technical Criteria

1. As per normal flow 1 to 17

2. The fault is not identified immediately but it is identified that a service logic response time message exceeds the maximum time as specified by the Service Level agreement technical criteria

3. The service logic is modified in the third party Service Provider domain

4. As per normal flow 19 and 20

5.11 Open Issues

None

6. Requirements

6.1 High-Level Functional Requirement

Service Life-Cycle Management Requirements

[SLC-HL-1] The Service Provider environment MUST support the ability to perform automated configuration, installation and removal of components and applications.

[SLC-HL-2] The Service Provider environment MUST support the ability to modify the components and applications with the objective that ongoing sessions are not disrupted.

[SLC-HL-3] The Service Provider environment MUST support interoperable, replaceable and reusable components.

[SLC-HL-4] The Service Provider environment MUST provide mechanisms to support the replacement of multi-vendor components (NOTE: To achieve the goal of this replacement requirement a list of components will be identified and each component will be standardised within OMA)

[SLC-HL-5] The Service Provider environment MUST support the ability to deploy, withdraw and publish services in an automated manner.
[SLC-HL-6] When an application or component is removed from the Service Provider environment the resources within the Service Provider environment (e.g. IP ports of components) MUST be made available for other components and applications.

[SLC-HL-7] The Service Provider environment MUST provide a mechanism to manage data related with subscriptions to services (e.g. user profile information).

[SLC-HL-8] Through a standardised interface the Service Provider environment MUST be able to manage information related to the existence of components, applications and the relationship between components and applications.

[SLC-HL-9] Each component and associated interfaces in the Service Provider environment SHOULD be backward compatible.

[SLC-HL-10] Each component MUST be able to simultaneously operate multiple versions of an interface.

[SLC-HL-11] The Service Provider environment MUST support multiple versions of interfaces, components and applications.

[SLC-HL-12] The Service Provider environment MUST allow the Service Provider to perform component life-cycle functions, e.g. install, upgrade, downgrade, stop and start, of the component.

[SLC-HL-13] Each component in the Service Provider environment MUST support the capability to allow the Service Provider to perform life-cycle functions, e.g. install, upgrade, downgrade, stop and start, of the component.

Service level tracing requirements

[SLT-HL-1] Each enabler with in the Service Provider domain SHALL support Service Level Tracing (SLT).

[SLT-HL-2] An enabler supporting Service Level Tracing (SLT) functionality SHALL be able to interpret an incoming SLT trace trigger request, which is used to invoke the SLT capabilities, which includes but not limited to:

1. Logging capability for all SLT event information in a standard format;

2. Ability to propagate the SLT trace trigger request onwards to other enabler implementations within the Service chain (even if the outbound protocols is different from the incoming protocols);

3. The SLT trace trigger request SHALL contain a SLT global unique identifier;

4. Ability to increment the SLT sequence number before the SLT trace trigger request is propagated through each enabler forming the service chain

5. The ability to identify an enabler implementation “entry” and “exit” point to enable a Service Provider to initiate an SLT within a specific part of the cervice chain;

6. For instances when the end-user device MAY NOT be SLT compliant, each enabler SHOULD be able to initiate an SLT trace trigger request;

7. The ability to indicate the enabler implementation’s responsiveness, e.g. determine the time spent executing an enabler;

[SLT-HL-3] SLT SHALL be able to use a common way of storing of SLT information

[SLT-HL-4] All enabler implementation logged trace information SHALL contain information including but not limited to:

1. A mechanism to allow the ability to understand the order of records captured through invocation of SLT;

2. SLT Globally Unique Identifier;

3. SLT trace trigger request;

4. Enabler implementation characteristics (enabler Id, supported protocol and protocol version, key enabler performance indicators such as event execution time, queuing information and statistics etc);

5. Incoming and outgoing service attributes (e.g. IP Port address, hostname, destination address etc);

6. Logged information in accordance with the detail of logged information as requested within the SLT trace trigger request.

[SLT-HL-5] An enabler implementation SHALL only invoke its SLT functionality when it either receives an SLT trace trigger request or if it generates the SLT trace trigger request itself.

[SLT-HL-6] The SLT trace trigger request SHALL include an indicator that, depending on its value, indicates the detail of information to be logged by the enabler.

[SLT-HL-7] There SHALL be at least three levels of logging information indicated within the SLT trace trigger request.

[SLT-HL-8] It MUST be possible to be able to identify the actors and actions involved with a Service Level Trace, e.g. the initiating party.

[SLT-HL-9] After the enabler implementation completes its phase of the service (e.g. control/user-plane establishment) and has invoked its SLT functionality, the enabler implementation SHALL forward the SLT trace trigger request to the next implementation (e.g. enabler or application) within the service chain.

[SLT-HL-10] Each SLT trace trigger request SHALL be uniquely identifiable across all Service Providers at all times.

[SLT-HL-11] It SHALL be possible to retrieve all logged information pertaining to a specific instance of SLT initiation.

[SLT-HL-12] If an enabler implementation does not support SLT functionality, it MUST transparently pass the SLT trace trigger request to the subsequent enabler within the service chain, when the protocol between enablers allows unrecognised fields to be passed between enablers.

[SLT-HL-13] Enabler implementations that do not support SLT functionality MUST NOT prohibit the successful completion of the service.

[SLT-HL-14] Upon the reception of an SLT trace trigger request, the enabler implementation MAY provide, other than that requested by the SLT trace trigger request, a different level (i.e. finer detail) and type of logged information.

[SLT-HL-15] Service Level Tracing MUST apply to both control and user plane, i.e. the use of SLT MUST help identify service related issues from both a service level perspective and a user plane perspective and aid in identifying issues related to, e.g. timing misalignments between the user plane and control plane.

[SLT-HL-16] It SHALL be possible to retrieve from the marked device application specific information such as application version and information specifically associated with the service with which the end-user experiences problems.

[SLT-HL-17] The SLT trace trigger request SHALL support additional information elements that can be populated with information such as terminal or application characteristics.

[SLT-HL-18] The SLT trace token MAY be populated with information describing the capabilities of the initiating equipment, e.g. information such as application version, device type etc). This information can be used by enabler’s SLT functionality to determine what information needs to be logged.

6.1.1 Security

[SLT-SEC-1] It SHALL be possible for a Service Provider to require additional security on messages that contain SLT requests (e.g. mark device request and SLT trace trigger request). This is to protect against security threats such as unnecessary service processing and/or fraudulent use of SLT.

[SLT-SEC-2] Security SHALL be applied to ensure that it is only be possible for a Service Provider to “mark” an end-user’s device when that end-user is authorised by the the Service Provider.

6.1.2 Charging

[SLT-CRG-1] It SHALL be possible to charge for all SLT procedures.

6.1.3 Administration and configuration

[SLT-AC-1] It MAY be possible for the Service Provider to activate or de-activate the SLT functionality on an enabler implementation, i.e. Upon the reception of the SLT trace trigger request, the enabler implementation MAY invoke it’s SLT functionality only if the SLT functionality has been activated.

[SLT-AC-2] It SHALL be possible for the Service Provider to “mark” a device such that when the end-user initiates a service from the marked device, the marked device inserts an SLT trace trigger request, e.g. within specified SIP or HTTP SLT trace headers.
[SLT-AC-3] It SHALL be possible for the Service Provider to “mark” a device with or without the end-user’s permission.

[SLT-AC-4] It SHALL be possible for the Service Provider to restrict the transfer of the SLT trace trigger request between Service Provider domains in order to satisfy National and International legislation, e.g. Legislative law may mean that SLT information is not allowed to be passed between Service Providers across different countries.

[SLT-AC-5] In the case where it is not possible to “mark” the end-user’s devicet, it MUST be possible for the Service Provider to initiate an SLT trace trigger request at any enabler implementation that forms part of the service chain.

6.1.4 Usability

None-identified

6.1.5 Interoperability

[SLT-IOP-1] It SHALL be possible to propagate the SLT Trace Trigger request onwards to other enabler implementations within the Service chain (even if the outbound protocols is different from the incoming protocols).

[SLT-IOP-2]. An SLT Trace Trigger request MAY (e.g. depending on Service Level Agreements between Service Providers) be propagated outside the boundaries of a Service Provider’s domain, e.g. an SLT trace trigger request may be passed from a Mobile Operator’s network domain to a 3rd Party Service Provider domain.
[SLT-IOP-3] It SHALL be possible for a Service Provider to “mark” an end-user’s device when that device is compliant to SLT.

6.1.6 Privacy

[SLT-PRV-1] For Privacy requirements see OMA Privacy Requirements for Mobile Services [Privacy]
6.2 Overall System Requirements

[SLT-OSR-1] Service Level Tracing SHOULD NOT unduly impact enabler implementation capacity and performance and the live services that are supported by the enabler.

[SLT-OSR-2] The capacity of an enabler implementation MUST not restrict the transfer of the SLT trace trigger request 

[SLT-OSR-3] The maximum number of simultaneous SLT test routines SHOULD be configurable by the Service Provider. However, the maximum number MAY also be influenced by legislation.

6.3 System Elements

6.3.1 Network interfaces

[SLT-NI-1] The Service Provider MUST be able to retrieve SLT logged information through a standardised interface. (Note: the logged information may be stored in a common logging function or in individual enabler implementations)

[SLT-NI-2] The procedures across the SLT interface SHALL either allow for the retrieval of all or part of the logged SLT information, e.g. logged information on an enabler implementation may have resulted from several test cases but only logged information associated with one SLT Trace initiation request is required to be retrieved.

[SLT-NI-3] The Service Provider MUST be able to initiate a Service Level Trace through a standardised interface.
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