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1 Reason for Contribution

The contribution requests to clarify the contents of some of the Mobile Email security requirements.

2 Summary of Contribution

OMA Mobile Email Requirements draft [1] lists a number of requirements related to security. Some of them contain the phrase “when desired”. This phrase can have different interpretations during the subsequent work on architecture and protocols. Clarifications of the requirements would be helpful.

3 Detailed Proposal

OMA draft on Mobile Email security Requirements [1, Table 2] includes the following requirements:

	SEC-2
	When used, events accessed by the client from the server to announce or describe new e-mail MUST be end-to-end confidential when desired

	SEC-3
	Exchanges to provide new e-mail arrived on server to the client MUST be end to end confidential when desired. 

	SEC-4
	When used, events sent from the server to the client to announce or describe e-mail events on the server MUST be end-to-end confidential when desired

	SEC-5
	When used, events accessed by the client from the server to announce or describe w-mail events on the server MUST be end-to-end confidential when desired

	SEC-6
	Exchanges to reconcile the client after an e-mail event on the server MUST be end to end confidential when desired.

	SEC-7
	Exchanges to access or manipulate attachments MUST be end to end confidential when desired. 

	SEC-8
	Exchanges to send e-mail from the assigned e-mail server MUST be end to end confidential when desired.

	SEC-9
	E-mail events sent from the client to the e-mail server MUST be end-to-end confidential when desired.


It is not clear to which of the entities addressed in the requirements the phrase “when desired” applies.

 It can apply to:

1- The client or the user on an event by event basis or by configuration

2- The server on an event by event basis or by configuration

3- The service provider during service provisioning on a customer-by-customer basis or on a service-wide basis.

The RD should be clear enough in terms of the behaviour expected from the different entities identified in the requirements. In [2, section 13.1.2.3.1] we read the following:

The RD SHALL contain sufficiently detailed market requirements for the enabler or specification to allow clear and unambiguous interpretation of the engineering and technical requirements during the creation of the candidate specification(s).
4 Intellectual Property Rights

OZ Communications has no knowledge about any IPRs related to this contribution. 
5 Recommendation

The working group should clarify what is meant by “when desired” in the Mobile email security requirements. 
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