Doc# OMA-REQ-2005-0386R01-LU-Comments-to-Mobile-Email-RD-formal-review
Submitted to Requirement WG
Submission Date: 28 June 2005
Doc# OMA-REQ-2005-0386-LU-Comments-to-Mobile-Email-RD-formal-review
Submitted to Requirement WG
Submission Date: 28 June 2005

Input Contribution

	Title:
	Lucent Comments to Mobile Email RD (Formal Review )
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	Doc to change
	OMA-RD-MobileEmail-V1_0-20050614
	

	To:
	REQ WG 

	Source:
	Indaka Weerasekera, Lucent Technologies, indaka@lucent.com

	Attachments:
	N/A
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	Replaces:
	OMA-REQ-2005-0386-LU-Comments-to-Mobile-Email-RD-formal-review


1 Reason for Contribution

Comments for consideration as part of Formal Review of Mobile E-mail 1.0 RD 

2 Summary of Contribution

(1) Section 1: Scope talks about mobile e-mail as a service, but the requirements are on mobile e-mail enabler. Suggest adding “for a Mobile e-mail enabler” at the end of last sentence of 1st paragraph.
(2) Section 2.1: Privacy reference is not up to date.

(3) Section 2.1: Add RFC2821 to Normative references, (used in USAB-29, -30)

(4) Section 2.2: Add “Application Performance Report” to Informative Reference

(5) Section 3.1: Add “Email Repository” to definitions. The term is used in several requirements, (USAB 10, 13, IOP-10”). Wording to be discussed and formulated.

(6) Section 4: Introduction requires a succinct problem statement and rationale before the rest of the text.

(7) Section 4.1.1: Attempt at an explanation of ‘quasi-instantaneous’ is confusing. Suggest editing to keep it simple.

(8) Section 4.1.2 1st Bullet: Needs editorial clarification. The client should be able to modify the user experience based on network conditions.
(9) Section 4.1.2 2nd Bullet: Needs clarification that DRM is not a feature of this enabler.

(10) Section 4.2.2 6th sub-bullet of 2nd bullet: “Out of band notification schemes”. Do you mean SMS? If so give examples.

(11) Section 4.2.3 2nd bullet: Suggest deletion of “HTTP, HTTPS, SSL/TLS”. Reason: It is not appropriate for the RD (especially in an Informative Section) to suggest what protocols are needed for mail services to ‘reconcile’ corporate IT security.
(12) Section 6.1.1 SEC-2 to 9: Clarification of ‘end-to-end’ is required in this (messaging) context. In messaging, ‘end-to-end’ usually refers to sender to recipient, whereas these requirements are strictly for between the server and the client.

(13) Section 6.1.1 SEC-13: Pre-supposes that the Mobile e-mail server provides the spam protection. Suggest re-wording to say “…. as applied by the network”.
(14) Note under section 6.1.1: Text is garbled. Simplify and re-move the normative statement.

(15) Section 6.1.3 ADMIN-1: Should be re-using OMA DM enabler

(16) Section 6.1.3 ADMIN-4: This looks like two separate requirements; one on preventing unauthorised usage and one preventing the revocation of unauthorised usage. Suggest splitting.

(17) Section 6.1.4 USAB-1 and 2: “according to user preferences”… Is this requirement about the user being able to select what QoS he/she receives (propagation and access delays) through some QoS profile? Should there be a requirement for the SP to be able to define QoS profiles on a subscription basis and map different QoS to different criteria like propagation delays? 

(18) Section 6.1.4 USAB-3: Change this to a MAY and re-word (seems like an implementation issue anyway). 

(19) Section 6.1.4 USAB-4: “…when network connectivity is available” – isn’t this obvious? Suggest removing. And re-wording, with similar change to USAB-6
(20) Section 6.1.4 USAB-8: Change “Server-determined spam score” to “Network-determined spam score”

(21) Section 6.1.4 USAB-11: Can the user really select the “available ways” to be notified? This is determined by the SP and the user may be able to request a default method or request another, if supported. Suggest re-wording.

(22)  Section 6.1.4 USAB-12: Overlaps with USAB-11. Suggest deleting.

(23)  Section 6.1.5 IOP-1: Does this mean that Mobile email shall be able to defeat all firewalls? This may be an impossible requirement to achieve. Corporate IT departments that don't want email to cross their firewalls will also filter or apply other screening methods. At the very least change this to a SHOULD or delete.
(24) Section 6.1.6 PRIV-2: Add [Privacy] reference

(25) Section 6.2 SYSREQ-5: Revise to reference Application Performance [Performance] reference
(26) Section 6.3: This section is misleading as requirements on client and servers are intermingled in other sections. Suggest moving section 6.3 requirements into other sections and deleting this section.

Editorial Changes:

(27) Section 3.2: Suggest arranging definitions in alphabetical order


(28) Section 4.2.2 1st bullet: behavior -> behaviour

(29) USAB-5: sent -> send

(30) USAB-8: bullet last item

(31) USAB-13: add ‘the’ before ‘e-mail server’

(32) USAB-16: change ‘-mail’ to ‘e-mail’
3 Detailed Proposal

1. Scope
(Informative)

Mobile e-mail is defined as a e-mail service optimized to support e-mail usage in mobile devices and mobile networks.  This document describes various use cases to illustrate key mobile e-mail usage patterns and will also provide a comprehensive set of high level requirements that can be derived from the use cases.  High-level requirements can be used as a basis for more detailed architecture definition work for a Mobile e-mail enabler. 

Use cases and high level requirements are defined and described in a technology agnostic way and as such no specific technology implementation is suggested.

This Requirements Document focuses on requirements for the enabler specifications rather than for particular implementations of those.  Whether the described features are optional or mandatory for implementations will
be decided at a later stage.

2. References

2.1
Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[Privacy]
	“OMA Privacy Requirements for Mobile Services: OMA-RD-Privacy-V1_0-20030827”-D
http://www.openmobilealliance.org/release_program/docs/RD/OMA-RD_Privacy-V1_0-20031104-C.pdf


	[RFC 2821]
	“Simple Mail Transfer Protocol”

(http://www.ietf.org/rfc/rfc2821.txt)

	[RFC2822]
	“IETF Internet Message Format”

(http://www.ietf.org/rfc/rfc2822.txt)

	[RFC2045]
	“Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet Message Bodies

(http://www.ietf.org/rfc/rfc2045.txt)


2.2
Informative References

	[Performance]
	OMA Application Performance Issues Report: OMA-RPT-ApplicationPerformance-V1_0-20031028-A

http://www.openmobilealliance.org/ftp/PD/OMA-RPT-ApplicationPerformance-V1_0-20031028-A.zip


3.2 Definitions

	E-mail Repository
	???? 


4 
Introduction
(Informative)

The proliferation of proprietary solutions for implementing e-mail services on mobile devices made available through different vendors proves the need for an industry standard for Mobile E-mail. Mobile E-mail is considered a key enabler for the mobilization of enterprises. The lack of standards potentially creates a significant burden on an enterprise’s IT and services management infrastructure when a multitude of end-user devices need to be supported. The standardization of a Mobile E-mail enabler will allow enterprises to cost-efficiently provide its remote mobile workers access to corporate e-mail as well as address the wider challenge of promoting e-mail services to a broader community of mobile users than closed enterprise networks. Service providers will have an additional source of revenue and vendors will have a common set of specifications to build Mobile E-mail clients and servers. 

4.1
Overview

The following section describes the challenges associated with the Mobile E-mail enabler.

4.1.1 Main Expectations

The main expectations for mobile e-mail are:

· To receive quasi-instantaneous notification of new e-mails when within coverage (if setup this way)

· To reflect quasi-instantaneously new e-mail or e-mail server events in the mobile client when within coverage

· To send quasi-instantaneously e-mail composed on mobile client from appropriate e-mail server when within coverage or as soon that coverage is established otherwise.

· To efficiently manipulate e-mails / drafts / attachment as needed or as preferred 

· End-to-end secure when needed (e.g. e-mails may at no point be in clear outside of the enterprise domain)

· Low or at least bearable cost of usage (e.g. traffic / bandwidth optimization, predictable cost, manageable traffic, ...)

Note that the notion of quasi-instantaneous refers to the impression of the user and not to a particular precise duration: the motivation is that the user experiences the service in a way that is comparable to desktop email.. 
4.1.2 Additional Considerations

The following considerations are also related to mobile e-mail:

· Need for graceful degradation and server-to-client notifications that allows the client to adapt the user experience based on network conditions including for instance not retrieving attachments, or requesting smaller portions of the attachment.
· DRM rules: Mobile E-Mail does not include DRM as a feature of email, but as a content-specific item.

· Provisioning / setup: These are extremely challenging on mobile devices with limited or challenging input capabilities. Also average users are more easily confused and unable to correctly setup mobile phones.

· Charging: Operator want to maintain charging to create a viable business model. The support of charging will help the spread and proliferation of mobile email.

· Synchronization with other clients.

· Relationship to PIM (agenda / Address Book) that may be provided jointly or separately.

:

:

:

4.2.2 Networks and operators

Mobile networks and operators impose additional constraints that must be taken into account when designing mobile e-mail solutions:

· Different underlying network technologies / bearers with different behavior / capabilities

· Intermittent connectivity:

· Loss of coverage

· Nature of mobility (e.g. radio turned off in planes)

· Temporary IP addresses

· Unreliable delivery (Connection)

· Underlying network layer (up to transport) may drop at any time. Even if then re-established, sessions at the transport level are maintained only if the transport protocol provide mechanisms to maintain it when the network connection is re-established. Otherwise, additional mechanisms are needed at the application protocol layer to establish and maintain/recover session if a session is needed or assumed.

· Out of band notification schemes, (e.g. SMS?):

· Unreliable

· But can be used as "wake up / notification scheme"

· Limited bandwidth:

· Limited capabilities shared across all users

· Roaming within and across domain / operators / technologies

· Cost of usage:

· Multiple cost models (free, unlimited, per packet, per service / type of service, ...)

· In general, ... Costly and in need of optimization to maintain cost acceptable enough to user and to allow operator to share network with enough users.

· Controlled:

· Walled garden:

· Inbound and outbound traffic

· Internal traffic

· With it’s own authentication mechanisms etc…

· Regulated:

· QoS

· Privacy

· Exchanged data

· Reachability

· Logging

· Accountability, 

· Support desk (inexperienced users, hard to provision)

· Huge subscriber sets

· Server scalability is critical (e-mail server / mobile e-mail enabling server

· Solutions that tie-up ports per devices / user are not scalable 

· e.g. IDLE sessions for each devices tie-up ports and create large queues.

· Support desk challenges

4.2.3 Enterprises and other e-mail service providers

Enterprises must reconcile mobile e-mail deployments with the following requirements:

· Walled garden intranets:

· Firewalls, VPN, ...

· IT Corporate security guidelines:

· Wide range - in general VERY conservative e.g.

· Require end-to-end security

· Allowed applications / usages / content

· Firewalls / ports / protocols 

· 
· No storage of company data outside intranet on defined servers (in clear or not). Current e-mail infrastructure with untraceable potential intermediate storage is accepted.

· Regulated:

· E.g. Journaling / Storage of all corporate e-mails

· Control usage costs and support (including provisioning)

· Need to integrate with existing IT infrastructure (instead of replacing them).

· Similar scalability need of email servers / mobile email enabling servers.

:

:

6.1.1 Security

	Label
	Description
	Enabler Release

	SEC-2
	When used, events accessed by the client from the server to announce or describe new e-mail MUST be end to end 
confidential when desired.
	

	SEC-3
	Exchanges to provide new e-mail arrived on server to the client MUST be end to end confidential when desired. 
	

	SEC-4
	When used, events sent from the server to the client to announce or describe e-mail events on the server MUST be end-to-end confidential when desired.
	

	SEC-5
	When used, events accessed by the client from the server to announce or describe e-mail events on the server MUST be end-to-end confidential when desired.
	

	SEC-6
	Exchanges to reconcile the client after an e-mail event on the server MUST be end to end confidential when desired.
	

	SEC-7
	Exchanges to access or manipulate attachments MUST be end to end confidential when desired. 
	

	SEC-8
	Exchanges to send e-mail from the assigned e-mail server MUST be end to end confidential when desired.
	

	SEC-9
	E-mail events sent from the client to the e-mail server MUST be end-to-end confidential when desired.
	


:

:

	SEC-13
	The mobile e-mail enabler MUST allow the mobile client to be protected by the same spam protection solutions as applied by the network.

	


Table 1: High-Level Functional Requirements – Security Items
NOTE: Confidentiality of the exchanges between the client and the server is only supported when mandated by the actors e.g. in the case of corporate e-mail. 

:

:

:
6.1.3 Administration and Configuration

	Label
	Description
	Enabler Release

	ADMIN-1
	It MUST be possible to provision the mobile client from the server upon authentication and authorization of the user and pairing with a device, using existing OMA Device Management and Provisioning enablers.
	

	ADMIN-2
	It SHOULD be possible for user preferences/filters/settings to follow the user across devices, when desired by the user or administrator.
	

	ADMIN-3
	Authorized principals MUST be able to configure the settings of the user preferences/filters/configurable settings for a particular user.
	

	ADMIN-4
	The mobile email enabler MUST prevent unauthorized usage of and access to e-mail data of a mobile device.
	

	ADMIN-5
	The mobile email enabler MUST prevent the remote revocation of unauthorized usage of and access to e-mail data of a mobile device.
	


6.1.4 Usability

	Label
	Description
	Enabler Release

	USAB-1
	Mobile email SHOULD minimize event propagation delays and MUST NOT impose excessive delays according to user preferences.
	

	USAB-2
	Mobile email SHOULD minimize delays in accessing email messages and must not impose excessive delays according to user preferences.
	

	USAB-3
	When / if downloading an attachment, the client MAY provide an indication of the estimated download time needed to complete the download of the attachment.
	

	USAB-4
	E-mails sent from the client MUST be sent to the e-mail server whose address has been selected according to user preference settings (if configurable), or client settings. .
	

	USAB-5
	When connectivity is not available or drops, if it is possible to compose and send e-mail, it MUST be stored on the client until connectivity becomes available and then sent to the e-mail server as soon as possible.
	

	USAB-6
	 E-mail events originating  from the client MUST be sent to the e-mail server whose address has been selected according to user preferences (if configurable) or client settings..
	

	USAB-7
	When connectivity is not available or drops, email events on the client that may take place MUST be stored on the client until connectivity becomes available and then sent to the e-mail server as soon as possible.
	

	USAB-8
	The mobile email enabler MUST provide support for the user to be able to set filtering rules for the delivery of email based on:

· Email header fields

· Mailbox folder options.

· Network-determined spam score,
· Other criteria as needed.
	

	USAB-9
	The mobile email enabler MUST provide support for the user to be able to change filtering rules from his mobile client.
	

	USAB-10
	Rules (like filtering rules, processing rules, attachment removal, spam prevention, …) applied on the server MUST still apply to the repository on the client for what the user has selected to synchronize on the client.
	

	USAB-11
	 The mobile email enabler MUST: support:

· Different methods for notifying the client about new e-mails based on capabilities of the network

· The ability for the user to select the default notification methodbased on the capabilities of the client and network (e.g. SMS, Push, MMS):


· The ability for the user to select if, when and how events are accessed by client 
	

	
	
	

	USAB-13
	The User MUST be able to select how e-mail server should present new e-mail events to the client and to select how the client reacts to such events and therefore how the new e-mail is reflected in the client repository:

· A few meta-data, no stored e-mail

· A given size of the e-mail

· The whole e-mail without attachment

· The whole e-mail with attachment
	

	USAB-14
	The user MUST be able to manually initiate access to e-mail that has arrived on the server but is not yet on the client.
	

	USAB-15
	The user MUST be able to manually access more e-mail data when only a portion is stored on the client (e.g. more of the body, a specific attachment, more of a specific attachment, the rest of the body, the whole e-mail with all attachments).
	

	USAB-16
	 Authorized principals MUST be able to select the default or available ways that e-mail events are sent to or accessed by the client and other e-mail settings that may affect the server behaviour.
	

	USAB-17
	The mobile e-mail enabler SHOULD NOT require repetitive actions by the user to provide robustness to intermittent or unreliable connectivity (e.g. loss of connectivity, loss of network transport packets and reconnect) (e.g. having to initiate client reconnect, initiation of synchronization, password entry for server authentication, VPN re-establishment, etc…).
	

	USAB-18
	The mobile email enabler MUST enable the user to  forward an e-mail with attachment without downloading the attachment to the client.
	

	USAB-19
	The mobile email enabler MUST enable the user to forward an e-mail partially downloaded without having to download the remainder to the client.
	

	USAB-20
	The mobile e-mail enabler SHOULD minimize the amount of information that a user must provide to provision an e-mail client to access the appropriate e-mail server. 
	

	USAB-21
	The client MUST allow the user to reply to an e-mail partially downloaded without first having to download the remainder of the e-mail to the client.
	

	USAB-22
	The client MUST allow the user to edit a partially downloaded e-mail, for reply and have the resulting e-mail sent from the server.
	

	USAB-23
	 The client MUST allow the user to edit a  partially downloaded e-mail , for forward and have the resulting e-mail sent from the server.
	

	USAB-24
	The client MUST be able to download body parts or parts thereof that the user wants to edit when replying to an e-mail partially downloaded to the client.
	

	USAB-25
	The client MUST be able to download body parts or parts thereof that the user wants to edit when forwarding an e-mail partially downloaded to the client.
	

	USAB-26
	When replying to a long list of addressees, the client MUST allow the user to edit the addresses. 
	

	USAB-27
	Mobile-email Enabler SHOULD support multiple email accounts.
	

	USAB-28
	Mobile-email Enabler MUST support configuration of email account information for connection and filtering on a per-account basis.
	

	USAB-29
	Mobile-email Enabler SHOULD support definition of auto-reply messages for filtered messages. Automatically generated replies MUST conform to RFC 2821 and related RFCs and MUST NOT lead to mail loops.
	

	USAB-30
	Mobile-email Enabler SHOULD support activation/deactivation of auto-reply from the client. Automatically generated replies MUST conform to RFC 2821 and related RFCs and MUST NOT lead to mail loops.
	

	USAB-31
	Mobile-email Enabler MUST support replying to messages by using the email account that the original message was received on.
	

	USAB-32
	Mobile-email Enabler SHOULD support organization of the retrieved email messages according to their source email account.
	

	USAB-33
	The mobile enabler MUST support the user ability to forward only a selection of the attachments of an e-mail with attachments, without downloading the attachments to the client.
	

	USAB-34
	The mobile e-mail enabler MUST provide mechanisms to access any desirable email part even when the email size is beyond the limit imposed on the size of the emails that can be delivered to mobile devices while remaining within the size constraints of the part to be downloaded
	


6.1.5 Interoperability

	Label
	Description
	Enabler Release

	IOP-1
	Data exchanges between the client and server, such as Events, sending Mail, reconciliation, attachment manipulation SHOULD remain functional in the presence of firewalls between the mobile e-mail client and the users e-mail servers.
	


6.1.6 Privacy

	Label
	Description
	Enabler Release

	PRIV-1
	The mobile e-mail enabler MUST allow the mobile client to be protected by the same privacy protection rules / solutions as applied on the server (e.g. filtering rules, privacy alert detections on outgoing e-mail, read/unread notice interception).
	

	PRIV-2
	The mobile e-mail enabler MUST support the use of privacy tools that require user’s consent before allowing some e-mail events to take place [Privacy].
	


6.2 Overall System Requirements

	SYSREQ-5
	The mobile e-mail enabler SHOULD allow optimized implementations on constrained devices (e.g. power consumption, CPU overhead, memory and storage requirements). For information, see [Performance]..
	


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that comments made in this contribution are discussed and agreed as part of the Mobile Email RD formal review.










�PAGE \# "'Page: '#'�'"  ��This is not the normal meaning for end-to-end in messaging.  This is strictly between the server and the client, not sender to recipient.


�PAGE \# "'Page: '#'�'"  ��The mobile user MUST be protected from unsolicited e-mail messages





NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2004 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 11)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20040305]

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 10 (of 11)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document

