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Recommendations

	ID
	Open Date
	Section
	Description
	Status

	001
	2004.11.17
	3.2
	Add a definition of “Local”
	Closed. Done by defining “local services”. No other “local” definition exists now.



	002
	2004.11.17
	6.1.1
	Split the requirement in 2: SCWS management is done only with HTTPS and mutual authentication, and SCWS Browsing only with HTTP
	Closed. The requirements cover remote administration and local browsing. Remote administration is done with a secure end to end session (REQ-SEC-7). Local browsing is possible either on HTTP or HTTPS (REQ-SCWS-1 & REQ-SCWS-2)

	003
	2004.11.17
	6.2.2
	Add protocol requirements to use HTTP/1.1
	Closed. Done

	004
	2004.11.17
	6.1.1
	Add a denial of service attack requirement
	Done 

	005
	2004.11.17
	6.1.1
	We believe that a device manufacturer must be able to guarantee that a PIN code entered by the user cannot be stored or cached anywhere in the device memory. We therefore want to add a requirement as follows: Only applications authorized by the device manufacturer shall be able to handle PIN codes towards the smart card.
	Closed. REQ-SEC-3 to REQ-SEC-6 and REQ-SEC-8 provide a mechanism to enforce this requirement.

	006
	2004.11.17
	6.1.1
	In order to avoid that a user is deceived to leave a safe, certified, domain when browsing the web, we want to add a requirement as follows: It shall not be possible to cross boundaries between certified domains when browsing the web.
	Closed. Crossing boundaries are needed, as expressed in the use cases. However, 

REQ-SEC-2 answers this concern.

	007
	2004.11.17
	
	There is in this RD an assumption of data storage possibilities in the SC. This should be stated as a requirement.
	Closed. REQ-SC-2 answers this.



	008
	2004.11.17
	5.5.2.1 and 5.5.2.2
	Relation to provisioning: The card SHOULD be provisioned by the operator with the appropriate information
	Closed. This is covered by the requirement about remote configuration (REQ-SEC-7).

Also use case 5.5.3 says that for example the SCWS is already configured prior to issuance.

	009
	2004.11.17
	
	How can the operator access the SCWS as only trusted applications in the ME are allowed to access SCWS?
	Closed. The operator can browse and update the SCWS remotely via a direct end to end secure session with mutual authentication. 

REQ-SEC 7 answers that.

	010
	2004.11.17
	5.7
	In this use case: is the Application on the smart card? Or only access control stored on the smartcard?
	Closed. The use case was updated to clarify the scenario.

This is an ME application that is stored in the SCWS and is executed on the ME after it is fetched from the SCWS. An example is a MIDlet for Java phones that can be downloaded from a web server.

This use case is just an example of downloading some content and can be compared to the Internet where the user can download the same content (e.g. Java application) from a remote server.

	011
	2004.11.17
	Introduction page
	Version number is 1.0
	Closed. Done 

	012
	2004.11.17
	End of document
	History table is missing
	Closed. Done 

	013
	2004.11.17
	All
	The requirements should be numbered
	Closed. Done 

	The additional following comments were generated internally in SEC-SCT

	014
	2005.03.14
	All
	Add normative references to HTTPS and TLS
	Closed. Done

	015
	2005.03.14
	All
	The term ME should be replaced by “device” as it is more generic and better adapted to this work item.  
	Closed. Done

	016
	2005.03.14
	All
	Add a clear requirement about the SCWS URL 
	Closed. Done as REQ-FCT-1

	017
	2005.03.14
	All
	Add a requirement that clarifies that the SCWS can invoke smart card applications.”
	Closed. Done as REQ-FCT-11

	018
	2005.03.14
	All
	Add a requirement that the SCWS architecture shall allow the implementation of different mechanisms for the transport of data
	Closed. Done as REQ-FCT-12

	019
	2005.03.14
	All
	The current constraints on the access rights to the SCWS are too restrictive. It is up to the smart card issuer (e.g. operator) to have the flexibility to allow different access rights
	Closed. The proposed solution is to use an Access Control Policy (ACP) that is published by the smart card. 

Done as REQ-SEC-3 through REQ-SEC-6

	020
	2005.03.14
	All
	Add a requirement about the minimum length of the URL that the SCWS must support
	Closed. Done as REQ-IOP-1

	021
	2005.03.14
	All
	Add a requirement that the SCWS must implement the mechanism to update web pages and related resources
	Closed. Done as REQ-IOP-2

	022
	2005.03.14
	All
	The “System Elements” section need to be more detailed
	Closed. Done

	023
	2005.03.14
	All
	Add a requirement that the device should support existing standards to allow the smart card to launch the device browser
	Closed. Done as REQ-DEV-2

	The following comments/questions were generated and discussed between the initiating company and SCT after the second RD review by REQ

	024
	2005.05.11
	5.4.1
	Does this use case imply that the credentials to access the bank account are on the SC?  As there is no standard for accessing bank info this may be hard to do in general case. Does this imply that the SCWS needs to implement special protocols.
	Closed. There is no special "banking" protocol which has to be implemented by the browser. It is up to the application based on the SCWS and the entity in the network communicating to this entity to find a way to exchange information. It was agreed to keep the use case.

	025
	2005.05.11
	5.7
	Could the use case in 5.7 be satisfied by having any form of portable media (xD memory card, memory stick, etc)
	Closed. It was agreed to add a comment into the Architecture document to reflecting that the architecture can be used for the definition of other local web servers besides the SCWS. It was also agreed that the WID is approved to enable the described use cases for the Smart Card. The WID does not impact any other portable media at this point of time.

	026
	2005.05.11
	5.8.1
	It is problematic if the user can browse the content of all PIN protected pages at will, since the required strength of the credential might be less than the strength of the PIN.
	Closed. It was clarified that the smart card is not using the stored information and that the user may store any kind information. It was agreed to clarify this in the scenario wording.

	027
	2005.05.11
	6.1 general comment
	This RD does not seem to be related to the Smart Card only. Everything seem to be feasible by using a local web server with access controls and content protection. Suggestion to rename the enabler, change the scope and wording, update the WID so that the requirements can be realized by implementation on a SC, removable and protected memory, on the device platform or off, etc. Proposal to not limit this to smart card!
	Closed. See comment 25

	028
	2005.05.11
	6.1 REQ-FCT-1
	A clarification on the URL that shall be defined access the SCWS is necessary. Is that the same URL for all instances of an SCWS or a different URL on each device?
	Closed. The requirement was reworded to clearly state that “A URL to access the SCWS SHALL be defined in this enabler”

	029
	2005.05.11
	6.1 REQ-FCT-3
	Setting a home page in the web browser in the device which points to the SCWS should be done using standard provisioning/DM. If that is what is meant, than this seems to put a requirement on the browser (which is outside this enabler). The dependency on another enabler should be made clear.
	Closed. The requirement was removed

	030
	2005.05.11
	6.1 REQ-FCT-4
	Clarification on the statement "It SHALL be possible for the Web browser to redirect a request from a remote server to the SCWS" is required. How does the browser know to re-direct a URL?  Is there a list someplace?  Special form of the URL?

See comments to REQ-FCT-11
	Closed. It was agreed to remove this requirement and also REQ-FCT-5.

	031
	2005.05.11
	6.1 REQ-FCT-9
	Question if "It SHALL be possible to display and capture information entered by the user in forms that are then sent to the SCWS." is a requirement on the browser and if there is a dependency on another enabler.
	Closed. It was agreed to remove this requirement.

	032
	2005.05.11
	6.1 REQ-FCT-11
	It SHALL be possible for the SCWS to invoke smart card applications.[poz1]  The SCWS shall be able to forward parameters to a smart card application and return the smart card application response to the web browser in the device. The sent URL SHALL identify the smart card application. 
	Closed. It was agreed to remove the phrase “to the web browser in the device”.

	033
	2005.05.11
	6.1.1 REQ-SEC-1
	Concerns on the strength of the mechanism in the requirement "It SHALL be possible to authenticate a user to the SCWS" were raised. In addition it was asked if this also includes management applications accessing SCWS say principal not user?
	Closed. It was agreed to split the requirement into two:

1) It SHALL be possible to authenticate a user to a smart card application using the SCWS

2) It SHALL be possible to authenticate a principal to a smart card application using the SCWS (principal as defined in OMA dictionary)

	034
	2005.05.11
	6.1.1 REQ-SEC-2
	This requirement gives the impression that the SCWS tells user that SCWS is being used, and told over HTTPS.
	Closed. It was agreed to reword the REQ as follows: "The SCWS SHALL support a mechanism so the browser is able to indicate to the user that the SCWS is being used."

	035
	2005.05.11
	6.1.1 REQ-SEC-3
	"The smart card SHALL be able to indicate to the device which applications are authorised to access the SCWS by publishing an Access Control Policy (ACP)"

Clarify that this requirement does not cause a dependency on the browser.
	Closed. The definition of the ACP is already part of a solution that does not have to be in a RD. Therefore it was agreed to reword the REQ to: "The SCWS enabler SHALL provide a mechanism to control access of applications to the SCWS."

It was further agreed that this REQ replaces the requirements REQ-SEC 3,4,5. The definition of the ACP will be included in the AD. An additional REQ was defined that states that it is up to the SCWS to provide data for the management of access conditions. Agreed to replace REQ-SEC-4 by the new REQ: "Access control rights to the SCWS SHALL be indicated by the smart card." 

REQ-SEC-5 was removed.



	036
	2005.05.11
	6.1.1 REQ-SEC-4
	"A device that implements a firewall SHALL retrieve the Access Control Policy (ACP) published by the smart card and SHALL block access to the SCWS to non-authorised applications as indicated by this ACP"

Clarify if the device is the device that holds the SCWS, or any device?

Does this imply a requirement on the firewall?
	Closed. See comment 35. This requirement was replaced.

	037
	2005.05.11
	6.1.1 REQ-SEC-5
	"A device that does not implement a firewall SHALL allow access to the SCWS only to preinstalled browsers and applications in the device (i.e. provided by the device manufacturer)"

See comment in 036. In addition clarify if this also applies even if the applications are securely downloaded via DM. SCWS should not base decisions on if a firewall or not is present in the device. How can the SCWS know?
	Closed. Requirement was removed.

	038
	2005.05.11
	6.1.1 REQ-SEC-6
	Suggestion to delete requirements SEC-3 through SEC-6.
	Closed. See comment 35. It was agreed to replace the first phrase by: “Access control rights to the SCWS SHALL deal with: “ and keep the following phrases.

	039
	2005.05.11
	6.1.1 REQ-SEC-7
	"It SHALL be possible to browse and manage the SCWS by a remote entity that establish an end to end secure session with mutual authentication." 

Clarification of the role and relation of the DM enabler to this requirement is required.
	Closed. This comment was withdrawn, REQ-SEC-7 agreed to be kept as is.

	040
	2005.05.11
	6.1.1 REQ-SEC-8
	"Preinstalled device browsers and applications (i.e. delivered by the device manufacturer) SHOULD NOT store or cache a passwords entered by the user when accessing the SCWS."

This is not a browser requirement or a web server, but rather an application issue (and out of scope)
	Closed. Agreed to be deleted.

	041
	2005.05.11
	6.1.3 REQ-ADM-1
	"The smart card issuer SHALL be able to control what content and smart card applications can be accessed via the SCWS"

Should not be under control of smart card issuer only. The management system for the loading of content to the SCWS SHALL be able to control what applications are accessible from the SCWS.
	Closed. Agreed to be reworded to:

"The smart card issuer or any 3rd party authorised by the smart card issuer SHALL be able to control what content and smart card applications can be accessed via the SCWS"

	042
	2005.05.11
	6.1.4 REQ-USB-1
	"It SHALL be possible to identify a smart card resource in the SCWS using an URL"

Clarify if such a resource is really in the SCWS or actually on the Smart Card.
	Closed. Agreed to be reworded to: 

"It SHALL be possible to identify a resource in the SCWS using an URL"

	043
	2005.05.11
	6.1.5 REQ-IOP-1
	"The SCWS SHALL support URLs with a length of at least <n> characters, where <n> shall be decided during the specification phase"

Value <n> must be consistent w browser specs (1024 bytes).
	Closed. Noted and agreed that 1024 bytes will be valid as a minimum length. 


Editorial Comments

	Document Rev
	Section
	Description
	Status

	15 March 2005
	6.1
	Move REQ-FCT-7 to the security section
	Closed. This is an internal SEC-SCT comment.

Done and is named REQ-SEC-2 now.

	
	
	
	

	The following comments/questions were generated and discussed between the initiating company and SCT after the second RD review by REQ

	2005.05.11
	6.1.2 REQ-CONT-2
	Should read "It SHALL be possible to serve all the media content defined in WAPWAE specification from the SCWS" i.e. spelling mistake in specification
	Closed. Agreed and done.

	2005.05.11
	6.1.2 REQ-CONT-4
	Should be changed to "The SCWS SHALL allow the download of applications"

The word "device" should be removed.


	Closed. This is not an editorial comment. It was agreed to leave it as is.

	2005.05.11
	6.1 REQ-FCT-5
	Should read: "It SHALL be possible for the Web browser in the device to redirect a request from the SCWS to a remote web server"
	 Closed. This REQ was already removed due to previous comments.

	2005.05.11
	6.1 REQ-FCT-6
	Should read: "It SHALL be possible to access the SCWS when the device is off-line (i.e. when network connection is not available)"
	Closed. Agreed and incorporated.

	2005.07.14
	6.1.1 REQ-SEC-1
	Split the requirement REQ-SEC-1 into two distinct requirements (REQ-SEC-1.1 and REQ-SEC-1.2) since it contains two phrases
	Closed. Done
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