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1 Reason for Contribution

This contribution contains comments and questions for the SRM profile RD titled OMA-RD-SRMProfile-V1_4_1-20060228-D under formal review process.
2 Summary of Contribution

This contribution contains comments and questions regarding the security aspects of the requirements document for the SRM profile.
There are a few main comments but the mainly the comments deal with the security requirements section of the document.

3 Detailed Proposal

	ID
	Open Date
	Edit
	Section
	Description
	Status

	A001
	2006.03.15
	
	3.2
	Source: <Name or email>

Form: <INP doc, mtg, confcall

Scenario 5 introduces the possibility for OMA DRM compliant devices to "use" OMA DRM protected contents stored initially on a third party's Secure Removable Media with the related Rights Objects. This is possible under the condition of a mutual authentication between DRM agent and SRM agent. 

However the document defines no constraint related to the pairing between a DRM agent and a SRM agent. This should be clearly specified to avoid any misunderstanding with the following wording:

"A DRM agent qualified as "SRM compliant" can be paired with any SRM agent. And so a SRM agent can be paired with any DRM agent. "
	Status: OPEN / CLOSED

<provide response>

	A002
	2006.03.15
	
	"post-conditions " section of scenario description (1 to 6) 
	Source: <Name or email>

Form: <INP doc, mtg, confcall

Some scenarii deal with the transfer of protected content and/or rights object from a device to another device. It should be clearly specified in the post-conditions section of the scenario description that this information shall not be duplicated from the SRM to the device. 


	Status: OPEN / CLOSED

<provide response>

	A003
	2006.03.15
	
	6.1.1
	Source: <Name or email>

Form: <INP doc, mtg, confcall

REQ-SEC-1 should be reworded from

"The device SHALL be able to authenticate the secure removable media."

To

"The DRM agent SHALL be able to authenticate the SRM agent."


	Status: OPEN / CLOSED

<provide response>

	A004
	2006.03.15
	
	6.1.1
	Source: <Name or email>

Form: <INP doc, mtg, confcall

REQ-SEC-2 should be reworded from

"The secure removable media SHALL be able to authenticate the device."

To

"The SRM agent SHALL be able to authenticate the DRM agent."


	Status: OPEN / CLOSED

<provide response>

	A005
	2006.03.15
	
	6.1.1
	Source: <Name or email>

Form: <INP doc, mtg, confcall

REQ-SEC-3 should be deleted.

"The SRM enabler SHALL provide a secure mechanism to protect the communication between the device and the secure removable media."

Indeed "secure mechanism" does not imply any clear requirement regarding the communication between the SRM agent and the DRM agent.
	Status: OPEN / CLOSED

<provide response>

	A006
	2006.03.15
	
	6.1.1
	Source: <Name or email>

Form: <INP doc, mtg, confcall

Following requirement should be added:

"It SHALL not be possible to replay any messages exchanged between the DRM agent and the SRM agent."

	Status: OPEN / CLOSED

<provide response>

	A007
	2006.03.15
	
	6.1.1
	Source: <Name or email>

Form: <INP doc, mtg, confcall

Following requirement should be added:

"Information transmitted on the communication channel between the SRM agent and the DRM agent SHALL be protected with respect to integrity aspect."


	Status: OPEN / CLOSED

<provide response>

	A008
	2006.03.15
	
	6.1.1
	Source: <Name or email>

Form: <INP doc, mtg, confcall

Following requirement should be added:

"Rights Object SHALL not be exposed within the SRM, unless upon request from the SRM agent."

	Status: OPEN / CLOSED

<provide response>

	A009
	2006.03.15
	
	6.1.1
	Source: <Name or email>

Form: <INP doc, mtg, confcall 
Following requirement should be added:

"The Backup/restore solution SHALL implement anti-replay mechanism. 

Furthermore a mechanism SHALL be implemented to ensure a reliable integrity control of backuped/restored information.
The key used to decipher the OMA DRM protected content SHALL be confidentially protected."
Indeed the conditions related to the backup/restore scenario deal woth a PC, which is an opened environment and does not offer reliable security features such like a smartcard based implementation.

	Status: OPEN / CLOSED

<provide response>

	A010
	2006.03.15
	
	6.1.1
	Source: <Name or email>
Form: <INP doc, mtg, confcall 
Following requirement should be added:

"The exchange of the key used to decipher the OMA DRM protected content SHALL be protected with respect to confidentiality aspect "
Indeed considering the potential exchanges between the SRM agent and the DRM agent, only the key used to decipher the OMA DRM protected content is qualified as sensitive and to be confidentially protected. 


	Status: OPEN / CLOSED

<provide response>

	A011
	2006.03.15
	
	6.1
	Source: <Name or email>
Form: <INP doc, mtg, confcall 
Following requirement should be added:

"The communication channel between the SRM agent and the DRM agent SHALL remain established during the consumption of the OMA DRM protected content by the DRM agent using rights stored within the SRM".
	Status: OPEN / CLOSED

<provide response>

	A012
	2006.03.15
	
	6.1
	Source: <Name or email>

Form: <INP doc, mtg, confcall 

The use of terms "device" instead of "DRM agent" in the high-level functional requirements should be clarified.
	Status: OPEN / CLOSED

<provide response>

	A013
	2006.03.15
	
	6.1
	Source: <Name or email>
Form: <INP doc, mtg, confcall 
The requirement REQ-FCT-7 should be reworded from:

"Rights Issuer SHALL be able to indicate that the Rights MUST be stored in the secure removable media upon delivery."

To

"Rights Issuer SHALL be able to indicate that the Rights MUST not be stored in the secure removable media upon delivery."

Indeed the rights issuer can define a security policy defining which conditions can guarantee that a SRM agent can be trusted, and then receive the rights.
	Status: OPEN / CLOSED

<provide response>

	A014
	2006.03.15
	
	6.1
	Source: <Name or email>
Form: <INP doc, mtg, confcall 
The requirement REQ-FCT-8 should be deleted. It is up to the DRM agent to manage the communication with the SRM agent. Otherwise what would be the featire aimed with such requirement?
	Status: OPEN / CLOSED

<provide response>

	A015
	2006.03.15
	
	6.1
	Source: <Name or email>
Form: <INP doc, mtg, confcall 
The requirement REQ-FCT-9 is not clear: in which extent a rights issuer would be able to "restrict the transfer of rights"? once rights are transferred from the rights issuer to the DRM agent, then it is up to this DRM agent to manage the communication with the SRM agent.
	Status: OPEN / CLOSED

<provide response>

	A016
	2006.03.15
	
	6.1
	Source: <Name or email>
Form: <INP doc, mtg, confcall 
The requirement REQ-FCT-5 should be reworded from:

"The SRM Agent SHALL be able to delete Rights on the secure removable media after the SRM Agent transfers Rights from the secure removable media to the device."
To

"It SHALL not be possible to use a Rights Object in a SRM as soon as its transfer has begun".

Indeed a rights object shall become unusable as soon as its transfer has been initiated, and it has to be guaranteed that once the rights object has been effectively transferred it is deleted from the SRM.


	Status: OPEN / CLOSED

<provide response>

	A017
	2006.03.15
	
	6.1
	Source: <Name or email>
Form: <INP doc, mtg, confcall 
The requirement REQ-FCT-6 should be reworded from:

"The DRM Agent on the device SHALL be able to delete Rights on the device after the DRM Agent transfers Rights from the device to the secure removable media."
To

"The DRM Agent on the device SHALL delete Rights on the device after the DRM Agent transfers Rights from the device to the secure removable media."

	Status: OPEN / CLOSED

<provide response>


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We request that the comment be incorporated into the RDRR for document OMA-RD-SRMProfile-V1_4_1-20060228-D.
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