OMA-RD-MC-V1_0_0-20080917-D

Page 13  V(26)


	[image: image1.jpg]«“+OMa

Open Mobile Alliance




	

	Mobile Codes Requirements

	Draft Version 1.0.0 – 17 September 2008

	Open Mobile Alliance

	OMA-RD-MC-V1_0_0-20080917-D



	
	

	

	
	


Use of this document is subject to all of the terms and conditions of the Use Agreement located at http://www.openmobilealliance.org/UseAgreement.html.

Unless this document is clearly designated as an approved specification, this document is a work in process, is not an approved Open Mobile Alliance™ specification, and is subject to revision or removal without notice.

You may use this document or any part of the document for internal or educational purposes only, provided you do not modify, edit or take out of context the information in this document in any manner.  Information contained in this document may be used, at your sole risk, for any purposes.  You may not use this document in any other manner without the prior written permission of the Open Mobile Alliance.  The Open Mobile Alliance authorizes you to copy this document, provided that you retain all copyright and other proprietary notices contained in the original materials on any copies of the materials and that you comply strictly with these terms.  This copyright permission does not constitute an endorsement of the products or services.  The Open Mobile Alliance assumes no responsibility for errors or omissions in this document.

Each Open Mobile Alliance member has agreed to use reasonable endeavours to inform the Open Mobile Alliance in a timely manner of Essential IPR as it becomes aware that the Essential IPR is related to the prepared or published specification.  However, the members do not have an obligation to conduct IPR searches.  The declared Essential IPR is publicly available to members and non-members of the Open Mobile Alliance and may be found on the “OMA IPR Declarations” list at http://www.openmobilealliance.org/ipr.html.  The Open Mobile Alliance has not conducted an independent IPR review of this document and the information contained herein, and makes no representations or warranties regarding third party IPR, including without limitation patents, copyrights or trade secret rights.  This document may contain inventions for which you must obtain licenses from third parties before making, using or selling the inventions.  Defined terms above are set forth in the schedule to the Open Mobile Alliance Application Form.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms set forth above.

Contents

51.
Scope (Informative)


62.
References


62.1
Normative References


62.2
Informative References


83.
Terminology and Conventions


83.1
Conventions


83.2
Definitions


83.3
Abbreviations


104.
Introduction (Informative)


115.
Mobile Codes enabler description  (Informative)


115.1
Introduction


115.2
Version 1.0


126.
Requirements (Normative)


126.1
Modularisation


126.1.1
Symbology


126.1.2
Data structure


126.1.3
Service Aspects – offline


126.1.4
Service Aspects - online


136.1.5
System requirements


136.1.6
User Interaction requirements


136.2
High-Level Functional Requirements


156.2.1
Security


186.2.2
Charging


196.2.3
Administration and Configuration


196.2.4
Usability


206.2.5
Interoperability


206.2.6
Privacy


216.3
Overall System Requirements


23Appendix A.
Change History (Informative)


23A.1
Approved Version History


23A.2
Draft/Candidate Version <current version> History


25Appendix B.
Use Cases (Informative)


25B.1
<Use Case Title>


25B.1.1
Short Description


25B.1.2
Market benefits


25B.2
<Use Case Title>


26Appendix C.
User Experience Guidelines (Informative)


26C.1
Introduction


26C.2
Guidelines




Figures




Tables

15Table 1: High-Level Functional Requirements


16Table 2: High-Level Functional Requirements – Security Items


17Table 3: High-Level Functional Requirements – Authentication Items


17Table 4: High-Level Functional Requirements – Authorization Items


18Table 5: High-Level Functional Requirements – Data Integrity Items


18Table 6: High-Level Functional Requirements – Confidentiality Items


18Table 7: High-Level Functional Requirements – Charging Items


19Table 8: High-Level Functional Requirements – Administration and Configuration Items


20Table 9: High-Level Functional Requirements – Usability Items


20Table 10: High-Level Functional Requirements – Interoperability Items


20Table 11: High-Level Functional Requirements – Privacy Items


22Table 12: High-Level System Requirements




1. Scope
(Informative)

OMA Mobile Codes Enabler aims to stimulate, by the creation of a standard, a global market in which barcodes act as enablers for camera-equipped handsets to access content and services. Some technologies already exist; for example, in Japan, 2D barcode scanning is in widespread use. However there is fragmentation in the worldwide market currently, due to the variety of approaches to the questions of which barcode symbologies should be supported, what format of data they should contain, and how client software should behave when barcodes are read.  The Open Mobile Alliance aims to halt fragmentation by providing a standard by creating specifications to address interoperability needs as they arise. Once enough mobile code clients that follow those specifications are deployed on consumer handsets, marketing organisations and publishers will be able to include mobile codes as links to online content and services with confidence, in advertising and promotional campaigns, and in printed and displayed media of many kinds.

The Mobile Codes Enabler does not address barcodes displayed on mobile devices as coupons or tickets (for reading by other devices).

2. References

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	
	

	
	


2.2 Informative References

	[DATAMATRIX]
	“Information technology — International symbology specification — Data Matrix”, ISO/IEC 16022:2000.

	[EAN/UPC]
	“Information technology — Automatic identification and data capture techniques — Bar code symbology specification — EAN/UPC”, ISO/IEC 15420.

	[FLASHCODE]
	“Flashcode Reader International Specification”, Version 1.0 http://www.mobiletag.com/beta/en/contactspecification.html

	[MIME]
	“Multipurpose Internet Mail Extensions (MIME) Part Two: Media Types”, RFC 2046 http://www.ietf.org/rfc/rfc2046.txt 

	[NDEF]
	“NFC Data Exchange Format (NDEF) Technical Specification”, NFC Forum 
http://www.nfc-forum.org/specs/ 

	[NFCRTD]
	“NFC Record Type Definition (RTD) Technical Specification”, NFC Forum

	[NTTDOCOMOGUIDE]
	“Rough Measures and criteria for creating QR codes compatible with all terminals”, NTT DoCoMo, http://www.nttdocomo.co.jp/english/service/imode/make/content/barcode/about/#p02

	[NTTDOCOMOFUNC]
	“Outline of Functions”, NTT DoCoMo, http://www.nttdocomo.co.jp/english/service/imode/make/content/barcode/function/ 

	[OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/

	[OMAURI]
	“URI Schemes for the Mobile Applications Environment”, Version 1.0, Open Mobile Alliance™,
OMA-TS-URI_Schemes-V1_0-20070718-D, URL:http://www.openmobilealliance.org/.

	[QR]
	“Information technology — Automatic identification and data capture techniques — QR Code 2005 bar code symbology specification”, ISO/IEC 18004:2006.

	[SPRTD]
	“NFC Smart Poster RTD Technical Specification”, NFC Forum

	[TAGURI]
	“RFC 4151. The 'tag' URI Scheme”, IETF, http://www.faqs.org/rfcs/rfc4151.html.

	[TEXTRTD]
	“NFC Text RTD Technical Specification”, NFC Forum

	[URI]
	“RFC 3986. Uniform Resource Identifier (URI): Generic Syntax”, IETF, http://www.ietf.org/rfc/rfc3986.txt.

	[URIRTD]
	“NFC URI RTD Technical Specification”, NFC Forum

	[URNRES]
	“RFC 2169 - A Trivial Convention for using HTTP in URN Resolution”, IETF, http://www.faqs.org/rfcs/rfc2169.html.

	[OMAURI]
	“URI Schemes for the Mobile Applications Environment”, Version 1.0, Open Mobile Alliance™,
OMA-TS-URI_Schemes-V1_0-20070718-D, URL:http://www.openmobilealliance.org/.

	
	

	
	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

This is an informative document, which is not intended to provide testable requirements to implementations.

3.2 Definitions

	CRS Routing Prefix
	An identifiable value in the Indirect Code Identifier that enables routing to the CRS hosting the URI associated with the Indirect Code

	Direct Code
	A Mobile Code that contains either (1) content for direct consumption for the handset, or (2)  the address of the service to be accessed (typically a URI [URI])

	Indirect Code
	A Mobile Code that contains an identifier. The identifier has to be resolved in order to access the identified content or service. See also Resolution.

	Mobile Code
	A 1D or 2D barcode as read by camera-equipped handsets

	Mobile Code Client
	The MC enabler software entity that resides in the device, and contains the functionality to acquire, decode, and extract the encoded information for further processing as required.

	Mobile Code Data Format
	The syntactical description of the information contained within a Direct Mobile Code or Indirect Mobile Code. 

	Mobile Code Reader
	An entity that contains the functionality to capture an image of a symbol, and make this image available to the Mobile Code Client.

[Editor’s note: the title of this definition is for further study as it does not currently reflect its functionality]

	Mobile Code Scanning
	The physical act of capturing a Mobile Code symbol and decoding the information contained within the Mobile Code into a Data Format.

	Resolution
	The process of mapping an identifier supplied from an Indirect Code into either content to be consumed directly by the handset, or the address of content (or a service) to be consumed by the handset. Typically, resolution is performed by a network service.

	Resolution Identifier
	An identifiable value in the Indirect Code Identifier that uniquely identifies the URI in the hosting CMP database associated with the Indirect Code

	Symbology
	The algorithm by which data is encoded as visual elements (typically arrangements of lines or squares), and the resultant “look and feel” for the user.

	
	

	
	


3.3
Abbreviations

	EAN
	European Article Number, see EAN/UPC.

	EAN/UPC
	Barcode symbology family including EAN-8, EAN-13, UPC-A, and UPC-E [EAN/UPC].

	JAN
	Japanese Article Number. A barcode of the EAN symbology, used in Japan.

	NDEF
	NFC Data Exchange Format

	NFC
	Near Field Communications

	OMA
	Open Mobile Alliance

	QR
	Quick Response, a type of barcode symbology [QR].

	UPC
	Universal Product Code, see EAN/UPC.

	URI
	Uniform Resource Identifier [URI]

	
	

	
	


4. Introduction
(Informative)

Mobile codes – 2D and 1D barcodes – have emerged as a promising enabler of the mobile Internet in some markets. Camera-equipped handsets now have good enough optics, image resolution and processing capacity to read mobile codes on printed materials and electronic displays. These symbols encode information such as URLs, phone numbers, and in-line content such as business cards.

There is, however, still a lack of interoperability between different markets and players. The majority of consumers are unlikely to adopt the technology before it comes pre-installed on their devices. Similarly, marketing, publishing and other industries that are otherwise motivated to provide mobile codes will not adopt them without adequate potential for consumer take-up. That in turn would entail deployment on a large variety of devices, and interoperability between different service providers. 

	Example
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	Symbology
	QR [QR]
	Data Matrix [DATAMATRIX]
	EAN-13 [EAN/UPC]

	Data
	http://www.openmobilealliance.org
	http://www.openmobilealliance.org
	5901234123457


5. Mobile Codes enabler description 
(Informative)

5.1 Introduction

Background:

Mobile 2D and 1D barcodes have emerged as a promising enabler of the mobile Internet in some markets. There is, however, still a lack of interoperability between different markets and players. The majority of consumers are unlikely to adopt the technology before it comes pre-installed on a large variety of devices and offers easy interoperability between different service providers.

Use case and justification:

Outside, in a café, a mobile handset camera is pointed at an advertisement, poster, leaflet or beer-mat. In just one click, the user arrives at a webpage designed specifically for that location. No struggle with the compromised navigational systems of mobile websites; no wait – just the instant fulfilment of the user’s needs. The spontaneity of the response encourages an internet connection there and then; the internet content is relevant to the precise time and location of the user; the advertiser can track exactly which piece of paper generated the user response – and the mobile handset has enabled a trouble-free and relevant experience of the web that is potentially more useful to website provider and user alike. And of course, the mobile industry benefits from increased usage of the internet over mobile handsets.
5.2 Version 1.0

This section provides a high level, concise and informative description of the main functionality supported in the initial version of the RD.  The description should be brief, target length should be a few paragraphs.   When the enabler or reference release is finished, this description should be aligned with the final functionality.   

DELETE THIS COMMENT

6. Requirements
(Normative)

<< This section should capture the requirements necessary for service enablers to support end-to-end interoperability across different devices, networks, service providers and network operators.  Linkage of requirements to Use Cases is not mandatory.

In cases where a common or shared requirement document will supply requirements for a section below (e.g. Privacy RD), note it in the appropriate section and reference the requirements to be included.  Then, in the table, add any specific requirements not covered by the shared document.

Each requirement listed in the tables below includes an indication of enabler release.  The value for the enabler release should identify the release in which the requirement desired, expected, or is fulfilled.  In early phaes of RD development preceding the RD Review, this field should provide guidance on preferences.  Before commencing the Consistency Review, the fields should be updated, if needed, to reflect the actual requirement coverage fulfilled by the enabler.

Within the requirement description column in the tables of the following sections, “Notes” might be optionally included. These notes will be considered informative material. Notes are intended to be used to include any kind of information that could help to clarify the corresponding requirement (meaning, applicability, implications, etc.).

In order to improve further development it is recommended that the reason for classifying a requirement as "SHOULD" (instead of "SHALL" or "MAY") shall be given as a "Note" for each such requirement.

For each table (i.e. set of requirements) in this chapter, please provide introductory text describing the background to the requirements.

DELETE THIS COMMENT >>

6.1 Modularisation

6.1.1 Symbology

<Includes symbol creation, physical aspects of the symbols, robustness, reliability, choice of symbology(s), and decoding aspects.. > 

6.1.2 Data structure

<Includes application identifiers, element identifiers, messaging formats, payload types, and decoding aspects.  >

6.1.3 Service Aspects – offline

<Service aspects – offline includes delivering the service to the user with no network interaction e.g. using a vCard to add contact details to an address book.>

6.1.4 Service Aspects - online

<Service aspects – online includes network access for resolving indirect codes, and delivering online content to the user.>

6.1.5 System requirements

<Includes requirements across client and server software and hardware including terminal requirements, that are not included elsewhere. , that are not included elsewhere. >

6.1.6 User Interaction requirements

<Includes specific User Interaction requirements e.g. notifications, user authorisation, and user authentication.> 

6.2 High-Level Functional Requirements

<< This clause identifies the high level functional requirements for this enabler.  These requirements will be used to describe and derive the functions and interfaces that the enabler will support, and which defines its core purpose.  When writing requirements, care should be taken to recognise the difference between the enabler specifying a mechanism to perform a function versus its required usage in any given deployment.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  Whenever a requirement is directly attributable to a particular actor, it is recommended to mention it.

Examples of such requirements are:

The XYZ enabler SHOULD support content delivery estimation time before and /or during service execution.

The XYZ enabler MUST be capable of supporting the Service Provider to log information about invocations of this enabler

The XYZenabler MUST allow the end user to terminate a session

The XYZenabler MUST allow actor X to perform function Y

If possible, requirements should be listed in a logical sequence that intuitively captures the behaviour of the enabler (or feature of the enabler).
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	Label
	Description
	Enabler Release
	Functional module

	SYMB-0001
	The MC enabler MUST NOT mandate any non-open standards defined Symbology
	MC 1.0
	Symbology

	SYMB-0002
	The MC enabler Symbology(s) MUST be compatible with the MC enabler Data Structure(s)
	MC 1.0
	Symbology

	SYMB-0003
	It SHALL be possible for the Service Provider to provision or update the Code Client to support additional Symbology(ies), subject to the capabilities and access privileges of that device.
	MC 1.0
	Symbology

	SYMB-0004
	The MC enabler MUST mandate at least one open standards defined Symbology
	MC 1.0
	Symbology

	SYMB-0005
	The MC enabler SHALL only mandate open standards defined Symbology(ies).
	MC 1.0
	Symbology

	SYMB-0006
	The MC enabler Symbology(ies) MUST be compatible with the MC enabler Data Structure(s)
	MC 1.0
	Symbology

	SYMB-0007
	If a Symbology is technically capable of supporting both the direct and indirect method, and is supported by a terminal, the MC enabler MUST be able to use the Symbology for both the Direct Mode and the Indirect Mode

[Editor’s note]: The intent is a single Symbology that is capable to supporting both direct and indirect, should not be excluded. 
	MC 1.0
	Symbology

	CREAD-001


	The End User SHOULD be notified if the Mobile Code is read but Data Format is not recognized. 
	MC 1.0
	Code Client Application

	CREAD-002


	The Mobile Code Client SHOULD inform the End User about the content or access type after Mobile Code Scanning or Resolution (e.g. SMS, phone call, URL, etc...). 
	MC 1.0
	Code Client Application

	INDC-001
	The MC enabler SHOULD allow an indirect code identifier to be moved from one CMP to another such that the new CMP shall become responsible for resolving this identifier.
	MC 1.0
	Code Registry and Resolution

	SA-ON-0001
	The Mobile Code Data Format SHALL be able to support a payload of an Indirect Code Identifier
	MC 1.0
	Service Aspects - Online

	SA-ON-0002
	The Indirect Code Identifier SHALL contain a CRS Routing Prefix and a Resolution Identifier. 
	MC 1.0
	Service Aspects – Online

	SA-ON-0003
	Each Indirect Code Identifier SHALL be globally unique
	MC 1.0
	Service Aspects – Online

	SA-ON-0004
	Each CRS Routing Prefix SHALL globally uniquely identify one and only one CRS.
	MC 1.0
	Service Aspects – Online

	SA-ON-0005
	The Global Mobile Code Registry SHALL assign at least 1 CRS Routing Prefix to each CRS. 
	MC 1.0
	Service Aspects – Online

	SA-ON-0006
	The CRS SHALL contain a database of all locally hosted Indirect Code Identifiers with their associated URI   
	MC 1.0
	Service Aspects – Online

	SA-ON-0006
	The CRS SHALL be able to resolve the Indirect Code Identifier to the URI 
	MC 1.0
	Service Aspects – Online

	SA-ON-0008
	The CRS SHALL be able to deliver the URI to the requestor 
	MC 1.0
	Service Aspects – Online

	SA-ON-0009
	The Global Mobile Code Registry SHALL maintain a one to one mapping of CRS Routing Prefix with an associated network address.  
	MC 1.0
	Service Aspects – Online

	SA-ON-0011
	The CCH SHALL be able to locally cache information on the mapping between CRS Routing Prefixes and associated network addresses
	MC 1.0
	Service Aspects – Online

	SA-ON-0013
	There SHALL be only one Global Mobile Code Registry.
	MC 1.0
	Service Aspects – Online

	SA-ON-0014
	The Global Mobile Code Registry SHALL maintain a authoritative list of CRS Routing Prefixes and their associated network addresses.
	MC 1.0
	Service Aspects – Online

	SA-ON-0015
	The Global Mobile Code Registry SHALL be able to deliver the CMP network address to the requestor
	MC 1.0
	Service Aspects – Online

	SA-ON-0016
	The Global Mobile Code Registry SHALL maintain an

 authoritative database of Indirect Code Identifiers that have been transferred between CRSs and their new associated network addresses
	MC 1.0
	Service Aspects – Online

	SA-ON-0017
	The Global Mobile Code Registry SHALL make the full (or partial) database of transferred Indirect Code Identifiers available to CCHs
	MC 1.0
	Service Aspects – Online

	SA-ON-0018
	The Global Mobile Code Registry SHALL be responsible for assigning CRS Routing Prefixes such that they are globally unique
	MC 1.0
	Service Aspects - Online

	RES-0001
	Resolution of a scanned Indirect Mobile Code SHALL be able to utilize information from the scanned Mobile Code for Resolution, specifically:

· the Mobile Code Identifier; and,

· an indication of the symbology detected when the Mobile Code was read.
	MC 1.0
	

	RES-0002
	Mobile Code Resolution MAY be able to utilize supplemental information not contained within the Mobile Code, but included by Mobile Code Enabler entities, to supplement Resolution of a scanned Indirect Mobile Codes, specifically:

· identification of the Mobile Code enabled device;

· identification of the End User associated with the Mobile Code Reader;

· Service Provider proprietary information; 

· Additional non-standard proprietary information, for example, information added by a Mobile Code Reader application.
	MC 1.0
	

	
	
	
	

	
	
	
	

	
	
	
	


Table 1: High-Level Functional Requirements

6.2.1 Security

<< This clause identifies the high-level security needs for this enabler.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements. 

in this area.
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	Label
	Description
	Enabler Release
	Functional module

	SEC_0001
	The Mobile Code ClientSHALL be securely updateable or reconfigurable from a trusted server (e.g. Code Management Platform)
	MC 1.0
	Security

	SEC_0002
	When resolving an Indirect Code, the trusted server (e.g. Code Management Platform) and the Mobile Code Client SHALL be able to provide security measures to protect users (e.g. from phishing, spam, viruses etc.)
	MC 1.0
	Security

	SEC_0003
	The Code Management Platform SHALL be a trusted Server
	MC 1.0
	Security

	SEC_0004
	The trusted server (e.g. Code Management Platform) SHALL be able to check the validity of the Indirect Code, the nature of the Indirect Code and provide details to the End User prior to the resolved content being delivered
[Editor’s note: to be updated following inut from Inaki]
	MC 1.0
	Security

	SEC_0005
	When resolving an Indirect Code, the MC enabler SHALL provide security measures to protect network entities from attacks (e.g. Denial of Service, man-in-the-middle etc.)
	MC 1.0
	Network Security

	SEC_0006
	The MC enabler SHALL provide security measures to prevent exposure of network sensitive information (e.g. network entity addresses, network topology etc.)
	MC 1.0
	Network Security

	SEC_0007
	The trusted server (e.g. Code Management Platform) and the Mobile Code Client MAY support a security mechanism (e.g. digital signature) to validate Direct Codes
	MC 1.0
	Security mechanism

	SEC_0008
	The trusted server (e.g. Code Management Platform) and the Mobile Code Client MAY support a security mechanism (e.g. digital signature) to validate Indirect Codes
	MC 2.0
	Security mechanism

	SEC_0009
	The security mechanism, if present, in Direct Codes MAY be validated by the Mobile Code Client. 
	MC 1.0
	Security Mechanism

	SEC_0010
	The security mechanism, if present, in Indirect Codes MAY be validated by the Mobile Code Client trusted server (e.g. Code Management Platform)
	MC 2.0
	Security Mechanism

	SEC_0011
	The Mobile Code Client SHALL be able to communicate in a secure manner with a trusted server (e.g. Code Management Platform) to resolve Indirect Codes
	MC 1.0
	Secure Communications

	SEC_0012
	The MC enabler SHALL provide a secured communication between the network entities (e.g. Code Management Platforms and Registry)
	MC 1.0
	Secure Communications

	
	
	
	

	
	
	
	


Table 2: High-Level Functional Requirements – Security Items

6.2.1.1 Authentication

<< The tables in sections 6.1.1.1 through 6.1.1.4 have model requirements which might be applicable for this RD. 

DELETE THIS COMMENT >>

	Label
	Description
	Enabler Release
	Functional module

	
	This function MUST be able to authenticate the {requestor of this function | user | device | initiator | ...} {if required by the applicable policies}.
	
	

	
	This function MUST be able to authenticate the {provider of this function | server | proxy | responder | ...} {if required by the applicable policies}.
	
	

	
	This function MUST be able to provide data origination authentication {if required by the applicable policies}. This means, it MUST be possible to ensure confidence that a received message or piece of data has been created by a certain party at some (unspecified) time in the past, and that this data has not been corrupted or tampered with.
	
	

	
	This function MUST be able to provide replay protection {if required by the applicable policies} to ensure confidence that a received message has not been recorded and played back.
	
	

	
	This function MUST be able to authenticate the source of the broadcast or streaming {if required by the applicable policies}.
	
	

	
	This function MUST be able to implicitly authenticate the destinations of the broadcast or streaming {if required by the applicable policies}.
	
	

	
	This function MUST allow the user to authenticate himself to the {device | agent} e.g., by entering a PIN code or by using biometrics if applicable.
	
	

	
	
	
	

	
	
	
	


Table 3: High-Level Functional Requirements – Authentication Items
6.2.1.2 Authorization

<< The tables in sections 6.1.1.1 through 6.1.1.4 have model requirements which might be applicable for this RD. 
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	Label
	Description
	Enabler Release
	Functional module

	
	This function MUST be able to authorize access only to requestors entitled to access the function.
	
	

	
	
	
	

	
	
	
	


Table 4: High-Level Functional Requirements – Authorization Items

6.2.1.3 Data Integrity

<< The tables in sections 6.1.1.1 through 6.1.1.4 have model requirements which might be applicable for this RD. 
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	Label
	Description
	Enabler Release
	Functional module

	
	This function MUST be able to provide data integrity, protecting against accidental or intentional changes to the data, by ensuring that changes to the data are detectable.
	
	

	
	
	
	

	
	
	
	


Table 5: High-Level Functional Requirements – Data Integrity Items

6.2.1.4 Confidentiality

<< The tables in sections 6.1.1.1 through 6.1.1.4 have model requirements which might be applicable for this RD. 
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	Label
	Description
	Enabler Release
	Functional module

	
	This function MUST use/support data confidentiality that ensures that transmitted information is not made available or disclosed to unauthorised individuals, entities, or processes.
	
	

	
	This function MUST use/support* data confidentiality that ensures that stored information is not made available or disclosed to unauthorised individuals, entities, or processes.
	
	

	
	
	
	

	
	
	
	


Table 6: High-Level Functional Requirements – Confidentiality Items

6.2.2 Charging

<< This clause identifies the high-level charging needs for this enabler.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.
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	Label
	Description
	Enabler Release
	Functional module

	
	
	
	

	
	
	
	

	
	
	
	


Table 7: High-Level Functional Requirements – Charging Items

6.2.3 Administration and Configuration

<< This clause identifies the high-level administration and configuration needs for this enabler.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.
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	Label
	Description
	Enabler Release
	Functional module

	
	The Mobile Code enabled device SHALL support network configuration of Mobile Code Scanning capability parameters, as initiated by the network Service Provider. 
	MC 1.0
	

	
	
	
	

	
	
	
	

	
	
	
	


Table 8: High-Level Functional Requirements – Administration and Configuration Items

6.2.4 Usability

<< This clause identifies the usability needs for this enabler.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.

DELETE THIS COMMENT >>

	Label
	Description
	Enabler Release
	Functional module

	UINT-001
	The Mobile Code Enabler SHALL NOT suppress any user confirmation messages generated by other entities associated with processing a Mobile Code.
	MC 1.0
	User Interaction

	UINT-002
	The End User SHALL be able to set personal preferences within the Mobile Code Client
	MC 1.0
	User Interaction

	UINT-003
	The Code Client SHOULD read Mobile Codes in such a way as to provide the user with real-time feedback on when a code has been read. The Code Client MAY offer reading static image capture as an alternative in difficult cases.  
	MC 1.0
	User Interaction

	UINT-004
	It SHALL be unambiguous to the user which Mobile Code(s) will be processed. (E.g. if several Mobile Codes are in the field of view, the one selected by the user would be processed)
	MC 1.0
	User Interaction

	UINT-005
	Once a Mobile Code has been read, it SHALL be possible to provide the user with information regarding:

(1) if it is known (Direct Code, or resolved Indirect Code), the type of content stored in-line or details of the network access needed for the service (URL, number, etc.), or if it is unknown (unresolved Indirect Code), an indication that the information must first be fetched from the network; 

(2) the text string optionally included in the Mobile Code.
	MC 1.0
	User Interaction

	UINT-006
	The user SHALL be informed when it is not possible to process the Mobile Code. (e.g. the terminal does not support FTP, the Mobile Code Client cannot extract the data)
	MC 1.0
	User Interaction

	
	
	
	

	
	
	
	

	
	
	
	


Table 9: High-Level Functional Requirements – Usability Items

6.2.5 Interoperability

<< This clause identifies the high-level interoperability needs for this enabler.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.

DELETE THIS COMMENT >>

	Label
	Description
	Enabler Release
	Functional module

	
	
	
	

	
	
	
	

	
	
	
	


Table 10: High-Level Functional Requirements – Interoperability Items

6.2.6 Privacy

<< This clause identifies the high-level privacy needs for this enabler.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  DELETE THIS COMMENT >>

	Label
	Description
	Enabler Release
	Functional module

	
	
	
	

	
	
	
	

	
	
	
	


Table 11: High-Level Functional Requirements – Privacy Items

6.3 Overall System Requirements

<<This clause describes the general behaviour and characteristics of the enabler such as deployment options, conformance, exceptions, use of existing technologies and specifications, etc.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  Examples of General System Requirements are:

The XYZ enabler MUST NOT restrict deployment options

The XYZ enabler MUST be defined in an execution environment neutral manner

The XYZ enabler MUST specify interfaces that are access technology neutral

The XYZ enabler MUST be able to support services applicable to any kind of users or segments

It SHOULD be possible to use existing OMA Device Management and Provisioning enablers.

DELETE THIS COMMENT >>

	Label
	Description
	Enabler Release
	Functional module

	SYS-0001
	The combinations of Symbology and Mobile Code Data Format used by Mobile Code Enabler SHALL be uniquely identifiable.
	MC 1.0
	System Requirements

	SYS-0002
	The Mobile Codes Enabler SHALL support provisioning of service parameters.
	MC 1.0
	System Requirements

	SYS-0003
	The Mobile Code Client should be able to access available and authorised preference profile or context information.
	MC 1.0
	System Requirements

	1D-0001
	The MC enabler SHALL be able to process the EAN/UPC (ISO/IEC 15420) family of 1D barcodes as Mobile Codes
	MC 1.0
	System Requirements

	1D-0002
	Mobile Code Clients SHOULD be able to process EAN/UPC barcodes
	MC 1.0
	System Requirements

	1D-0003
	The default processing of EAN/UPC barcodes SHOULD be made common with that of 2D Indirect Mobile Codes, by combining the symbology identifier with the identifier read from the barcode as input to the Indirect resolution system.  [Editor’s Note: we need a general requirement on who’s authorised to determine the service linked to a given mobile code.]
	MC 1.0
	System Requirements

	1D-0004
	Mobile Code Clients MAY support customised 

user-selectable handlers (e.g., downloaded Java applets) for the data read from EAN/UPC codes. (e.g., for independent information-provision concerning consumer products). 
	MC 1.0
	System Requirements

	
	
	
	

	
	
	
	


Table 12: High-Level System Requirements

Appendix A. Change History
(Informative)

A.1 Approved Version History
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	Date
	Description

	n/a
	n/a
	No prior version –or- No previous version within OMA

	
	
	

	
	
	


A.2 Draft/Candidate Version <current version> History

<< This section is available in pre-approved versions – it should be removed in the actual approved versions.  DELETE THIS COMMENT >>

	Document Identifier
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OMA-MC-2008-0082R01-CR_1D_Barcode_Requirements

OMA-MC-2008-0083R01-CR_Feedback_Requirements
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	Draft Version

OMA-RD-MC-V1_0_0
	17 September 2008
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	Implemented:
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 OMA-MC-2008-0074R01-CR_Initial_Scan_Requirements

OMA-MC-2008-0093-CR_Editorial_Clean_up_of_SYS_0001

OMA-MC-2008-0096R04-CR_Mobile_Code_Reader_Related_Definitions
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Appendix B. Use Cases
(Informative)

<< This clause provides high-level use cases focused on the users and deployment scenarios point of view, targeting enabler’s requirements. Use cases are additional to the main text in the RD and facilitate clarification of the requirements: actually, a use case has to be considered needed (and then added to the RD) when it helps the understanding of a set of requirements. For this reason, it is recommended that the total number of use cases be minimised. Pre conditions and Actors involved MAY be described at the beginning of each use case if this is found to be useful.

DELETE THIS COMMENT >>

B.1 <Use Case Title>

<< The level of detail of descriptions shall be above technical implementations of protocols. The sub-sections below should consist of one or two sentences.

DELETE THIS COMMENT >>

B.1.1  ASK  \* MERGEFORMAT Short Description

<< Describe the interaction that occurs in this use case.
(mandatory)

DELETE THIS COMMENT >>

B.1.2 Market benefits

<< Describe the consequence and benefits for the actors as a result of this use case.

(mandatory)

DELETE THIS COMMENT >>

B.2 <Use Case Title>

<< For the second and subsequent Use Cases, the template for section B.1 should be followed.  DELETE THIS COMMENT >>

Appendix C. User Experience Guidelines (Informative)
If needed, add annex to provide additional information to support the document.  In general, this information should be informative, as normative material should be contained in the primary body of the document.

Note that the styles for the headers in the appendix (App1, App2, App3) are different than the main body.  The use below is intended to validate the styles to be used.  Remove if not needed.

DELETE THIS COMMENT

C.1 Introduction
This is an informative section giving guidelines on User Interaction and client behaviour.

C.2 Guidelines
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