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1 Reason for Change

This CR addresses the following RDRR comment:

	A013
	2013.03.11
	T
	6.1


	Source: DTAG

Form: doc#REQ-2013-0025

Comment: 

Security Requirements section and the relevant requirements are missing 

Proposed Change: 

To add a security requirements section and to add relevant requirements
	Status: CLOSED with OMA-REQ-DANE-2013-0013
AP: TI (Camilio) to propose a new sub-section 6.x for Security Requirements and insert very broad requirements (as place holders) covering the baseline security aspects. Namely, authentication, authorization, data integrity and confidentiality (Ref: OMA-Template-ReqDoc-20130101-I.doc).

After the above has been created, the group will discuss how best to: either cross reference some requirements in Sub-section 6.2 – “Apps Registration …” and Sub-section 6.6 – Policy regulating DSO behaviour …”, or consolidate some of these requirements relevant to security in the Sub-section 6.x – Security.

Further works in ARC and TechSpec sections of this ER will decide if such baseline security requirements are still relevant to the selected design of this enabler and are feasible. Alignment between the final TechSpec section with the REQs section will be checked during the ER Consistency Review.

	A014
	2013.03.11
	T
	6
	Source: Alcatel-Lucent

Form: < OMA-REQ-2013-0024 >

Comment: sub-clause of security requirements is necessary.

Proposed Change: To add a new sub-clause “6.x Security” to describe all security related requirements.
	Status: CLOSED
Resolution: See Comment A013.

	A015
	2013.03.11
	T
	6
	Source: Alcatel-Lucent

Form: < OMA-REQ-2013-0024 >

Comment: Authentication of Device Apps is necessary before authorizing Device Apps to consume APIs.

Proposed Change: DANE-SEC-001 The DSO SHALL support to authenticate Device Apps.
	Status: CLOSED
Resolution: See Comment A013.

	A016
	2013.03.11
	T
	6.2
	Source: AT&T, Kennie Kwong

Form: comment in the R&A
Comment:  Is Security adequately handled by virtue of this section?  Normally, security would involve: authentication, authorizaton (which is handled herein), data integrity, confidentiality, non-repudiation, etc.

Proposed Change: Clarify, or add requirements as necessary
	Status: CLOSED
Resolution: See Comment A013.

	A017
	2013.03.11
	T
	6.2
	Source: Alcatel-Lucent

Form: < OMA-REQ-2013-0024 >

Comment: Move the requirement DANE-RN_API-002 to the sub-clause “6.x Security”.

Proposed Change: DANE-RN_APISEC-002 The DANE Enabler SHALL support a mechanism to authorize Device Apps to consume the RN_API.
	Status: CLOSED
Resolution: See Comment A013.

	A018
	2013.03.11
	T
	6.2
	Source: Alcatel-Lucent

Form: < OMA-REQ-2013-0024 >

Comment: Move the requirement DANE-RN_API-003 to the sub-clause “6.x Security”.

Proposed Change: DANE- RN_APISEC-003 The DSO MAY support digital certificate as credential to authenticate Device Apps.
	Status: CLOSED
Resolution: See Comment A013.

	A019
	2013.03.11
	T
	6.2


	Source: DTAG

Form: doc#REQ-2013-0025

Comment: 

To move requirement RN_API_003 in security section
Proposed Change: 

See comment
	Status: CLOSED
Resolution: See Comment A013.


2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend to review the input and to agree on the requirements.
6 Detailed Change Proposal

Change 1:  Move DANE-RN_API-002 and DANE-RN_API-003 from section 6.2 into the (new) Security section
6.2 Apps Registration and Events Notification API Requirements

	Label
	Description
	Release

	DANE-RN_API-001
	The DSO SHALL expose a Device API (referred as “Apps Registration and Events Notification API”, RN_API), to be used by authorized Apps running on the Device.
	1.0

	
	
	

	
	
	


Change 2:  Add a Security subsection 6.1.1 and its subsections
6.1.1 Security
6.1.1.1
Authentication
	Label
	Description
	Release

	DANE-ATH-001
	The DANE Enabler SHALL support a mechanism to authenticate Device Apps
	1.0

	DANE-ATH-002
	The DSO MAY support digital certificate as credential to authenticate Device Apps.  
Informational Note: The role of DSO may be revisited during the architecture phase.
	1.0


Table X: High-Level Functional Requirements – Authentication Items
6.1.1.2
Authorization

	Label
	Description
	Release

	DANE-ATZ-001
	The DANE Enabler SHALL support a mechanism to authorize Device Apps to consume the RN_API
	1.0


Table X: High-Level Functional Requirements – Authorization Items

6.1.1.3
Data Integrity
	Label
	Description
	Release

	DANE-DIN-001
	The DANE Enabler SHALL support data integrity for all data transferred from the Device Apps to the DSO, and vice versa.
	1.0


Table X: High-Level Functional Requirements – Data Integrity Items

6.1.1.4
Confidentiality

	Label
	Description
	Release

	DANE-CON-001
	The DANE Enabler SHALL support data confidentiality that ensures information transferred from the Device Apps to the DSO, and vice versa, is not made available or disclosed to any unauthorised entity, or process.
	1.0


Table X: High-Level Functional Requirements – Confidentiality Items
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