Doc# OMA-REQ-CBCS-2005-0022-POZ response to Alert-subscription-use case[image: image2.jpg]"sOMaQa

Open Mobile Alliance




Input Contribution

Doc# OMA-REQ-CBCS-2005-0022-POZ response to Alert-subscription-use case
Input Contribution



Input Contribution

	Title:
	POZ response to Alert subscription use case (0019)
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA-REQ-CBCS

	Submission Date:
	August 18 2005

	Source:
	Mark Pozefsky, IBM    poz@us.ibm.com

	Attachments:
	n/a
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	Replaces:
	n/a


1 Reason for Contribution
This contribution raises some questions and concerns about document 0019.  Hopefully the comments and questions can be answered before agreeing to 0019. 

My first concern is that the use case refers to an “alert service”, by which I think it is focusing on the type of transport used to get the content to the end user.  SMS, MMS, browsing, etc. can all be used for any type of content.  The restriction being imposed on the user is relative to the content itself, not the method of transporting it to the end user.  So I think the use case and requirements need to focus on the “service” that will be authorized, not the delivery (“alert”) method.

My major concern is I do not think that this intercepting mechanism is appropriate for determining if someone has permission to sign up for a service.  This is especially true when the content provider is  NOT the network provider.  For ex, if I go to Yahoo or Amazon, I cannot imagine that the network provider would be able to monitor which Yahoo/Amazon/AOL service that I sign up for -- you would need to be able to parse and understand the messages involved in my signing up for services at those sites.  You can't possibly do that.   Permissions to do this must be handled by the service provider providing the service, not by some intermediary.  They will use normal security (authentication and authorization procedures) to handle this case, not something like this interceptor mechanism.
The problem to be handled in this use case (restricting what services a user can subscribe to) would be better handled by the GPM activity that is starting its RD effort right now.

2 Summary of Contribution

See edits (by “Mark Pozefsky”) in next section.

3 Detailed Proposal

Use case – Content screening when subscribing to an alert service. 

This use case shows the way of using content screening applied to alert services.

Short description

The user wants to be subscribed to an alert service (a service that will send him several messages with information that may be interesting to him). The subscription can be made through different ways as for example Web, WAP, SMS, etc. The Content Screening Service will test if the subscriptions to the alert services the user is applying for are adequate for him attending at his profile and preferences and the category of the service. The Content Screening Service apart from controlling the subscription process to new alert services, can also be able of screening the subscription to alert services subscribed prior to the Content Screening Service availability. In this case the Content Screening Service will act in different ways for example, asking the user what to do with the subscription, resigning it directly, etc. .
Actors 

· Content Screening User is the one who will send the subscription message to the alert subscription service. He is the real user of the device and can be the same as the Content Screening Subscriber or not. 
· Content Screening Subscriber is the owner of the telephone line, and the one who the Service Provider has the relationship with. 

· Content Provider, the one who owns the alerts services the user is applying for.

· Content Screening Authority. The Content Screening Authority uses the Category Based Content Screening service’s management interface. The authority assigns users to the Category Based Content Screening service, applies desired Category Based Content Screening levels per user, and identifies the content delivery means that need to be screen.
· Content Screening Decision Agent, in charge of deciding what to do with the requests of subscription to alert services. 

· Content Screening Categorization Agent, which can decide about the classification of services and contents. 

· Alert Subscription Control Agent, which is in charge of controlling the attempts of subscription to alert services.

· Content Screening Criteria are the set of rules used for the decision. This set of rules can include different types of information regarding different aspects like user profiling, business information, legal issues, etc.

· Service Provider, which offers the Category Based Content Screening service.
Actor specific issues

· Content Screening User is in charge of making the subscriptions to the services by means of the different ways he has to do it. 
· Content Screening Subscriber will be able of establishing and modifying the own user profile. He is in charge of the payments and the one who can fill in the preferences of the Content Screening User Profile.

· Content Provider is the one who will receive the request from the Content Screening User if the request is considered adequate.

· Service Provider may be able to rate the content efficiently and accurately. 
· Content Screening Authority. The Content Screening Authority can securely manage service parameters, such as the users that are subject to screening and the screening level.
· Content Screening Decision Agent must be able to decide with the information that other actors has provide him what to do with the subscriptions’ request, and inform the Content Screening User what he has decided.

· Content Screening Categorization Agent will be able to catalogue and sort the different group of subscription to alert services. 

· Alert Subscription Control Agent will be able of obtaining the categorization of the subscription’s request. This does not mean that it will make the categorization.

· Content Screening Criteria will be able of helping the Content Screening Decision Agent by means of providing it enough information about the user preferences and profile as well as business or legal information to let the appropriate subscription’s alerts get to the Content Provider and subscribe the Content Screening User. 
Actor specific Benefits

· Content Screening User will not be able of subscribing himself to improper alerts. He will not pay for a content that he will not receive for not being part of his preferences or profile.
· The user is not exposed to receive content and to subscribe to information that does not conform to the values or policies that are in effect in his Content Screening Profile. 
· Content Screening Service Provider will benefit from a higher use of the alert messaging services due to the confidence the subscriber has on the service.
Pre-conditions 

· The Content Screening subscriber has to contract any Network Operator to be able to access the web.

· Depending in the type of alert service the Content Screening User has subscribed to the terminal will need some features, for example if he want to subscribe to a service of MMS alerts his terminal will have to support this kind of messages.

· The mandatory databases like the legal, business, etc. must be implemented or created.

· The Content Screening User Profile must be able of storing all the information about the user.

· The Content Screening Service must be able to analyze information regarding alerts subscribed by the user prior to the moment he subscribed the Content Screening Service. 

Normal flow 

Figure 1 shows the most important steps in the normal flow.

1. The Content Screening User is already subscribed to several alert services. 

2. The Content Screening User contacts the Content Screening Service.

3. 
The Content Screening Service is able to analyse if the prior services that the Content Screening User is subscribed to are adequate for him comparing the subscribed alerts with his profile and preferences.

4. The Content Screening User wants to be subscribed to a new service. The way
 of subscribing to this alert service will depend on the service and on the user as it can be done in several different ways (SMS, Web browsing, WAP browsing, etc.).

5. The Alert Subscription Control Agent determines if the service the user is attempting to subscribe is permitted for him based on the Content Screening Criteria.

6. If the subscription to the service is rejected the Content Screening User receives a message informing him about this result of the process.
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7. Requirements
(Normative)

7.1 High-Level Functional Requirements

	Label
	Description
	Enabler Release

	CBCS-FUNC-0xx
	The Alert Subscription Control Agent MUST be able of analysing the subscriptions prior to the Content Screening Service availability.
	

	CBCS-FUNC-0yy
	The Alert Subscription Control Agent MUST be capable of controlling the subscriptions attempts from the user.
	

	CBCS-FUNC-003
	
	


Table 1: High-Level Functional Requirements

7.1.1 Security

	Label
	Description
	Enabler Release

	CBCS–SEC–0xx
	
	

	
	
	


7.1.2 Charging

	Label
	Description
	Enabler Release

	CBCS–CHAR–0xx
	
	

	
	
	


Table 2: High-Level Functional Requirements – Charging Items

7.1.3 Administration and Configuration

	Label
	Description
	Enabler Release

	CBCS–ADM–0xx
	The Alert Subscription Control Agent MUST be in charge of the administration of the subscriptions.
	

	
	
	


Table 3: High-Level Functional Requirements – Administration and Configuration Items

7.1.4 Usability

	Label
	Description
	Enabler Release

	CBCS –USA– 0xx
	The Alert Subscription Control Agent MAY be able to decide the kind of subscriptions accessible by the Content Screening User
	

	
	
	


Table 4: High-Level Functional Requirements – Usability Items

7.1.5 Interoperability

	Label
	Description
	Enabler Release

	CBCS–IOP-0xx
	
	


Table 5: High-Level Functional Requirements – Interoperability Items

7.1.6 Privacy

	Label
	Description
	Enabler Release

	CBCS–PRV-0xx
	
	

	
	
	


Table 6: High-Level Functional Requirements – Privacy Items

7.2 Overall System Requirements

	Label
	Description
	Enabler Release

	CBCS–SYS–001
	The Alert Subscription Control Agent MUST specify interfaces that are access technology neutral.
	

	CBCS–SYS–002
	The Alert Subscription Control Agent MUST be defined in an execution environment neutral manner.
	

	
	
	


Table 7: High-Level System Requirements

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We kindly ask the group to examine this use case in the light of the questions/comments above.   I do not think that the use case nor the requirements should be included in the CBCS RD.







�This is not actually a “step” or flow.  This step is performed by 5 below?


�In this case SMS, browsing etc is the way that the user subscribes to service, not how the service actually operates?
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