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1 Reason for Contribution

In some cases, the user is fooled to send a message (usually a SMS) to a service (an application identified by a short number). This message means the user accepts (most times without knowing it) some conditions like receiving push content he has to pay for. 

For example, a service provider offers a free ringtone if the user send a SMS to a short number application; the small letter in the advertisement says that doing so, the user accept he is going to periodically receive push content he has to pay for.

This use case describes such a situation and how the CBCS Service could help users to be protected from this kind of fraud.
This R01 includes the changes agreed during the f2f meeting in Paris.
2 Summary of Contribution

See “short description” in next section.

3 Detailed Proposal

Use case – SMS to short number application.

This use case shows the way CBCS Enabler can protect users to fall in fraud situations originated by the send of SMSs to short number applications. 

Short description

A Service/Content Provider is offering free content (for example, a ring tone) if the user sends a SMS with some key words to a specific short application number. The “small letter” in the offering of the Service/Content Provider says that doing so, the user also accepts he is going to periodically receive premium push content (content he has to pay for). The user is not aware of those conditions but he sends the SMS to the application. The user is a CBCS User so the message sent to an application goes through the CBCS Enabler who, using the CBCS user preferences and profile (set by the CBCS Subscriber) and information regarding the service decides that the message should not reach the application. The CBCS User is informed that the message is not delivered to the application. 

Actors 

· CBCS User is the person sending the required message to the short number application. He is the real user of the device and can also be the CBCS Subscriber or not. 
· CBCS Subscriber is the owner of the telephone line, and the one who the CBCS Service Provider has the relationship with. 

· Service/Content Provider is the entity that owns the short number application.

· Content Categorization Entity, which can decide about the classification of services and contents. 

· CBCS Service Provider, which offers the CBCS Service.
Actor specific issues

· CBCS User has the ability to send a SMS to a short number application. 
· CBCS Subscriber is able of establishing and modifying the CBCS User Profile. 

· Content Provider is the entity that will receive the request (the SMS) from the CBCS User if the request is considered adequate.

· CBCS Service Provider can screen SMS sent to short number applications and decide if the receiving application is adequate for the CBCS User or not.
· Content Categorization Entity is able to catalogue and sort the services offered through short number applications. 

Actor specific benefits

· CBCS User will be protected from fraud applications delivering unsolicited premium push content he has to pay for. 
· CBCS Service Provider can control short number applications offered by Content Providers so it (CBCS Service Provider) will benefit from offering a higher level of protection and a higher use of its services.
Pre-conditions 

· The CBCS Subscriber has to contract any Network Operator to be able to access the web.

· The mandatory databases like the legal, business, etc. must be implemented or created.

· The CBCS User Profile must be able of storing all the information about the user.

· The CBCS Service must be able to analyze information regarding services offered through short number applications by different Service/Content Providers. 

Normal flow 

1. The CBCS Subscriber sets the CBCS User Profile to not allowing CBCS User to send any kind of messages to certain kinds of short number applications. 

2. The CBCS User sends a SMS to a short number application. 

3. The CBCS Service detects the CBCS User has sent a SMS to a short number application so it has to check if he is allowed to do that. 

4. The CBCS Service retrieves information from the Service/Content Provider to determine some characteristics (type of content, periodicity, etc.) of the application serving the receiving short number. This information can be previously given by the Service/Content Provider to the CBCS Service (for example, during the deployment process of the application). 
5. The CBCS Service finds that the application is offering premium push content to users. 

6. If the CBCS User Profile indicates the CBCS User is not allowed to send messages to this kind of services the SMS is not delivered to the short number application and the CBCS User is informed of that. 
7. If the CBCS User Profile is not preventing from sending messages to this kind of service, the SMS is delivered to the short number application. 
7. Requirements
(Normative)

7.1 High-Level Functional Requirements

	Label
	Description
	Enabler Release

	CBCS-FUNC-001
	The CBCS Enabler MUST be able to screen client-originated content (e.g. HTTP requests, SMS). 

	

	CBCS-FUNC-002
	
	

	CBCS-FUNC-003
	
	


Table 1: High-Level Functional Requirements

	7.1.1 Security

Label
	Description
	Enabler Release

	CBCS–SEC–0xx
	
	

	
	
	

	7.1.2 Charging

Label
	Description
	Enabler Release

	CBCS–CHAR–0xx
	
	

	
	
	


Table 2: High-Level Functional Requirements – Charging Items

	7.1.3 Administration and Configuration

Label
	Description
	Enabler Release

	CBCS–ADM–0xx
	
	

	
	
	


Table 3: High-Level Functional Requirements – Administration and Configuration Items

	7.1.4 Usability

Label
	Description
	Enabler Release

	CBCS –USA– 0xx
	
	

	
	
	


Table 4: High-Level Functional Requirements – Usability Items

	7.1.5 Interoperability

Label
	Description
	Enabler Release

	CBCS–IOP-0xx
	
	


Table 5: High-Level Functional Requirements – Interoperability Items

	7.1.6 Privacy

Label
	Description
	Enabler Release

	CBCS–PRV-0xx
	
	

	
	
	


Table 6: High-Level Functional Requirements – Privacy Items

	7.2 Overall System Requirements

Label
	Description
	Enabler Release

	CBCS–SYS–001
	
	

	CBCS–SYS–002
	
	

	
	
	


Table 7: High-Level System Requirements

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We kindly ask the group to discuss this use case and the subsequent requirements section, provide feedback and consider inclusion in the CBCS RD.
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