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1 Reason for Contribution

This contribution contains a use case for Category Based Content Screening which describes new functionality not covered by existing use cases. 
2 Summary of Contribution

The use case describes how a CBCS User can have Content Screening applied online to content that arrives at the device through mechanisms other than through CBCS Service Provider controllable networks. 

3 Detailed Proposal

Use case – Online screening of local content
This use case is about a CBCS User receiving content on his/her device through transport mechanisms that cannot be intercepted by or on behalf of the CBCS Service Provider. One could think of content transfer through removable media or using short range networks such as Bluetooth or IR. Upon reception of the content on the device Content Screening would be requested and the result applied before the content could be used in any way by the user of the device. 
Short description

A CBCS User receives content on his/her device that has not been screened yet by the CBCS Service Provider. 

The received content (whether or not on a removable storage medium or within the device) is from now on referred to as local content in the context of this use case. 

Content Screening is requested for the local content, either explicitely upon user request or initiated by (a CBCS client side component of) the device according to the CBCS subscribers preferences. The request contains a fingerprint of the content and other parameters useful for identifying the piece of content and its origin, possibly also indications of content categories set by the content issuer. Request to and response from the CBCS Enabler in the network is sent online and will possibly be delayed until network connectivity to the CBCS Enabler is available. The local content cannot be used in any way (played, stored, forwarded, etc.) until it is allowed as a result of the CBCS screening. 
If the screening result is blocking of the content then the content will not be accessible for the users of the device, otherwise it can be used normally. If the local content was stored temporarily in the internal (not removable) memory of the device then the content will be removed from the internal memory. 
According to the CBCS subscribers preferences (a CBCS client side component of) the device could be instructed to always block content that has not been screened by the network side component of the CBCS Enabler, without requesting online CBCS. 

Actors 
	CBCS Service Provider
	The entity offering the CBCS service.

	CBCS Subscriber
	The entity (e.g. a user) engaged in a subscription with a CBCS Service Provider.

	CBCS User
	The person or the entity, using a device, whose content is subject to categorization based content screening.

	Sender
	The entity making content available to the CBCS Service User, e.g., a Content Provider or an Indivual sending a message.


Note: The CBCS actor definitions above are taken from the RD draft (OMA-RD-CBCS-V1_0-20060130-D).
Actor specific issues

n/a
Actor specific benefits

· CBCS User can benefit from the CBCS service even for content received through networks or mechanisms not controllable by the CBCS Service Provider.
· CBCS Subscriber can be sure that a CBCS User only consumes content that has passed CBCS screening. (Think of parents subscribing to CBCS for their kids’ mobile phones). 
Pre-conditions 

· The device can send information to the CBCS Service Provider and receive information.   

Post-conditions 

n/a

Normal flow 

1. A CBCS User receives content on his/her device that has not been screened yet by the CBCS Service Provider. 

2. Content Screening is requested for the local content. The request contains a fingerprint of the content or the content itself and other parameters useful for identifying the piece of content and its origin, possibly also indications of content categories set by the content issuer. Request to and response from the CBCS Enabler in the network is sent online and possibly delayed until network connectivity to the CBCS Enabler is available. There are two options for the invocation of the CBCS service:

a. explicitely upon user request, e.g. for content that the user considers as “suspicious”

b. forced by (a CBCS client side component of) the device

3. The local content cannot be used in any way (played, stored, forwarded, etc.) until allowed as a result of the CBCS screening. 

4. The CBCS screening response is received by the device. 
If the screening result demands blocking of the content then the content will not be accessible for the user of the device, otherwise it can be used normally. If the local content was stored temporarily in the internal (not removable) memory of the device then the content will be removed from the internal memory. 

Alternative flow 

(Replaces steps 2 to 4 compared to Normal Flow)
2. The (CBCS client side component of the) device blocks all content that has been received through mechanisms that by-passed the CBCS service in the network. No online CBCS screening is requested.
4 Requirements

7. Requirements
(Normative)

7.1 High-Level Functional Requirements

	Label
	Description
	Enabler Release

	CBCS-FUNC-x1
	The CBCS Enabler SHOULD be able to perform (online) Content Screening for  content received through mechanisms that are not interceptable by the CBCS Service Provider before delivery of the content.
	

	CBCS-FUNC-x2
	The CBCS Enabler MUST be able to prevent any usage of unscreened content.
	


Table 1: High-Level Functional Requirements

5 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

6 Recommendation

We kindly ask the group to discuss this use case and the subsequent requirements section, provide feedback and consider inclusion in the CBCS RD.
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