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1 Reason for Change

The CPM enabler will be allowing a seamless messaging experience to the user as well as providing interworking with legacy messaging means which makes it an ideal target for unsolicited messaging and malicious content spread. It is hence deemed necessary to mandate a corresponding set of security functionnalities as part of the CPM enabler to cater to those threats.

This contribution introduces requirements on the CPM enabler to support:

· content screening as per the CBCS Framework;

· protection against unsolicited messaging;

· protection against viruses.

2 Impact on Backward Compatibility

Not applicable.
3 Impact on Other Specifications

The requirement CPM-SEC-002 added below introduces a dependency on the CBCS enabler currently under specification.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Add the proposed requirements to the CPM RD document.
6 Detailed Change Proposal

Change 1:  Add a requirement for support of content screening
	Label
	Description
	Enabler Release

	CPM-SEC-001
	The use of the CPM enabler MUST not degrade the security level required by other OMA enablers which are involved in offering the services.
	CPM V1.0

	CPM-SEC-002
	The CPM enabler MAY support content screening as defined in the CBCS enabler.
	TBD

	CPM-SEC-003
	The CPM enabler SHOULD support protection against unsolicited messaging.
	CPM V1.0

	CPM-SEC-004
	The CPM enabler SHOULD support virus protection.
	CPM V1.0
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