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1 Reason for Change

This is the fourth revision of OMA-REQ-CPNS-2009-0003. As the draft RD was amended over time and the changes proposed in this change request were always adapted to the newest version of the draft RD, the labels assigned to the various requirements also changed over time. Here is a quick overview of this document’s history:

· R02 contains modifications to requirements CPNS-HLF-019 and CPNS-PRV-002 as requested in REQ CPNS January 28 conf call. This version was put on an r&a cycle, where in total three comments were received. Two of them were related to the requirements CPNS-HLF-019 and CPNS-PRV-002 under discussion and one comment was related to a requirement that was not actually open for debate, namely requirement CPNS-SEC-004.
· In R03 all three comments made during the r&a cycle were accommodated. However, the group still saw a need to improve the wording of requirements CPNS-HLF-019 (which became CPNS-HLF-025 in R03), CPNS-SEC-004 (which became CPNS-AUC-002 in R03), and CPNS-PRV-002 (which became CPNS-PRIV-007 in R03).

· R04 is the result of the latest offline activities aiming at bringing a better wording to requirements CPNS-HLF-025 (which became CPNS-HLF-028 in R04) and CPNS-PRIV-007 (which has the same label in R04). Another result of the offline discussions is that the wording of requirement CPNS-AUC-002 is fine as it stands.
For better readability two different colour codes (i.e. user names) were used in the creation of R04:
· The parts already agreed upon are tagged with “agreed in principle”.

· The latest changes pertaining to the requirements CPNS-HLF-019 and CPNS-PRV-002 are tagged with “outcome of offline discussions”.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

Not known.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that OMA REQ CPNS AHG formally agree on all changes in this contribution.
6 Detailed Change Proposal

Change 1:  Derivation of Requirements from the ‘Attestation’ Use Case in Annex B

6.2 High-Level Functional Requirements

	Label
	Description
	Release
	Functional module

	CPNS-HLF-001
	The CPNS Enabler SHALL be able to support multiple delivery channels in parallel from a PN Gateway Device to a PN Device
	CPNS 1.0
	Content/Data Delivery

	CPNS-HLF-002
	The CPNS Enabler SHOULD be able to support simultaneous content delivery to the same PN Device using different channels  
	CPNS 1.0
	Content/Data Delivery

	CPNS-HLF-003
	The CPNS Enabler SHALL enable the CPNS user to manage these different channels, i.e. to stop, start and switch between the channels  
	CPNS 1.0
	PN-Device Profile Management

	CPNS-HLF-004
	The CPNS Enabler SHALL provide a means for describing the services that a PNE offers to other PNEs.
	CPNS V1.0
	TBD

	CPNS-HLF-005
	The CPNS Enabler SHALL enable a PNE to advertise the services that it offers to other PNEs.
	CPNS V1.0
	TBD

	CPNS-HLF-006
	The CPNS Enabler SHALL enable a PNE to discover and access the services that are offered by other PNEs.
	CPNS V1.0
	TBD

	CPNS-HLF-007
	The CPNS enabler SHALL support the functionality of the device management for the PNE(s).
	CPNS 1.0
	PN-Device Profile Management &

Content/Data Delivery

	CPNS-HLF-008
	The CPNS enabler SHALL support the functionality to manage the service history of the PNE(s).
	CPNS 1.0
	PN-Device Profile Management &

Content/Data Delivery

	CPNS-HLF-009
	The CPNS enabler SHALL find out the capabilities/specifications of the PNE(s).
	CPNS 1.0
	PN-Device Profile Management &

Content/Data Delivery

	CPNS-HLF-010
	The CPNS enabler SHALL be able to provision for the PN gateway and the PNE(s).
	CPNS 1.0
	Provisioning

	CPNS-HLF-011
	The CPNS enabler SHALL be able to request contents/service to the contents provider considering capacities of the PNE(s).
	CPNS 1.0
	PN-Device Profile Management &

Content/Data Delivery

	CPNS-HLF-012
	The CPNS enabler SHALL be able to support the multiple channel/session management at the same time for the PNE(s).
	CPNS 1.0
	TBD

	CPNS-HLF-013
	The CPNS enabler SHALL be able to specify the destination of services data transmitted to PNE(s). 
	CPNS 1.0
	Content/Data Delivery

	CPNS-HLF-014
	The CPNS enabler SHALL be able to invite the PNEs for a group service.
	CPNS 1.0
	Service Discovery

	CPNS-HLF-015
	The CPNS enabler SHALL be able to create a group for the PNEs.
	CPNS 1.0
	Service Discovery

	CPNS-HLF-016
	The CPNS enabler SHALL enable data transmissions from PNEs.
	CPNS 1.0
	Content/Data Delivery

	CPNS-HLF-017
	The CPNS enabler SHALL support forwarding the data to the specified PNEs in a same service group.
	CPNS 1.0
	Content/Data Delivery

	CPNS-HLF-018
	The CPNS Enabler MUST NOT be specified in a way that impedes the usage of existing Personal Network Management systems, e.g. 3GPP PNM.
	CPNS 1.0
	All

	CPNS-HLF-019
	The CPNS enabler SHALL enable data transmissions from PNEs.
	CPNS 1.0
	Content/Data Delivery

	CPNS-HLF-020
	The CPNS enabler SHALL support forwarding forwards the data to the specified PNEs in a same service group.
	CPNS 1.0
	Content/Data Delivery

	CPNS-HLF-021
	The CPNS Enabler MUST NOT be specified in a way that impedes the usage of existing Personal Network Management systems, e.g. 3GPP PNM.
	CPNS 1.0
	All

	CPNS-HLF-022
	The CPNS Enabler SHALL support the PN to make its status available to other users. The PN status include (but not limited to) the status of each PNEs, provided services.
	CPNS 1.0
	TBD

	CPNS-HLF-023
	The CPNS Enabler SHOULD have the ability to utilize the capabilities of a Presence Enabler if required.
	CPNS 1.0
	TBD

	CPNS-HLF-024
	It SHOULD be possible for the user to subscribe to the status of other user’s PN.
	CPNS 1.0
	TBD

	CPNS-HLF-025
	The CPNS enabler SHOULD support simultaneous delivery to the different PNE (s).


	CPNS 1.0
	Content/Data Delivery

	CPNS-HLF-026
	CPNS Enabler SHOULD enable seamless switching of PNEs while providing or consuming services. The switching can be triggered by events like (not limited to) battery exhaustion, user willingness.
	1.0
	Exception Handling

	CPNS-HLF-027
	CPNS Enabler SHOULD enable seamless switching of PN-Gateways. The switching can be triggered by events like (not limited to) battery exhaustion, user willingness.
	1.0
	Exception Handling

	CPNS-HLF-028
	The CPNS Enabler SHALL support deployment of applications relevant to CPNS, e.g. applications that would perform attestation of personal user information.
	CPNS 1.0
	TBD

	
	
	
	

	
	
	
	


Table 1: High-Level Functional Requirements

6.2.1 Security

<intro text for Security requirements here>
	Label
	Description
	Release
	Functional module

	CPNS-SEC-001
	The CPNS enabler SHALL support secure delivery of content to the PNE(s).
	CPNS 1.0
	TBD

	CPNS-SEC-002
	The CPNS enabler SHALL support different security mechanisms for each PNE(s) and for each service.
	CPNS 1.0
	TBD

	CPNS-SEC-003
	The CPNS Enabler SHALL support generation or update of keys.
	CPNS 1.0
	TBD

	
	
	
	


Table 2: High-Level Functional Requirements – Security Items

6.2.1.1
Authentication
<intro text for Authentication requirements here>
	Label
	Description
	Release
	Functional module

	CPNS-AUC-001
	The CPNS Enabler MUST ensure the authentication and authorization of parties who request information about a PN or its element.
	CPNS 1.0
	Content/Data Delivery

	CPNS-AUC-002
	The CPNS Enabler SHOULD support validation of certificates.
	CPNS 1.0
	TBD

	CPNS-AUC-003
	The CPNS Enabler SHALL support authentication of the user (e.g., by means like prompting him to type in a PIN or by biometric means).
	CPNS 1.0
	TBD

	
	
	
	


Table 3: High-Level Functional Requirements – Authentication Items
6.2.1.2
Authorization
<intro text for Authentication requirements here>
	Label
	Description
	Release
	Functional module

	CPNS-AUZ-001
	The CPNS enabler SHALL authorize the users, the PN gateways and the PNE(s).
	CPNS 1.0
	TBD

	CPNS-AUZ-002
	The CPNS Enabler SHOULD enable the CPNS devices to stop, start communication or switch between the channels between pre-authorized devices automatically
	
	

	
	
	
	

	
	
	
	


Table 4: High-Level Functional Requirements – Authorization Items

6.2.1.3
Data Integrity
<intro text for Data Integrity requirements here>

	Label
	Description
	Release
	Functional module

	CPNS-DIT-001
	The CPNS Enabler SHALL support integrity protection of messages.
	CPNS 1.0
	TBD

	
	
	
	


Table 5: High-Level Functional Requirements – Data Integrity Items

6.2.1.4
Confidentiality 

<intro text for Confidentiality requirements here>
	Label
	Description
	Release
	Functional module

	CPNS-CON-001
	The CPNS Enabler SHALL support encryption of messages.
	CPNS 1.0
	TBD

	CPNS-CON-002
	The CPNS Enabler SHALL support decryption of messages.
	CPNS 1.0
	TBD

	
	
	
	


Table 6: High-Level Functional Requirements – Confidentiality Items

6.2.2 Charging
<intro text for Charging requirements here>
	Label
	Description
	Release
	Functional module

	CPNS-CHG-001
	The CPNS enabler SHALL support charging methods for the users devices, and services. 
	CPNS 1.0
	TBD

	CPNS-CHG-002
	The CPNS enabler SHALL support different charging mechanisms for a simultaneous delivery.
	CPNS 1.0
	TBD

	CPNS-CHG-003
	The CPNS enabler SHALL support different charging mechanisms for the PN gateway and the PNEs in a same service group.
	CPNS 1.0
	TBD

	CPNS- CHG-004
	Charging for services SHALL be a feature of the CPNS Enabler. 

The charging MUST use standardized mechanisms. 

Charging can be done on different types of services and in different scopes of services, for instance: 

a. On a global level for all services supported by the PNE capabilities. 

b. On a per service basis for all selected services supported by the PNE capabilities and PN user subscriptions. 

c. On a per service basis for a subscribed service.
	CPNS 1.0
	All

	CPNS-CHG-005
	The CPNS Enabler SHALL enable the charging for delivery of information to third parties. 
	CPNS 1.0
	Charging

	
	
	
	


Table 7: High-Level Functional Requirements – Charging Items

6.2.3 Administration and Configuration
<intro text for Administration and Configuration requirements here>
	Label
	Description
	Release
	Functional module

	CPNS-ADM-001
	This is where the requirement goes.

Informational Note: This is where any supporting comments would be placed, if needed
	
	

	CPNS- ADM-002
	Users SHALL have the possibility of multiple subscriptions with different service providers. For example, a user may own a mobile phone subscription with service provider A, while the in-car communication unit has been supplied as part of an agreement of the car manufacturer with operator B, and the family’s broadband access services are delivered by operator C.
	CPNS 1.0
	All

	CPNS-ADM-003
	The CPNS enabler SHALL be able to respond to queries for information about capabilities and usage of PN:s and PNE:s from a Content Provider. The matching of PNE and PN capabilities and required capabilities MAY be automated, to facilitate the delivery of services.
	CPNS 1.0
	Content/Data Delivery

	CPNS-ADM-004
	The CPNS Enabler SHOULD support collection of usage data from individual users and specific devices for the purpose of creating statistics.  
	CPNS 1.0
	DPM

	CPNS-ADM-005
	The CPNS Enabler SHALL support secure storage of data (e.g., validated user properties).
	CPNS 1.0
	TBD

	CPNS-ADM-006
	Securely stored data MUST NOT be changed or deleted without authorization.
	CPNS 1.0
	TBD

	
	
	
	


Table 8: High-Level Functional Requirements – Administration and Configuration Items

6.2.4 Usability

<intro text for Usability requirements here>

	Label
	Description
	Release
	Functional module

	CPNS- USE-001
	The CPNS Enabler SHOULD provide mechanisms to ensure that the quality of the user experience is maintained. 
	CPNS 1.0
	Exception Handling

	
	
	
	

	
	
	
	


Table 9: High-Level Functional Requirements – Usability Items

6.2.5 Interoperability
<intro text for Interoperability requirements here>

	Label
	Description
	Release
	Functional module

	CPNS- INT-001
	The CPNS Enabler SHALL allow consumers to access any service (i.e. user-managed or operator-managed services as well as 3rd party services) on any suitable device (i.e. a device matching the capabilities required to consume the service) and within any network island (e.g. home, car, hotspot, hotel, friend’s place or office).
	CPNS 1.0
	All

	
	
	
	

	
	
	
	


Table 10: High-Level Functional Requirements – Interoperability Items

6.2.6 Privacy

<intro text for Privacy requirements here>
	Label
	Description
	Release
	Functional module

	CPNS-PRIV-001
	The CPNS Enabler SHALL ensure user privacy.
	CPNS 1.0
	TBD

	CPNS-PRIV-002
	The privacy requirements in OMA-RD-Privacy-V1_0_1-20070807-A SHALL be applied.to the CPNS Enabler. 
	CPNS 1.0
	Content/Data Delivery

	CPNS-PRIV-003
	The user SHALL be able to configure privacy policies for the management of data pertaining to her personal network. 
	CPNS 1.0
	Provisioning

	CPNS-PRIV-004
	The CPNS Enabler SHALL support individual users to verify whether they accept the collection of their usage data. 
	CPNS 1.0
	Content/Data Delivery

	CPNS-PRIV-005
	The CPNS Enabler SHALL support individual users to cancel the collection of their usage data.
	CPNS 1.0
	Content/Data Delivery

	CPNS-PRIV-006
	The CPNS Enabler SHALL support doing a test on the conditions of data without revealing the data itself.
	CPNS 1.0
	TBD

	CPNS-PRIV-007
	The CPNS Enabler SHALL ensure privacy protection of personal user information.
	CPNS 1.0
	TBD

	
	
	
	


Table 11: High-Level Functional Requirements – Privacy Items

Change 2:  Example for an ‘Attestation’ Use Case

B.8 Attestation of Personal User Properties

B8.1.  ASK  \* MERGEFORMAT Short Description

A CPNS enabled Personal Network equipped with WPAN technology, cellular technology, and short range connectivity is ideally suited to deliver a common platform for attestation purposes (e.g. in a shop or towards a vending machine).

Attestation, in the context of CPNS, provides a method to selectively disclose personal user properties for secure submission from one PNE to another PNE and a mechanism to validate the personal user properties in the receiving PNE. The personal user properties are attested by an Attestation Service Provider. The messages exchanged between the PNEs are digitally signed by an Attestation Service Provider.

Attestation functionality may be required by law for certain types of purchases or for public administration in some countries. In the following an example is given in which a shop owner can easily check if the customer in front of him who is carrying a CPNS equipped cell phone with attestation capabilities is at least 21 years of age. 

Actors (depending on use case):
· Shop Owner (here: Bob) / Vending Machine,

· Citizen / PN-User / Cell Phone Owner (here: Alice),

· Attestation Service Provider (ASP) / Mobile Network Operator (MNO),

· Personal Network Gateway (PN GW)

[image: image1.png]Attestation

Service PN GW
Provider

Cellular Radio
Interface

Configuration ; Phase

Maintenance : Phase

Short Range
Interface

Shop




Figure B8-1:  Example Message Transaction Flow.

Step A - Configuration Phase:

The Attestation Service Provider stores validated user properties securely in one of Alice’s Personal Network Elements.

Step B - Attestation Phase:

Customer Alice enters a shop with the intention to buy some alcoholic beverages that are sold under age restriction. The Personal Network Element Alice is carrying (e.g., her cell phone) is supportive of the CPNS attestation capability. Shop owner Bob uses a cash desk that also has CPNS attestation capabilities. Both devices (Alice’s Personal Network Element and Bob’s point-of-sale (POS) terminal) advertise their CPNS attestation capabilities in the PN. At check-out Bob specifies ‘age ≥ 21’ as Alice’s property he requests to be validated. Alice is prompted on her cell phone whether she wants to authorize the response to this specific attestation request. Alice agrees and types in her PIN into her cell phone in order to authenticate herself. Calculations are initiated in (e.g. a trusted execution environment of) one of Alice’s Personal Network Elements (e.g. her cell phone) and a reply is send back to Bob via Alice’s Personal Network Gateway indicating either a digitally signed ‘yes’ or ‘no’; no further personal details of Alice are disclosed. Bob can proceed with the check-out procedure based on the reliable age attestation he has received from Alice’s Personal Network Gateway.

Step C - Maintenance Phase:

The user’s properties, keys or certificates stored in a Personal Network Element may be updated. Also changes to protocols and algorithms used during the attestation process may be made by the Attestation Service Provider via the Personal Network Gateway.

B8.2. Market benefits

The PN-User has control over the information she gives away and the Attestation Service Provider may choose to charge his customers (i.e. consumer and/or shop) for providing this special CPNS service.

Example 1: A shop owner may perform checks (assisted by a mobile network operator) if someone who wants to buy liquor at a shop is old enough to do so (“local age verification”).
Example 2: A web site owner may perform checks (assisted by a mobile network operator) if someone who wants to join an online community with access rights restricted to girls is indeed a girl (“remote gender verification”).

Example 3: A citizen may proof her gender, marital status, etc. remotely via the Internet towards municipal authorities when applying for a new passport.
End of the document.
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