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1 Reason for Change

The requirements and use case for Group Service was already included in current CPNS RD. We think the Group Service is one of the basic and important use scenarios for CPNS.

This Change Request proposes additional requirements and use case to enhance the security and the practical use of the Group Service.
In the R01, the description of the use case in change 1 was clarified.
In the R02, Add the definitions for Authorized Group and modifies the related requirements.
In the R03, delete the CPNS-HLF-0x2 and add the CPNS-HLF-0x3 in change 3. An authentication related requirement was deleted. 
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

REQ-CPNS WG agrees this Change Request.
6 Detailed Change Proposal

Change 1:  Add new Use Case in Appendix B.
B.6 Authorized Group Service
B.6.1  ASK  \* MERGEFORMAT Short Description

A PN Gateway (mobile phone) which is located between the cellular network and the WPAN receives a request for a certain Authorized Group Service from a PNE. The centred mobile phone requests for the Authorized Group Service to the CPNS Server while the two or more devices (PN Gateway and PNEs) constructing an Authorized Group. The CPNS Server asks for the Authorized Group Service connecting to the application server considering the device information of those Authorized Group member. The CPNS Server will provide the proper Authorized Group service/contents to the PN Gateway (mobile phone) and it will be delivered to the Authorized Group member PNEs which are in a same service Authorized Group.
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Figure 1: High level diagram showing the flow for the Authorized Group Service between cellular network and WPAN
Normal flow:

1. John has a mobile phone, a PMP (PNE 1) and a MP3P (PNE 2) and wants to play the music or video in his (or his family’s and so on) devices using the Authorized Group Service. So John creates an Authorized Group using his mobile as a PN Gateway. 
2. PN Gateway connects to the CPNS server to create an Authorized Group. After creating the Authorized Group, PN Gateway sends messages to invite Authorized Group member PNEs (PMP and MP3P) in the WPAN. And PNEs join to the Authorized Group using the PN Gateway.
3. PN Gateway connects to the CPNS server to request music or video streaming service. The CPNS server connects to the contents/streaming server to provide proper service.

4. The PN Gateway receives its contents/streaming data for Authorized Group member PNEs from the contents/streaming server and transfer the data to Authorized Group member PNEs.
5. During enjoy the contents/streaming service, unauthorized PNEs can’t access the contents/streaming.

Actors:

· CPNS User

· CPNS Service Provider/Mobile Operator

· PNE
· PN Gateway /Mobile Phone
· CPNS Server
B.6.2 Market benefits

· Authorized Group Member can enjoy the same contents/streaming service in forming PAN, only using a one mobile connected to the cellular network.
· The operator can implement the effective way for the group service which can reduce the amount of traffic in the network. Also this will increase the revenue taken from data services.
· The content/service provider can enlarge the targeted devices and services.
· The vendor can increase the volume of sales taking in the CPNS functionalities which can add new features.
Change 2:  Add Definitions in section 3.2 Definitions
3.2 Definitions
	Authorized Group
	A set of authorized PNEs and PN GW in the PN. The Authorized Group is a kind of secure group. The data transmission between the group members of Authorized Group is protected with secure information.

	Authorized Group Member
	A PN GW or PNE that was joined to the Authorized Group. The Authorized Group member gets secure information (e.g., Group Key) for the Authorized Group Service after joined the Authorized Group.

	Group
	PN GW and several PNEs in the PN. At least 1 PN GW and PNE are needed for the Group.


Change 3:  Add new requirements in section 6.2 HLFR
6.2 High-Level Functional Requirements

	Label
	Description
	Release
	Functional module

	CPNS-HLF-0x1
	The CPNS enabler SHALL be able to transfer contents to an Authorized Group member PNE and the contents SHALL NOT be transferred to an unauthorized PNE.
	CPNS 1.0
	Content/Data Delivery

	
	
	
	

	CPNS-HLF-0x2
	The CPNS enabler SHALL be able to create and remove an Authorized Group.
	CPNS 1.0
	Content/Data Delivery

	CPNS-HLF-0x3
	The CPNS enabler SHALL be able to add a PNE to an Authorized Group and remove a PNE from an Authorized Group.
	CPNS 1.0
	Content/Data Delivery


Change 4:  

	
	
	
	

	
	
	
	


Change 5:  Add new requirement in section 6.2.1.2 Authorization

6.2.1.2 Authorization
	Label
	Description
	Release
	Functional module

	CPNS-AUT-0x1
	The CPNS enabler SHALL be able to grant an authorization for contents transmission between Authorized Group member.
	CPNS 1.0
	Content/Data Delivery


Change 6:  Add new requirement in section 6.2.1.3 Integrity
6.2.1.3 Integrity

	Label
	Description
	Release
	Functional module

	CPNS-INT-0x1
	The CPNS enabler SHALL ensure the integrity of contents transmitted to the Authorized Group member.
	CPNS 1.0
	Content/Data Delivery


Change 7:  Add new requirement in section 6.2.1.4 Confidentiality
6.2.1.4 Confidentiality

	Label
	Description
	Release
	Functional module

	CPNS-CON-0x1
	The CPNS enabler SHALL ensure the confidentiality of contents transmitted to Authorized Group member.
	CPNS 1.0
	Content/Data Delivery
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