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1 Reason for Contribution

This contribution summarizes architectural discussions among the author and other interested parties. They constitute an input on some of the architectural issues raised in the OMA REQ CPNS AHG discussions. 
2 Summary of Contribution

This document contains input on various aspects of the CPNS architecture. 
3 Detailed Proposal

During the past week, there has been a number of discussions on the architecture of OMA. This document summarizes the points of view exposed by a number of parties in discussions with Ericsson. Main contributors include, but are not limited to, Huawei, Qualcomm, Toshiba, and SKT. The author is thankful to all who have provided input, and hopes he has accurately summarized their opinions. In case not, he is grateful for corrections and other inputs. In case readers do not share the opinions expressed, they are encouraged to provide their own input as a basis for discussion. 
One of the main issues is the discovery. This is solved in DLNA (using UPnP) by sending a broadcast on the network interface(s) of the device, and transmitting those not more than two hops from the device. In CPNS, the situation is slightly different, using a gateway to propagate the information. However, we need to sort out what the message format of the gateway will be. 

The discovery is different in a peer network and a client-server network. In the client-server network, the client can always be assumed to be able to find the server (being provisioned with its address at registration à la PNM, for instance). In a peer network, the discovery will have to be directed to other servers – this can be solved by first looking for a server, and if that is not found, by default setting up a peer network. If that is done, a server (function) can also be started in the peer network, the role being assumed by the most capable device. How this is selected needs to be defined. If a server exists, the client should attach to it. This implies that the network will only be server-less in an initial setup phase. One question which we also need to solve is how to trigger the migration of servers as more capable devices come on line. 

One major issue in discovery, in particular in peer to peer networks, is trust. In a client-server network, if a framework such as IMS is used, the trust is inherited through the connection mechanism (in particular the USIM is a trust token as well as many other things). But in a peer network, this does not exist. 

In P2PSIP (the RELOAD protocol proposal) there is an enrolment server. It can use an already existing server (?). 

One way of creating ad-hoc relationships depends on an a priori relationship, for instance pairing. Such states would have to be saved. States established via Bluetooth and NFC, for instance, would have to be commuted to the other applications. 

Trust depends on the user experience. There are many ways of establishing it (NFC, proximity, is already mentioned). In the NFC case, proximity implies trust. One other way is to use a certificate authority or authorization server. Or a shared secret, like the USIM. Networks can exist without a previous trust relation. The UPnP networks is one way. However, they use topological, as opposed to physical, proximity to establish trust. 

Any trust relation requires a leap of faith. It is also possible to establish partial trust. 

Trust model of peer applications. Core functions – what is core? Description of trust. How to contribute trust descriptions. 

The security model needs to be useful and flexible. 

Is it possible to create a metric for trust? Is it useful? Can it be mapped to policy? Or should this decision be left to the application developer? Mapping roles on the trust metric.

From the CPNS enabler, the need is to get the trust information. Then, it has to be decided whether it is good enough. And whether users accept it. Can it develop organically?

How does CPNS provide trust? Is there a trust level? Can P2P-CPNS provide trust? Device pairing could thed CPNS enabler get the trust from the Bluetooth stack. 

The policy framework need to make it possible for the user, developer, operator to define their own policies, and how to map them together. 

There are (at least) four types of policies: Device policies, user policies, access policies, application policies. 

CPNS needs to use the stuff other people have done. Avoid reinventing the wheel. There is lots of reusable work. 

Trust policies need to be described – depends on applications – not covered in PUCC. 

Discover which groups do exist and what overlaps there are. In OMA and outside. What already has been done. For instance, UPnP/DLNA. 

Think in terms of functions instead of entities. Discover services – enable some legacy, think in terms of them. Modules that interact with each other. “Legacy connector” for DLNA. Make use, write functionally. One architecture which can be applied in different deployments. Entities vs functions, servers vs servers (nodes vs functions). 

What is application development? What is CPNS? Application is the core – scoping as well as regarding interfaces. Need to highlight dependencies, what is out/in scope. 

Next, think about move. Who provides resources? Next step needs to be a functional decomposition – who has solutions – contribute them. Need to set up the WG then start working as fast as possible. 

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The OMA REQ CPNS AHG is requested to take this document into account when discussing the CPNS architecture. 
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