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1. Scope
(Informative)

This document provides use cases and requirements for a Global Permissions Management (GPM) enabler that allows principals to manage the permission rules that determine if, when, how and to what extent information about consumers of OMA enabled services (i.e. target principals) is released to requesting principals, e.g. applications, enablers or other end-users. 

OMA service enablers that enable presence and location services already have specific requirements on how an end user controls the way his personal information is released. GPM provides generic permissions management, which can be used by other OMA service enablers. Therefore, the requirements contained in this document are limited to those generic aspects e.g. defining the types of permissions, the storage, management, provisioning and re-use of such permissions pertaining to information used by other applications and of introducing the notion of notifying the user of any changes to permissions and of getting users consent to those changes.  
Editor’s note: The final text in this section is intended to be a general scope statement and may change according to the answers to the questions in Appendix B.
<< This clause acts as a reminder to contributors of the RD:

This RD should have between 5 and 10 use cases.

When submitting use cases for consideration, contributors should include proposed requirements.

Inclusion of use cases that cover existing requirements should be avoided.

Requirements may be submitted without a use case.

For more detailed information on creating this RD, authors are asked to review the Requirements Best Practices document.  This is available on the website in the Requirements WG area.

DELETE THIS COMMENT>>

2. References

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	
	

	
	<< Add/Remove reference rows as needed! >>


2.2 Informative References

	
	

	
	<< Add/Remove reference rows as needed! >>


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	
	

	
	


3.3 Abbreviations

	
	

	
	


4. Introduction
(Informative)

5. Use Cases
(Informative)

5.1 <Use Case Title>

5.1.1  ASK  \* MERGEFORMAT Short Description

5.1.2 Actors

5.1.2.1 Actor Specific Issues

5.1.2.2 Actor Specific Benefits

5.1.3 Pre-conditions

5.1.4 Post-conditions

5.1.5 Normal Flow

5.1.6 Alternative Flow

5.1.7 Operational and Quality of Experience Requirements

6. Requirements
(Normative)

6.1 High-Level Functional Requirements

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 1: High-Level Functional Requirements

6.1.1 General

6.1.2 Types of Permisison

6.1.3 Permission Management Functions

6.1.4 Delegation
6.1.5 Security

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


6.1.6 Charging

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 2: High-Level Functional Requirements – Charging Items

6.1.7 Administration and Configuration

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 3: High-Level Functional Requirements – Administration and Configuration Items

6.1.8 Usability

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 4: High-Level Functional Requirements – Usability Items

6.1.9 Interoperability

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 5: High-Level Functional Requirements – Interoperability Items

6.1.10 Privacy

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 6: High-Level Functional Requirements – Privacy Items

6.2 Overall System Requirements

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 7: High-Level System Requirements

Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version –or- No previous version within OMA


A.2 Draft/Candidate Version 0.1 History

	Document Identifier
	Date
	Sections
	Description

	Draft Versions
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Appendix B. <Additional Information>

B.1 Questions to answer for requirements formulation

The following questions are extracted from contribution OMA-REQ-GPM-2005-002-questions for discussion around the GPM work. It is expected that this list of question will grow and the answers become a set of working assumptions upon which requirement setting may focus.
B.1.1 Interactions and reuse of the work done in OMA enablers:

How will GPM take into account what has been done in OMA LOC and OMA PAG WGs?

Are there other enablers that are closely linked to GPM? Need of GPM by other enablers than LOC and PAG?

How will GPM interact with PEEM?

B.1.2 What will we cover with GPM?

· Definition of the permission settings (rules)

Does GPM cover the storage of the rules or only the access to the rules whether they are collocated or not? In case the rules are not collocated, should the GPM WI define the interaction between the GPM enabler and the various rules databases?

Synchronisation: Rules can be set in different entities (e.g. GPM and other entities), this may lead to synchronisation needs.

How should the rules to access users' information be defined ? In the rules used to access user information, there may be a part dedicated to each of the enablers for which the GPM is checking permission settings (e.g. location enabler) and a common part (common to all enablers requesting GPM). This has to be clearly defined. The rules have to be adapted to the information structure of the different enablers to which it applies.

Who is executing the rules? GPM or the OMA enablers (e.g. location, presence)? We may need to differentiate the evaluation and the execution of the rules.

· Provisioning of the rules

Provisioning of the rules includes dynamic provisioning (the user has to be able to change his permission settings whenever he wants). When are the new rules taken into account? Once they are provisioned? How the user can configure his rules?
Should the GPM WI define how the user that modifies the permission settings is authenticated? This needs to secure the access and the management of the rules.

Will GPM describe and own the attribute values themselves (e.g. presence information about a principal)? No, a priori, this is dealt with by enablers such as location, presence…

We will have to distinguish different roles for the provisioning of the rules: The user whose rules are provisioned, the administrator of the rules…










( 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ReqDoc-20050506-I]
( 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ReqDoc-20050506-I]

