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1 Reason for Contribution

This document provides a use case for the GPM RD.
2 Summary of Contribution

This contribution proposes to include the Is my friend available use case for the GPM Requirement document, and some corresponding requirements.
3 Detailed Proposal

5.1Is my friend available service

5.1.1 ASK  \* MERGEFORMAT Short Description

User A and User B both subscribed to the service called "Is my friend available? " The "Is my friend available?" service enables the user to know his friend's presence and availability status.

User B wants to know if User A is available through the "Is my friend available?" service. The "Is my friend available?" service sends a presence request to get User A's availability. The request is received by the presence server and processed. The presence information is provided to the service which then provides the information to user B.

5.1.2Actors

· User A (target)

· User B (user of the application service)

· Application Service 

· Presence Server (Providing presence data)

· GPM (Global Permission Management)

5.1.2.1Actor Specific Issues

· Target
The target is associated with a set of rules regarding privacy.

· Application

Application asks for target’s location.

· Presence Server (Providing presence data)

Presence Server provides presence data.

· GPM (Global Permission Management)

GPM manages rules for targets.
5.1.2.2Actor Specific Benefits

The target's privacy rules must be checked before the presence information is retrieved and provided to the application. Also, in this use case, the presence information is provided to the application service which then provides it to the requesting end-user. Therefore, both the application and the requesting end-user will need the target's authorization before retrieving his presence information.

5.1.3Pre-conditions
An application asks the presence server for the availability of a target. 

5.1.4Post-conditions

The target’s privacy is ensured.

5.1.5Normal Flow

A-The End User A has positioned its rules to "Grant" or "Deny".
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1. The requesting end-user asks for his friend's availability
2. The application sends the presence request to the presence server

3. The presence server sends a presence privacy checking request to the GPM.

4. The GPM performs a permission control.

5. GPM sends a permission response to the presence server.

6. The presence server sends a presence response to the application.

7. The application provides the information to the requesting end-user
5.1.6 Alternative Flows



Flow B:

Normal Flow. – But permission checking request handles on 3 different presence attributes X ,Y ,Z. Grant is positioned only for X,Y.

Flow C: 
Normal Flow – Grant positioned - With Notification to the user A. In this flow the user is notified that his presence information has been requested.

Flow D: 
Normal Flow – Denied positioned - With Notification


In this alternative flow, the result of the permission checking is that the requestor is denied the right to access the presence information of the user, after the check of the permission rules by GPM.
Flow E:
User A has positioned its rules to “Ask”, which means that the user wants to be asked before his presence information is released – With Yes/No Answer



Flow F:
Alternative flow: User A has positioned its rules to Ask – With or without answer  – There is a Time Out Management,that defines the time during which the user can answer this Ask and during which requestors can be notified that GPM is waiting for the answer of user A.
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If another Permission checking Request arrives on GPM before GPM has received the User A answer and during the validity period, the GPM answers back that it is still waiting for User A answer.

The validity period must be parameterized
5.1.7Operational and Quality of Experience Requirements

6 Requirements

· The requestor principal shall be able to request only one attribute or a group of attributes of the target principal.
· The requestor principal can be a group of requesting principals

· The data model (Ask, Grant, Deny) shall be extensible (ie Ask, granted once, granted always, deny once, deny always, for this attribute X and not for the attribute Y ...).

· GPM shall be able to give a permission checking response with some granularity (grant for some attributes and deny for others)

· The permission checking request shall contain at least: 

· the requestor principal Identity,

· the application Identity,

· the user id whose info is requested (the target principal)
· the attributes/group of attributes

Interactions with the target principal or administrator:
· User notification: 
Once the permission of the target principal has been checked ('Granted' or 'Denied' positioned), it shall be possible to notify the target principal or the permission administrator or delegate every time the information is requested about the target principal.
The user notification shall contain at least the application id, the requestor identity, and the attributes/group of attruibutes requested.
· Ask management
· It shall be possible to have in the permission rules a rule set to ‘Ask’ that mandates to ask the target principal or the delegate to which extent the permission can be given to the requestor principal request.
· It shall be possible that the Ask request is sent to another principal than the one whose attributes is requested.
· It shall be possible for this “Ask target” to manage 'Once' or 'Always' cases in its 'ask' notification answer.

· The 'Ask' notification should present to the target principal, permission administrator or delegate the Requestor principal ID and the Service.

· The validity period of the answer of the “Ask target” has to be parameterized.
· 
· Service Notification: In case the user has still not answered during the validity period and if another permission checking request arrives on the GPM, the GPM has to notify the Service that it is still waiting for the answer of the user.

· 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The recommendation is to include this use case in the GPM RD, as well as the requirements.
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