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1 Reason for Contribution

This contribution proposes an informative introduction section for the GPM RD including a high-level picture containing the actors.

2 Summary of Contribution

The introduction is intended to give the reader a clear and crisp statement about the underlying market requirements for GPM, the actors involved and their relationships.

This contribution is related to OMA-REQ-GPM-2005-0020-Definitions from Lucent Technologies and includes a high-level diagram of the GPM actors.

The section below is to be discussed and agreed for addition to the GPM section 4.
3 Detailed Proposal

It is proposed to discuss and agree the following Introduction section to the GPM RD.

4. 
Introduction                                    (Informative)

Mobile service providers will continue to seek new and flexible ways to offer customised services to its subscribers. This may typically involve for example combining the resources of its existing enablers, or it could involve partnering with third-party application providers such as those who may traditionally provide services from different trust domains (e.g. the Internet). So, as services become richer and more diverse, subscribers will make increasing amounts of user-related data available to those services and, have increasingly intricate permissions concerning when and how the data can be used.

In the current service environment framework, user permissions are potentially distributed across multiple sources to address the service-specific solutions required by each enabler. For example, use cases and requirements specific to location privacy have been identified in [LOC1
]. These are examples of user permissions that typically involve dynamic data about an end-user, i.e. location information that is to be shared only under certain conditions and how specific actions are to be executed in doing so, e.g. of being notified of a positioning request. 

User presence and availability are other examples of dynamic data. A user’s presence may vary according to device status, a users mood or the time of day etc. As in the case of location services, a user may want to set permissions to grant or deny access and to filter information related to it (e.g., show my availability to my boss only on company-supplied devices, show presence to family on all devices). 
Common tools to allow principals to manage how they prefer services to be used are clearly more desirable in a richer and more privacy-conscious service environment. However, existing approaches for supporting informational privacy are considered to neither adequately address the requirements of the mobile value chain nor flexibly adapt to the variety of services offered within converged communications networks that cross trust domains or to the types of context-aware services envisaged by service providers. 

Therefore Global Permissions Management (GPM) aims to specify an enabler that is capable of generically managing permissions across OMA service enablers. The underlying market requirements of GPM include:

(i) The reduction in operational costs and complexity of administrating user permissions related to existing and future service enablers.

(ii) The enabling of tools to provide a unified service management experience for subscribers who take advantage of more customized services. 
(iii) The flexibility to manage a variety of permissions related to all types of service segments using context aware rules (e.g. both static and dynamic data) and not restricted to informational privacy
The GPM RD will specifically identify use cases and requirements from an end-users and service provider perspective that inter alia, illustrate how:
(i) Authorized principals express and manage their permission preferences through user-friendly provisioning tools and related events such as being notified of changes to permission rules, or when /if consent is required and by whom.
(ii) Permission preferences are evaluated according to rules that determine what data can be shared with whom and in what situations

(iii) Authorized principals can manage their permissions over time in a logically centralized manner, e.g. by adding new services and having them re-use existing permission rules

4.1
Actors in the context of GPM
The following diagram is only intended to give an overview of the actors and their potential relationships as defined in this RD and is not intended to pre-suppose any particular architecture or necessarily identify interfaces.
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Figure 1: GPM Actors

The permissions target is the principal who is the subject of permission rules that govern the way other principals access information about him and ultimately how his services are executed. The permissions target is usually a human end-user of services. Permission rules set for the permissions target may determine the rights of the permissions target with respect to what, (if any) permissions management functions he can perform.

The permissions manager is an authorised principal that manages, (creates, modifies, deletes etc) permissions rules. In some cases, the permissions manager is the same principal as the permissions target, but in many cases the permissions manager will be an authorised principal acting on behalf of the permissions target such as the person who pays for the subscription or the rules administrator. GPM takes into account that permissions management operations will have to be performed at a generalised, high level and succinct manner in order to ensure usability. 

The rules administrator is responsible for maintaining the functions enabled by the GPM enabler, such as the permission rules that determine for example, when to share data (target attributes) about a permissions target. The rules administrator is typically an operator or service provider or, more generally, any principal that stores information about a permissions target. It is thought that in some cases a relationship could exist between the permission administrator and the permission manager, e.g. where both actors belong to the same enterprise or when customized provisioning tools are required.
The requester is any principal that wishes to access information about the permissions target either directly or through the invocation of a service. The requester may be an application residing in the service provider network of the permissions target, or it may be a third party application residing in an external network, or he may be another end-user of services. With GPM, requesters can therefore discover over standardised interfaces, the permission rules that determine the extent to which information about permissions targets can be accessed or disclosed to them.

The service provider will want to use GPM to check permissions set for the permissions target before any data about him is disclosed to the requester as part of its service delivery. Part of this process could involve checking if consent is required and by whom.

4.2           Relationships with Other enablers

PEEM

Policy enforcement, according to [OSE]
, can be realised in several ways. The PEEM (policy evaluation, enforcement and management) enabler offers service providers alternative policy enforcement deployment options and a policy expression language, but falls short of identifying individual policies.   PEEM provides a generic mechanism, devoid of the knowledge of the topic addressed by a policy rule, and offers generic interfaces, and therefore serves well as a coordinator for policy enforcement, but not necessarily as a specialized enabler for a particular type of rules.   PEEM would delegate the execution of most actions to other enablers, as part of the enforcement process.   

PEEM, like any other enabler, is optional in as far as being deployed in service provider environments (i.e. optional as a deployed entity, and optional in the mode selected, if deployed - e.g. either in proxy or callable mode or both).  But it is generally accepted that one type of policy rule could be one that sets levels of admission control on requesting applications accessing service provider resources. This means that PEEM could enforce policies for both authorisation rules which first determine if requesters are allowed to access a service enabler, and permission rules which determine the extent to which the requester can access individual target attributes. In the latter case, the GPM enabler is delegated to evaluate the permission rules based on the user preferences that it manages. 

GPM enables permissions checking in those service provider environments where PEEM functionality is absent. Given the growing importance of enforcing user privacy and service personalisation, GPM offers more focussed and flexible ways of provisioning and managing permission rules that determine how target attributes are accessed and, if/how the target’s consent is required, for example, every time an access request is received.

Presence & Location

Service enablers like Presence and Location can already be considered as ‘privacy-enabled’ enablers because they already have well-defined mechanisms for privacy management. In presence [SIMPLE
], authorisation rules may exist that determine whether a presence server should accept, reject etc an incoming request.  The location enabler [LOC] relies on the privacy checking protocol (PCP) defined over an interface between the location enabler and a separate policy checking entity. Both these enablers are dependent on the common document format for expressing privacy preferences defined by the IETF [GEOPRIV]
 and it is expected that the requirements from the GPM enabler will expand on these capabilities and offer a convergence path for all services enabled by OMA service enablers and thus avoid the proliferation of separate, enabler-specific mechanisms for permissions management.










� Add OMA-RD-MLS-V1_0-20050510-C to the Normative References 


� Add OMA-Service-Environment-V1_0-20040907-A to Informative References


� Add OMA-RD-Presence_SIMPLE-V1_0-20050628-C to the Normative References


� Add “A Document Format for Expressing Privacy Preferences – IETF GEOPRIV”
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