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1 Reason for Contribution

Supporting groups to communicate using different services will become more and more popular. Up to now different services enablers are developed separately. To enable the reuse of privacy settings we need to differentiate between a common and a specific part of privacy setting that are part of today’s enablers (e.g. Location, Presence). 

Taking into account feedback for contribution OMA-REQ-GPM-2005-0019-Group-Communication-Support.doc of the f2f meeting in Sydney revised requirements were written down in this new contribution.
R01: Change PMP-1 to be reflected in the High-Level Section as HLF-20. Copied HLF-Section (1-19) into and delete PMP-1 from this Input Contribution.

Former OSR 16 reformulated to define a data structure every implementation should support and rename it to OSR-26. (Copy actual OSR set into this document)
Ask requirements were reworked to reflect with a MAY to ASK-8 that this might be done by a GA Service. The SHALL for ASK-9 is necessary to support for interoperability that groups are handled as instance not individuals only.
Complete rework of the GAF requirements. A MAY was used where the GA Service might jump in. A SHALL was used where we expect a minimum support of GPM is necessary because of interoperability that groups are handled as instance not as individuals only.
2 Summary of Contribution

Group communication could be enhanced significantly by using the GPM to control the communication means on a time or location or manual basis. Groups that meet for a Group Activity (e.g. mountain tour) need support in roaming and in inter operator case. The GPM WI could deliver a basis that enables the interoperation needed for seamless service delivery.   
3 Detailed Proposal
----------------------------------- Change 1 ---------------------------------------------
6.1 High-Level Functional Requirements

	Label
	Description
	Enabler Release

	HLF1
	The GPM enabler SHALL allow permissions managers to manage per-target permissions rules (that determine how requesters can access information related to a permissions target)

· At any time 

· From any capable device type and over any capable network, (e.g. mobile or fixed network).  
(Use Case 5.2)
	

	HLF-2
	It SHALL be possible to request consent from either:

· The permissions target, or

· From the authorized delegate
(Use Case 5.3)
	

	HLF-3
	If changes to permissions rules cannot be made effective immediately, previous permissions rules SHALL remain effective until the changes have been activated. (Use Case 5.3)
	

	HLF-4
	A permissions manager who has requested changes to permissions rules SHOULD be notified when the changes are effective or will become effective. (Use Case 5.3)
	

	HLF-5
	A permissions target SHALL be able to be notified of any changes to their permissions rules. (Use Case 5.3)
	

	HLF-6
	In cases, where a permissions target’s management over his permissions rules is in whole or in part restricted by another permissions manager, (e.g., an enterprise), the permissions target whose permissions are being managed SHOULD be informed of his limitations with regards to managing his permissions rules when he tries to manage them.

(Use Case 5.3)
	

	HLF-7
	The requester SHALL be able to request either a single attribute or a group of attributes of the permissions target. 

(Use Case 5.1)
	

	HLF-8
	The requester MAY be a group of requesters.

 (Use Case 5.1)

Editor’s note: This requirement is FFS
	

	HLF-9
	The GPM enabler SHALL allow permissions managers to assign at least the following actions to permissions rules: ask, grant, deny.

 (Use Case 5.1)
	

	HLF-10
	The actions associated with the permissions rules SHALL be extensible (e.g., Ask, grant once, grant always, deny once, deny always, for this attribute X and not for the attribute Y...). 

(Use Case 5.1)
	

	HLF-11
	Based on the context, the GPM enabler SHALL be able to give a permissions checking response with some granularity (grant for some attributes and deny for others). (Use Case 5.1)
	

	HLF-12
	GPM SHALL be able to give a permissions checking response based on information associated with

·  The requester (the end-user identity and the application used)

· The permissions target identity

 In addition to the above, the following information MAY be used:

· The intended use of the target attributes (i.e. use that will be made of this information by the application, e.g. to access and modify a target attribute)  
· Other relevant information (e.g. context information or other information coming from OMA enablers) 
(Use Case 5.1)
	

	HLF-13
	Once the permission to access a particular (set of) attributes has been expressed (e.g. grant always), it SHALL be possible to notify the permissions target or delegate every time the information is requested.

(Use Case 5.1)
	

	HLF-14
	The target notification SHALL contain at least the following:

· The requester identity, and 

· The attributes/group of attributes requested.

If the target request is initiated by an end-user (e.g., as part of a service request), then the target notification SHALL also contain:

· The identity of the end-user of an application that makes a target request

(Use Case 5.1)
	

	HLF-15
	The GPM enabler SHALL support permissions rules based on well-defined schema and semantics
	

	HLF-16
	The GPM enabler SHALL uniquely identify the permissions rules applied to each requester
	

	HLF-17
	The permissions manager SHALL be able to manage permissions rules according to:

· The context of the requester (e.g., relationship between requester and permissions target)

· The context of the target (e.g., user behaviour or situations such as work, home etc)

· Other information

(Use Case 5.4)
	

	HLF-18
	The GPM enabler SHOULD support the ability for principals (e.g. permissions managers or rules administrator) to subscribe to notifications of management operations performed on the permissions rules they manage.
	

	HLF-19
	The permissions target SHOULD be able to view the permissions rules created on his/her behalf in a user friendly way.
	

	HLF-20
	The GPM enabler SHALL support a Group Permissions Manager creating a Group Activity Proposal. (e.g. participants of a Group Activity)
	


Table 1: High-Level Functional Requirements

6.1.3. Ask Management Requirements

	Label
	Description
	Enabler Release

	Ask-1
	It SHALL be possible that the Ask request is sent to a principal other than the permissions target, e.g., to the delegate. (Use Case 5.1)
	

	Ask-2
	It SHALL be possible for the “Ask” target to manage 'Once' or 'Always' cases in its 'ask' notification answer. (Use Case 5.1)
	

	Ask-3
	The 'Ask' request SHOULD present to the “Ask” target the requestor identity and the service. (Use Case 5.1)
	

	Ask-4
	If the permission rules include an ‘Ask’ rule, the permissions manager SHALL be able to set a validity period for providing an answer regarding a permission checking request. (Use Case 5.1).
	

	Ask-5
	The validity period of the answer of the “Ask target” SHALL be parameterised. (Use Case 5.1).
	

	Ask-6
	In case the Ask target has still not answered during the validity period and if another permission checking request arrives, the GPM enabler SHALL notify the requester that it is still waiting for the answer of the user. (Use Case 5.1).
	

	Ask-7
	In the case the validity period expires, the requester SHALL be notified. (Use Case 5.1).
	

	Ask-8
	It MAY be possible to use the Ask request to get consent of participants of a Group Activity for a GAP. (Group Activity use case)
	

	Ask-9
	It SHALL be possible to use the Ask request to get consent of participants of a Scenario Profile.
	

	Ask-10
	The GPM system MAY wait for acknowledge by the user before permission changes happen due to a Phase transition.(E.g. Phase change was triggered by time but there was a delay for the group)
	

	
	
	


--------------------------------- Change 2 ----------------------------------------------
6.2 Overall System Requirements

	Label
	Description
	Enabler Release

	OSR-1
	The GPM enabler SHALL NOT restrict deployment options
	

	OSR-2
	The GPM enabler SHALL be able to be used by any services applicable to any kind of users or segments
	

	OSR-3
	The GPM enabler SHALL support mechanisms to associate target attributes with at least the following information about permissions targets:

· Identity 

· Location information, see [MLS]

· Presence information, see [SIMPLE]

· Other Personal Data, see [Privacy]

· Application specific data (e.g., clock, calendar information, etc)

· Preferred device(s) 

· Other user preference data (e.g., do not disturb me using MMS)

Editor’s Note: The term ‘preferences’ needs to be clarified and further contributions are invited.

(Use Case 5.4).
	

	OSR-4
	The GPM enabler SHALL support target requests from at least the following types of requesters:

· End-users (including those belonging to different networks) wanting to communicate with other end-users of services 

· Third Party applications 

· Other service enablers

(Use Case 5.4).
	

	OSR-5
	The GPM enabler SHALL support permissions checking requests from at least the following sources:

· Service provider resources in response to a target request

· A third party application.
	

	OSR-6
	The GPM enabler SHALL support the following types of variables for data utilised or generated during a permissions checking request/response:

· Input variables 

· Output variables
	

	OSR-7
	Permissions checking requests SHALL provide at least the following types of data as input variables:

· The requester (the end-user identity and the application used

· The permissions target identity

· Target attributes 

In addition to the above, the following information MAY also be provided:

· The intended use of the target attributes (i.e. use that will be made of this information by the application.)

If a target request is initiated by an end-user service request, permissions checking requests SHALL also provide the identity of the end-user
(Use Case 5.1 and 5.4)
	

	OSR-8
	Output variables SHALL be returned to the source of the permissions checking requests after the permissions rules are checked.
	

	OSR-9
	Output variables SHALL include at least the following types of data:

· Ask for all or only a list of attributes

· Grant for all or only a list of attributes

· Deny for all or only a list of attributes

The permissions checking response MAY contain any combination of the above output variables    (e.g. ASK the ’Ask target’ to give the attribute called 'NAME', GRANT the attribute called 'ADRESS TOWN' and DENY all the other requested attributes).
	

	OSR-10
	If the output variables include a ‘deny’ response, a reason MAY be provided by the GPM enabler
	

	OSR-11
	The GPM enabler SHALL support mechanisms that allow permissions management interfaces to reflect the following:

· Permissions manager identity (e.g., permissions target or delegate)

· Different categories (e.g. subscription profiles) of permissions target using a single application

· Different device capabilities

· Addition/removal of services used by the permissions target
	

	OSR-12
	The GPM enabler SHALL permit highly scalable implementations
	

	OSR-13
	The GPM enabler SHALL support “telco-grade” reliability and performance e.g., permissions checking execution and response times
	

	OSR-14
	The GPM enabler SHALL be able to log all relevant information (e.g., errors) and the associated decisions related to permissions checking requests.
	

	OSR-15
	The GPM enabler SHALL allow a permissions rule or a sub-set of permissions rules to be re-used by multiple other permissions rules.
	

	OSR-16
	Permissions checking requests SHALL be extensible to support data from various particular permissions check requestors
	

	OSR-17
	GPM SHALL define an interface for permissions checking
	

	OSR-18
	GPM SHALL support mechanisms to inform the Permissions Manager in one single step about all relevant information to make a decision on permissions rules to be set up regarding an application the Permissions Target is willing to use

(Use Case 5.5)
	

	OSR-19
	In order to enhance usability, the GPM enabler SHALL support mechanisms to ensure that permissions managers are:

A: Informed about all Essential Target Attributes required by requester applications without which a service cannot be provided properly.

B: Informed about all Accessory Target Attributes required by requesters (i.e. these attributes enhance the service even though without them the service can be provided).

C: Informed about upgraded information required by requesters and related with the need to update permissions rules. This information SHALL include at least:

1. New essential target attributes 
2. New accessory target Attributes

D:  Informed (e.g. getting a confirmation) about permissions rules just set up by him/her and the implications the permissions rules have. This confirmation SHALL include at least 

1.    Ability/non-ability of application to provide the service with the permissions rules just set by Permissions Manager. 

2.    Permissions Rules just set for this application.

3. Permissions Rules related to essential attributes/enablers just set which prevent the application from providing the service.
E:  Informed about all relevant information regarding the requester application. This information SHALL include at least:

1.    Requester application identifier.

2.    Identity of the end-user, if the target request in initiated by another end-user

1. If the requester application is asking for target attributes/enablers on behalf of another application, GPM SHALL:

(a) Inform the Permissions Manager about “on behalf of” relationship between applications. 

(b) Inform the Permissions Manager about all applications involved in the target request:

Requester application identifier, to be aware of the application performing the Target Request.

Application Identifier, to be aware of the application willing to make use of permissions target attributes/ enablers. 
(Use Case 5.5)
	

	OSR-20
	GPM SHALL support mechanisms to allow Permissions Manager to set up his/her Permissions Rules regarding a certain application in one single step, in order to enhance the Permissions Manager’s experience.

(Use Case 5.5)
	

	OSR-21
	GPM SHALL support mechanisms to protect the Permissions Target from spamming and improper use of attributes/enablers. These mechanisms SHALL:

A: Allow GPM to be able to deny Permissions Checking Request’s not related to a legitimateTarget Request. 

B: Ensure, by means of enhancing and simplifying the permissions target/ permissions manager experience, at least the following:

1.  The prevention against repeated sending of "Ask request" notifications to the ask target in order to prevent spamming/ improper requests

2.  That permission manager's are informed about upgraded information required by applications (requesters). E.g. an application asking for MMS instead of SMS enabler due to an upgrade.    

3.  The prevention against mistaking spamming/ improper requests with request coming from applications with no permissions rules set yet by the Permission Manager

(Use Case 5.5)
	

	OSR-22
	Permissions Manager-initiated permissions rules management (create/modify/delete…) regarding an application SHALL be supported.

(Use Case 5.5)
	

	OSR-23
	Permissions Managers SHALL be notified about information required by requester application and related with the need to create permissions rules in order for the application to provide the service properly.

(Use Case 5.5)
	

	OSR-24
	GPM SHALL support mechanisms to keep information related to ensure that information is made available to keep permissions rules valid. These mechanisms SHALL provide information to allow at least:

A: Rules administrator to delete/modify/suspend permissions rules when an application is no longer a valid requester.

B: Rules administrator to delete/modify/suspend permissions rules associated with permissions manager(s) who are no longer valid

C: Permissions managers/rules administrator to delete/modify/suspend permissions rules associated with an end user who is no longer a permission target for a given application (requester).

(Use Case 5.5)
	

	OSR-25
	Permissions Managers SHALL be able to provision a default permissions rule regarding permissions rules being removed and the associated outcomes towards the permissions target (e.g. "Ask the permissions target before any of his/her permissions rules being removed", "notify the permissions target before any of his/her permissions rules being removed" etc.)

(Use Case 5.5)
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	OSR-26
	The GPM enabler SHALL define data structures that allow tracking of changes done to permissions automatically or manually initiated by the Group Permissions Manager(s).
	



Table 2: High-Level System Requirements

-----------------------------------------Change 3---------------------------------------------

	
	
	

	
	
	

	
	
	



6.1.11 Group Activity Flow
	Label
	Description
	Enabler Release

	GAF-1
	The GPM enabler May support a Group Permissions Manager to create a GAP.



	

	GAF-2
	The GPM enabler SHALL support a Group Permissions Manger to create a GAP with one phase.(E.g. Used for an Emergency scenario within the group)
	

	GAF-3
	That creation of a GAP MAY be supported as follows:

a. Enable selecting a template that matches the expected GA Schedules and only adapt the time line
b. Adapting a selected template by changing phase and/or their relation to services to match GA needs and also adapt the GA time line
	

	GAF-4
	The creation of a one phase GAP SHALL support a Group Permissions Manager as follows:

a. Enable selecting a template that matches the scenario. 
b. Enable the selection of a template that might be adapted by changing its relation to services to match the scenarios needs.
	

	GAF-5
	The GPM enabler MAY support a Group Permissions Manager or service that manages access to target attributes on behalf of Group Activity participants.   

a. automatically

1. Location based    (Group Activity - Location schedule)

2. Time Based         (Group Activity - Time schedule)

b. manually

1. Group Permission Manager

2. Every participant


	

	GAF-6
	The GPM enabler SHALL support to expand group members to individuals to change their permissions rules as required by the GAP and the actual phase.(Handle one phase of a GAP as instance)
	

	
	
	

	GAF-7
	The GPM enabler SHALL support reestablishing the previous permission settings of all participants of a Group Activity when the activity is over.
	

	GAF-9
	The GPM enabler MAY inform the participants about changes due to a Phase transition of a Group Activity.
	


Table 13: High-Level Functional Requirements – Group Activity Flow Items



4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The REQ Ad Hoc Group for GPM should to take this contribution as part of their requirement document.















�E.g. an XML schema every implementation needs to support for interoperability.
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