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1 Reason for Contribution

This contribution introduces a requirement on the GPM enabler.  It is proposed that the GPM enabler can manage dynamic state.
R01: addresses comments received and addresses some editorials.
R02: after incorporating comments made during Feb 1 GPM CC
2 Summary of Contribution

A use case named “usage limits” is introduced to illustrate the new requirements.
3 Detailed Proposal
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7.2 6.1 High-Level Functional Requirements

	Label
	Description
	Enabler Release

	HLF1
	The GPM enabler SHALL allow permissions managers to manage per-target permissions rules (that determine how requesters can access information related to a permissions target)

· At any time 

· From any capable device type and over any capable network, (e.g. mobile or fixed network).  
(Use Case 5.2)
	

	HLF-2
	It SHALL be possible to request consent from either:

· The permissions target, or

· From the authorised delegate
(Use Case 5.3)
	

	HLF-3
	If changes to permissions rules cannot be made effective immediately, previous permissions rules SHALL remain effective until the changes have been activated. (Use Case 5.3)
	

	HLF-4
	A permissions manager who has requested changes to permissions rules SHOULD be notified when the changes are effective or will become effective. (Use Case 5.3)
	

	HLF-5
	A permissions target SHALL be able to be notified of any changes to their permissions rules. (Use Case 5.3)
	

	HLF-6
	In cases, where a permissions target’s management over his permissions rules is in whole or in part restricted by another permissions manager, (e.g., an enterprise), the permissions target whose permissions are being managed SHOULD be informed of his limitations with regards to managing his permissions rules when he tries to manage them.

(Use Case 5.3)
	

	HLF-7
	The requester SHALL be able to request either a single attribute or a group of attributes of the permissions target. 

(Use Case 5.1)
	

	HLF-8
	The requester MAY be a group of requesters.

 (Use Case 5.1)

Editor’s note: This requirement is FFS
	

	HLF-9
	The GPM enabler SHALL allow permissions managers to assign at least the following actions to permissions rules: ask, grant, deny.

 (Use Case 5.1)
	

	HLF-10
	The actions associated with the permissions rules SHALL be extensible (e.g., Ask, grant once, grant always, deny once, deny always, for this attribute X and not for the attribute Y...). 

(Use Case 5.1)
	

	HLF-11
	Based on the context, the GPM enabler SHALL be able to give a permissions checking response with some granularity (grant for some attributes and deny for others). (Use Case 5.1)
	

	HLF-12
	GPM SHALL be able to give a permissions checking response based on information associated with

·  The requester (the end-user identity and the application used)

· The permissions target identity

 In addition to the above, the following information MAY be used:

· The intended use of the target attributes (i.e. use that will be made of this information by the application, e.g. to access and modify a target attribute)  
· Other relevant information (e.g. context information or other information coming from OMA enablers) 
(Use Case 5.1)
	

	HLF-13
	Once the permission to access a particular (set of) attributes has been expressed (e.g. grant always), it SHALL be possible to notify the permissions target or delegate every time the information is requested.

(Use Case 5.1)
	

	HLF-14
	The target notification SHALL contain at least the following:

· The requester identity, and 

· The attributes/group of attributes requested.

If the target request is initiated by an end-user (e.g., as part of a service request), then the target notification SHALL also contain:

· The identity of the end-user of an application that makes a target request

(Use Case 5.1)
	

	HLF-15
	The GPM enabler SHALL support permissions rules based on well-defined schema and semantics
	

	HLF-16
	The GPM enabler SHALL uniquely identify the permissions rules applied to each requester
	

	HLF-17
	The permissions manager SHALL be able to manage permissions rules according to:

· The context of the requester (e.g., relationship between requester and permissions target)

· The context of the target (e.g., user behaviour or situations such as work, home etc)

· Other information

(Use Case 5.4)
	

	HLF-18
	The GPM enabler SHOULD support the ability for principals (e.g. permissions managers or rules administrator) to subscribe to notifications of management operations performed on the permissions rules they manage.
	

	HLF-19
	The permissions target SHOULD be able to view the permissions rules created on his/her behalf in a user friendly way.
	

	HLF-20
	The GPM Enabler MAY issue a particular Permission Checking Response which is not necessarily in response to an earlier Permission Checking Request, but instead can be a response that reflects updates and changes of the Target Attributes in the mean time. E.g. location of a Permission Target (as it may be different at the time of response from the time when requested and therefore this difference will be reflected in the Permission Checking Response), the time of day, or the interval between permission checking requests.
	


Table 1: High-Level Functional Requirements

7.2.1 Types of Permisson Rules

	Label
	Description
	Enabler Release

	PermTypes-1
	Included in the permissions rules stored per individual permissions target, there MAY be a permissions rule that allows the permissions target to delegate some or all permissions management operations to one or more other principal(s).

(Use Case 5.3)
	

	PermTypes-2
	The GPM enabler SHALL allow permissions managers to associate permissions rules to different resources (i.e., service enablers).

(Use Case 5.3)
	

	PermTypes-3
	A permissions manager SHALL be able to provision a rule that determines whether consent is required from a permissions target before information about that permissions target is released to a requester.

(Use Case 5.3)
	

	PermTypes-4
	A permissions manager SHALL be able to provision permissions rules that allow a permissions target to be notified of specific changes to his permissions rules.

 (Use Case 5.3)
	

	PermTypes-5
	A permissions manager SHALL be able to provision permissions rules that allow a permissions target to be notified once changes to his permissions rules take effect.

(Use Case 5.3)
	

	PermTypes-6
	Permissions rules stored per individual permissions target, MAY include permissions a rule which causes a permission checking response which depends on earlier permission checking requests and other context, such as the time of day, the permission target, or the interval between permission checking requests.

	

	PermTypes-7
	The permissions manager SHALL be able to provision an override permissions rule that impacts (i.e., cancels or pre-empts) an existing permissions rules(s). 

(Use Case 5.4).
	

	
	
	


Table 2: Types of Permission Requirements

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is proposed that the GPM AHG agrees the inclusion of the requirements in the RD.
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