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1 Reason for Contribution

After inclusion of the new definition for ‘Administrator’, some clarifications were thought to be required, especially with respect to the actor’s relationship with the Permissions Manager. Noting that according to the current definition, the ‘Administrator’, sets the priorities for permissions rules, it is felt necessary to clarify some requirements and also to clarify that it is the Permissions Manager who delegates out rights to perform permissions management functions to other principals, i.e. his/her delegates.

To encourage further discussion, a second model is put forward suggesting that the Permissions Manager sets priorities of the rules (since he/she knows what rights he has delegated out). 

In both models, the Administrator must also be able to manage non-user related permissions rules or policies that only a Service Provider can apply.

This contribution would also close action GPM-2006-A002.
2 Summary of Contribution

In OMA-REQ-GPM-2006-0011R01-administrator-clarifications we agreed the following requirement:

“In the case that multiple Permissions Managers exist for the same Permissions Target, the administrator SHALL determine which permissions rules will apply in a given context  (e.g. a parent’s rules in one context or a service provider’s policy in a different context).”

We also have an existing requirement, DEL-1 that states:


“Permissions Managers SHALL be able to assign other principal(s) to perform some or all permissions management operations on their behalf. (Use Case 5.3)”

This contribution proposes to create a distinction in the roles between the actor who has the initial or primary function assigned to him (usually by subscription) to perform all permissions management functions, and, the principal(s) who has/have been delegated some rights by that initial or primary Permissions Manager. 

We propose to call the initial or primary authorized principal as ‘The Permissions Manager’. This actor has by default the right to all the permissions management functions currently in PMF-2. All other actors with permissions management functions are called ‘Permissions Manager’s Delegates’. We have proposed a requirement that states that the ‘Permissions Manager’s Delegates’ can perform permissions management functions depending on their assigned rights.

We have also modified some existing, (mainly High Level) requirements to include both the Permissions Manager and the Permissions Manager’s Delegate(s), if applicable.

We have also included in the list of functions in PMF-2, the right for the Permissions Manager to manage Permissions Manager’s Delegates, i.e. to delegate rights (and modify those rights if necessary).

In addition we have added PMF-7 and modified ADMIN-1 to clarify that the administrator is responsible for assigning priorities to permissions rules managed by multiple principals (e.g. The Permissions Manager and the Permissions Manager’s Delegate(s).

We also propose to clarify in the definition of the Administrator that this actor manages permissions rules associated with Service Provider policies (consistent with ADMIN-1), since the Administrator is the only one that knows the service provider rules - so he needs to be able to manage them. This cannot be done by a subscriber or end-user. The Administrator also needs to be notified about permissions rules changes, so that he is aware that permissions rules precedence may have to be changed (this has been done by adding requirement PMF-8).

We are still somewhat concerned of a possible confusion between data that can be entered by the permissions manager (data relative to the permissions target) and data that can only be entered by the Administrator (Service Provider rules). We note also that this question is still identified as an Editor’s Note in the RD. 

A possible better way to distinguish between these sets of data would be to re-consider defining data entered by permissions manager as “permissions target preferences”. This would allow the RD to refer then to “permissions rules” as the expression put in place by the Administrator to handle the combination of “permissions target preferences ”and “service provider rules” and thus determine the priority between permissions rules.
3 Detailed Proposal

See attachment with changes and Recommendation below.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is suggested to discuss the above proposed changes.

Before agreeing these changes, it is also recommended that the GPM AHG discuss and consider an alternative approach to the role of the administrator as suggested in the following changes. 

Alternative change 1
With the definitions agreed in OMA-REQ-GPM-2006-0011R01-administrator-clarifications, and associated requirements; the current model suggests that the administrator assigns priorities to permissions rules. We think it is more realistic that the Permissions Manager has the role of assigning the priority, since this actor is the one that assigns or delegates rights to manage permissions rules to other principals. The administrator is still an important actor in GPM in that he/she is the principal that ‘manages’ the Permissions Manager by subscription and remains the actor responsible for provisioning service provider policies.

In this model, we include the possibility for the administrator to assign him/herself the role of the (primary) permissions manager, and therefore by default, the ability for this actor to delegate other permissions managers as well as responsibility to prioritize permissions rules, since the latter is a function of the Permissions Manager.

If we accept this model instead, we propose to amend the definition of Administrator to: 

	Administrator
	The authorised principal who administers the role of The Permissions Manager and therefore which Permissions Targets the Permissions Manager can manage. (This actor is typically the GPM service provider).


Do we prefer the above change to the Administrator? If yes, then we should also consider the following tweaks to the following requirements:

Alternative Change 2:
	HLF-29
	In the case that the Permissions Manager has assigned one or more Permissions Manager’s Delegate(s) for the same Permissions Target, the permissions rules set by the Permissions Manager SHALL take precedence 

	


Alternative Change 3:
	PMF-7
	The Permissions Manager SHALL assign priority to permissions rules if there are multiple sets of permission rules that include different values for the same Permission Target. (I.e. allow one set of permissions rules to take precedence over a different set of permission rules)
	


Alternative Change 4:
	ADMIN-1
	The Administrator SHALL be able to assign him/herself as the Permissions Manager e.g. to manage rules specific to regional regulatory policies.
	


Finally, regarding the existing requirement PMF-1, we suggest moving to the High Level Functions or deleting it.

All other changes in the attachment remain the same.
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