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3.Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Administrator

	A principal who manages the relative priorities of the permission rules related to a given Permission Target. If there is more than one Permissions Manager for a given Permissions Target, then the Administrator will prioritise which permissions rules would take precedence. (This actor is typically the GPM service provider).

	Ask Request
	An enquiry from GPM to the Ask Target for his/her consent for the release of a target attribute.

	Ask Target
	Any principal who is the recipient of an ask request. The Ask Target may be the Permissions Target, Permissions Manager(s) or any principal.

	Context
	Static or dynamic information pertaining to a principal (i.e. a Target Attribute Requester, Target Attribute Consumer or Permissions Target) that can be used in permissions rule evaluation

	Delegate
	To designate specified tasks ormanagement functions by an authorized principal  to another principal.


	Permission Checking Request
	An enquiry from a principal, (e.g. service enabler) to the GPM enabler for permission to grant access to target attributes.

	Permissions Checking Response
	An expression of the results of a permissions checking request

	Permissions Manager
	A principal, (typically a human end-user) who is the primary authorised principal to manage (creates/retrieves/modifies/deletes) permissions rules associated with the Permission Target's attributes. (This actor can be any principal including those that carry out other roles, e.g. the Permissions Target,  the Administrator).

	Permissions Manager’s Delegate
	A principal, (typically a human end-user) who has been authorised by the Permissions Manager to perform one or more specific permissions management functions

	Permissions Rule
	An expression of the conditions that determine the extent to which Target Attribute Requesters and Target Attribute Consumers are allowed to access target attributes, e.g. if requestor = “is in my domain” and “target attribute” = “my location” then grant my location etc.  

	Permissions Target
	Any principal, (typically a human end-user) whose target attributes are subject to permission rules

	Principal
	See [OMA-Dict]

	Pseudonym
	A fictitious identity, which may be used to conceal the true identity (i.e. MSISDN and IMSI, MDN/MIN, email address) of a Permissions Target’s device from the Target Attribute Requester and Target Attribute Consumer, or to conceal the true identity of the Target Attribute Requester and Target Attribute Consumer or the Permissions Target. (Adapted from [MLS]).

	Target attributes
	Information pertaining to Permissions Target(s) and which are governed by permission rules.  Target attributes can be either static, i.e. that changes relatively infrequently such as information in an address book, or dynamic, i.e. that could change more frequently determined such as user presence or geographical location.

	Target Attribute Requester
	Any principal (or group of principals) that originates a target request.

	Target Attribute Consumer
	A principal (or group of principals) consuming/making use of a target attributes or a derivative (e.g. a map showing the location of the Permissions Target). This role will typically be played by an end-user or an application.

	Target notification
	An announcement to the Permissions Target that a target request has been received. 

	Target (or access) request
	An enquiry from a Target Attribute Requester with respect to being granted access to target attribute(s). E.g. a service invocation that includes target attributes as service parameters.

	Target response
	An expression of the results of a target request

	Validity Period
	A time period starting when an ask request is sent by the GPM and during which the GPM waits for an answer from the Ask Target


4.1
Actors in the context of GPM
The following diagram is only intended to give an overview of the actors and their potential relationships as defined in this RD and is not intended to pre-suppose any particular architecture or necessarily identify interfaces.




[image: image2.wmf]Service 

Provider Resources

GPM

Requests access 

to target 

attributes

Used to provide 

personalised, privacy

-

protected services

Target Attribute 

Requester

The Permissions

Manager

Wants to manage  

permissions of the 

permissions target

Wants customised 

services and his 

privacy respected

Permissions

Target 

Requests target 

information

Provisions & manages 

permissions rules 

Consents to 

permissions set on his 

behalf

Administrator

Service Delivery

Wants to administer the 

priorities of the permissions 

rules set by permissions 

managers

Administers priorities of 

permissions rules

Request for/response to 

permissions rules check

Target 

Attribute 

Consumer

receives 

target 

information

Wants to 

consume 

target 

information

The Permissions

Manager’s 

Delegate

Wants to exercise 

management rights 

assigned to him/her


Figure 1: GPM Actors

The Permissions Target is the principal who is the subject of permissions rules that govern the way other principals access information about him and ultimately how his services are executed. The Permissions Target is usually a human end-user of services. 

The Permissions Manager is an authorised principal who manages, (creates, modifies, deletes etc) permissions rules. The Permissions Manager is the principal who pays for the subscription, and in some cases acts on behalf of the Permissions Target. In other cases, the Permissions Manager is the same principal as the Permissions Target. The Permissions Manager can also delegate the right to perform some permissions management functions to other principals, i.e. the Permissions Manager’s Delegates.. GPM takes into account that permissions management operations will have to be performed at a generalised, high level and succinct manner in order to ensure human usability. 

The Administrator is responsible for determining the relative priority of the permissions rules for a given permissions target.. The Administrator is typically employed by an operator or service provider.  There is a direct relationship between the Administrator and the Permissions Manager, e.g. in the case of an enterprise, the enterprise IT department holds the GPM subscription with the Adminstrator of the GPM Service Provider.
The Target Attribute Consumer is any principal that wishes to consume information (target attributes) about the Permissions Target either directly or through the invocation of a service. The Target Attribute Requester is the actor that requests access to the attributes of the Permissions Target (e.g. on behalf of the Target Attribute Consumer). The Target Attribute Requester may be an application residing in the service provider network of the Permissions Target, or it may be a third party application residing in an external network, or he may be another end-user of services. With GPM, Target Attribute Requesters can therefore discover over standardised interfaces, the extent to which information about Permissions Targets can be accessed or disclosed to them. In some cases a single actor may combine the Target Attribute Consumer role with the Target Attribute Requester role.

The service provider will want to use GPM to check permissions set for the Permissions Target before any data about him is disclosed to the Requester as part of its service delivery. Part of this process could involve checking if consent is required and by whom.

1. Requirements
(Normative)

6.1 High-Level Functional Requirements

	Label
	Description
	Enabler Release

	HLF-1
	The Permissions Manager SHALL be by default the owner of the GPM subscription
	

	HLF-2
	 The Permissions Manager MAY assign one or more Permissions Manager’s Delegate(s) to manage per-target permissions rules
	

	HLF3
	The GPM enabler SHALL allow the Permissions Manager and/or a Permissions Manager’s Delegate(s)  to manage per-target permissions rules 

· At any time 

· From any capable device type and over any capable network, (e.g. mobile or fixed network).  
(Use Case 5.2)
	

	HLF-4
	The GPM enabler SHALL support different permission rules for different Permissions Targets regarding access to and usage of target attributes
	

	HLF-5
	The GPM enabler SHALL support the use of the same permission rules for multiple different Permissions Trgets regarding access to and usage of target attributes
	

	HLF-6
	It SHALL be possible to request consent from either:

· The permissions Target, or

· The Permissions Manager, or

· Permissions Manager’s Delegate
(Use Case 5.3)
	

	HLF-7
	If changes to permissions rules cannot be made effective immediately, previous permissions rules SHALL remain effective until the changes have been activated. (Use Case 5.3)
	

	HLF-8
	A Permissions Target MAY be identified as a Permissions Manager
	

	HLF-9
	The Permissions Manager and/or a Permissions Manager’s Delegate who has requested changes to permissions rules SHOULD be notified when the changes are effective or will become effective. (Use Case 5.3)
	

	HLF-10
	It SHOULD be possible for the Administrator/Permissions Manager to provision default permissions rules for the Permissions Target
	

	HLF-11
	When using a service for the first time, it SHALL be possible for the Permissions Target to be informed that default permissions rules have been provisioned for him/her
	

	HLF-12
	It SHALL be possible to notify a Permissions Target of any changes to permissions rules made on their behalf by a A Permissions Manager and/or a Permissions Manager’s Delegate. (Use Case 5.3)
	

	HLF-13
	The GPM enabler SHOULD make use of existing, unique Identifiers (e.g. MSISDN/IMSI, MDN/MIN, e-mail Address) for addressing target principals that are End Users.
	

	HLF-14
	The GPM enabler SHALL support the ability of a Permissions Target to use a pseudonym. [Privacy]

Editor’s note: This requirement is not complete and should be revisited
	

	HLF-15
	If the Permissions Manager’s Delegate is also the Permissions Target, and thethe management rights of  the Permissions Manager’s Delegate are in whole or in part restricted by the Permissions Manager, (e.g., an enterprise IT Manager), the Permissions Target SHOULD be informed of his limitations with regards to managing his permissions rules when he tries to manage them.

(Use Case 5.3)
	

	HLF-16
	The permissions checking request SHALL be able to support a request for either a single attribute or a group of attributes of the permissions target. 

(Use Case 5.1)
	

	HLF-17
	The GPM enabler SHALL allow the Permissions Manager and/or the Permissions Manager’s Delegate(s) to assign at least the following actions to permissions rules: ask, grant, deny.

 (Use Case 5.1)
	

	HLF-18
	The actions associated with the permissions rules SHALL be extensible (e.g., Ask, grant once, grant always, deny once, deny always, for this attribute X and not for the attribute Y...). 

(Use Case 5.1)
	

	HLF-19
	Based on the context, the GPM enabler SHALL be able to give a permissions checking response with some granularity (grant for some attributes and deny for others). (Use Case 5.1)
	

	HLF-20
	GPM SHALL be able to give a permissions checking response based on information associated with

·  The Target Attribute Consumer (e.g. the end user identity) and the Target Attribute Requester (e.g. the application used)

· The Permissions Target identity

· The requested target attributes
 In addition to the above, the following information MAY be used:

· The intended use of the target attributes (i.e. use that will be made of this information by the application, e.g. to access and modify a target attribute, e.g. to access and modify a target attribute, or sharing medical data with doctors but not students)  
· User profile information and other relevant context information (e.gtime of day, number of requests per unit time or other information coming from OMA enablers) 
(Use Case 5.1)
	

	HLF-21
	Once the permission to access a particular (set of) attributes has been expressed (e.g. grant always), it SHALL be possible to notify the Permissions Target (or another principal, as required by the permission rule)  every time the information is requested.

(Use Case 5.1)
	

	HLF-22
	The target notification SHALL contain at least the following:

· The Target Attribute Requester identity and/or Target Attribute Consumer identity, and 

· The attributes/group of attributes requested.

(Use Case 5.1)
	

	HLF-23
	The GPM enabler SHALL support permissions rules based on well-defined schema and semantics
	

	HLF-24
	The GPM enabler SHALL uniquely identify the permissions rules. 
	

	HLF-25
	The Permissions Manager and/or Permissions Manager’s Delegate(s) SHALL be able to manage permissions rules according to:

· The context of the Target Attribute Requester (e.g., relationship between Target Attribute Requester and Permissions Target)

· The context of the Target Attribute Consumer (e.g., relationship between Target Attribute Consumer and Permissions Target)

· The context of the target (e.g., user behaviour or situations such as work, home etc)

· Other information

(Use Case 5.4)
	

	HLF-26
	The GPM enabler SHOULD support the ability for the Permissions Manager to subscribe to notifications of management operations performed by the Permissions Manager’s Delegate(s)..
	

	HLF-27
	The Permissions Target SHOULD be able to view the permissions rules created on his/her behalf in a user friendly way.
	

	HLF-28
	The GPM enabler SHALL provide principals (e.g. Permissions Target, Permissions Manager, Permissions Manager’s Delegate(s), Ask Target) with the same experiences even when the principal is in a visited network
	

	HLF-29
	GPM MUST allow provisioning tools that enable the Permissions Manager and/or the Permissions Manager’s Delegate(s) to manage permissions rules with adequate quality of experience [QoE]. 
	

	HLF-30
	In the case that multiple Permissions Managers exist for the same Permissions Target, the Administrator, SHALL determine which permissions rules take priority in a given context  (e.g. a parent’s rules in one context or a service provider’s rules in a different context).
	

	HLF-31
	The GPM enabler SHALL support the ability of network or terminal resources, (e.g. IM, Presence, PoC enabler, SUPL client…) to stay aware of updates performed on the permissions rules associated to the resource.
	

	HLF-32
	The GPM enabler SHALL be able to apply consistent permission checking, to both network, and terminal based applications.
	


Table 1: High-Level Functional Requirements

1.1.1 Types of Permisson Rules

	Label
	Description
	Enabler Release

	PermTypes-1
	On a 'per target attribute' basis, the Permissions Manager and/or the Permissions Manager’s Delegate(s) SHALL be able to provision permissions rules to specify which target attribute(s) that a Target Attribute Requester and/or a Target Attribute Consumer may access and which target attribute(s) a Target Attribute Requester and/or a Target Attribute Consumer may not.
	

	PermTypes-2
	Among the types of rules supported by GPM there there MAY be a permissions rule that allows the Permissions Manager to delegate some or all permissions management operations to one or more other Permissions Manager’s Delegate(s)
(Use Case 5.3)
	

	PermTypes-3
	The GPM enabler SHALL allow the Permissions Manager and/or the Permissions Manager’s Delegate(s)  to associate permissions rules to different resources (i.e., service enablers) and/or applications.

(Use Case 5.3)
	

	PermTypes-4
	Among the types of rules supported by GPM there SHALL be a permissions rule type that determines which principal (e.g. the Permissions Target and/or Permissions Manager and/or the Permissions Manager’s Delegate(s)) to be notified of specific changes to permissions rules. (Use Case 5.3)
	

	PermTypes-5
	Among the types of rules supported by GPM there SHALL be a permissions rule type that allows a principal (e.g. Permissions Target and/or Permissions Manager and/or the Permissions Manager’s Delegate(s)) to be notified once changes to his permissions rules take effect.

(Use Case 5.3)
	

	PermTypes-6
	The Permissions Manager and/or the Permissions Manager’s Delegate(s) SHALL be able to provision an override permissions rule that impacts (i.e., cancels or pre-empts) an existing permissions rules(s). 

(Use Case 5.4).
	

	PermTypes-7
	A Permissions Manager and/or the Permissions Manager’s Delegate(s) SHALL be able to provision a rule that determines whether a target notification is required to be sent to the Permissions Target
	

	PermTypes-8
	If multiple devices are associated with a single Permissions Target, the GPM enabler SHALL support permission rules where:

(a) One Permissions Target uses multiple devices simultaneously;

(b) One Permissions Target uses only one device at a given time or for a particular service.
	

	PermType-9
	The GPM enabler SHALL include a mechanism for a Permissions Manager and/or the Permissions Manager’s Delegate(s)) to express the validity conditions for the release of a particular attribute or group of attributes.
	

	PermType-10
	Permission rules with validity conditions SHALL specify what outcome is to take place if the validity conditions are not met
	

	PermType-11
	The following types of validity conditions SHALL be supported:

· Availability lifetime of target attributes

· Target Attribute Requester context information [see HLF-24]
	

	PermType-12
	Among the types of rules supported by GPM there MAY be a permissions rule type which causes a permission checking response which depends on other context, such as e.g. information related to earlier permission checking requests, the time of day, the permission target, or the interval between permission checking requests.
	


Table 2: Types of Permission Requirements

1.1.2 Permissions Management Functions

	Label
	Description
	Enabler Release

	PMF-1
	It SHALL be possible to assign “roles” to principals that determine the rights for the management of a given set of permissions rules.  

Editor’s note: An explanation of what ‘roles’ means is required.
	

	PMF-2
	The Permissions Manager SHALL be able to perform all of the following permissions management functions:

· Create permissions rules, (see section 6.1.1)
· Read permissions rules

· Delete permissions rules

· Modify permissions rules 

· List permissions rules (e.g. according to search or filter criteria)
· Suspend permissions rules (i.e., temporarily halt rules without deleting or modifying them)

· Resume Permissions rules

· Retrieve management rights

· Manage the Permissions Manager’s Delegate(s), (i.e. assign/remove/modify the rights for authorised principals to perform permissions management functions).
	

	PMF-3
	The Permissions Manager’s Delegate(s) SHALL be able to perform some or all of the permissions management functions described in PMF-1, depending on their assigned rights.
	

	PMF-4
	The Permissions Manager (and/or the Permissions Manager’s Delegate(s), if applicable) SHALL be able to create permissions rules based on a combination of some (or all) of the following:

· The Target Attribute Consumer (e.g. the end user identity) and the Target Attribute Requester (e.g. the application used)

· The intended use of the target attributes (i.e. use that will be made of this information by the application.)

· The Permissions Target

· Target attributes 

· Context information (e.g. between 9 and 12 o'clock)

· Synchronous or asynchronous events, (e.g. a car accident causing a jam on a motorway)

(Use Case 5.4).
	

	PMF-5
	The Permissions Manager (and/or the Permissions Manager’s Delegate(s), if applicable) SHALL be able to modify existing permissions rules when target attributes are added.
	

	PMF-6
	When creating or modifying permissions rules, the Permissions Manager (and/or the Permissions Manager’s Delegate(s), if applicable) SHALL be able to specify multiple outcomes per permissions rule.
	

	PMF-7
	The Administrator SHALL assign priority to permissions rules if there are multiple sets of permission rules that include different values for the same Permission Target. (I.e. allow one set of permissions rules to take precedence over a different set of permission rules)
	

	PMF-8
	The Administrator SHALL be notified of all changes to permissions rules (creation/deletion/modification) for a given permissions target.
	


Table 3: Permissions Management Functions Requirements

1.1.3 Ask Management Requirements

	Label
	Description
	Enabler Release

	Ask-1
	If the permission checking request, results in an Ask request, and when this Ask request is sent, the GPM enabler SHALL notify the Target Attribute Requester
	

	Ask-2
	If the Ask Target can be identified as the Target Attribute Consumer, this information SHALL appear in the notification sent by the GPM enabler to the Target Attribute Requester
	

	Ask-3
	It SHALL be possible that the Ask request is sent to a principal other than the Permissions Target, e.g., (the Permssions Manager or the Permissions Manager’s Delegate) (Use Case 5.1)
	

	Ask-4
	It SHALL be possible for the Ask Target to manage 'Once' or 'Always' cases in its 'ask' notification answer. (Use Case 5.1)
	

	Ask-5
	The Ask request SHOULD present to the Ask Target the Target Attribute Consumer identity and/or Target Attribute Requester identity. (Use Case 5.1)
	

	Ask-6
	If the permissions rules include an Ask rule, the Permissions Manager SHALL be able to set a validity period for providing an answer regarding a permissions checking request. (Use Case 5.1).
	

	Ask-7
	The validity period of the answer of the Ask Target SHALL be parameterised. (Use Case 5.1).
	

	Ask-8
	If an ask validity period has not yet expired and the Ask Target has not yet responded and another permission checking request carrying the same inputs as the first one, is received by GPM, then

· The GPM enabler SHALL NOT send again an ask request to the Ask Target, and
· The GPM enabler SHOULD notify the requester by a predefined message that says that the request was already received and no additional Ask request was sent.
 (Use Case 5.1).

	

	Ask-9
	In the case the validity period expires before the Ask Target has responded, the Target Attribute Requester SHALL be notified according to a default ask management rule. (Use Case 5.1).
	

	Ask-10
	It SHALL be possible to have in the permission rules a rule set to ‘Ask’ that mandates that the Permissions Target or another assigned principal (e.g. the Permssions Manager or the Permissions Manager’s Delegate) is first asked to which extent the permission can be given to the Target Attribute Requester.

Editor’s Note: For Ask-9 and –10 it is to be investigated if target attribute consumer should be involved as well
	

	Ask-11
	GPM MAY provide a mechanism for Permissions Managers or Permissions Targets to indicate their willingness/unwillingness to receive an ask request
	


Table 4: Ask Management Functions Requirements

1.1.4 Delegation

	Label
	Description
	Enabler Release

	DEL-1
	The Permissions Manager SHALL be able to delegate other principal(s) to be Permissions Manager(s), i.e. create Permissions Manager’s Delegate(s).
	

	DEL-2
	Depending upon the rights assigned to the Permissions Manager’s Delegate(s), the Permissions Manager’s Delegate MAY be able to delegate some or all of the permissions management functions he has been assigned.
	

	DEL-3
	The Permissions Manager SHALL be able to assign some granularity to the permissions management rights assigned to Permissions Manager’s Delegate(s). (Use Case 5.3) 
	

	DEL-4
	The granularity of permissions management rights that are assigned to Permissions Manager’s Delegate(s) MAY be determined by at least the following criteria:

· The identity of the Permissions Target, (e.g. ‘read’ only for Permissions Target A, ‘read’ and ‘modify’ for Permission Target B etc)
· The identity of the Permissions Manager’s Delegate 

· The identity of the principal who has delegated those rights, (e.g. A delegates to B who delegates to C. B has rights determined by A and C has rights determined by B)

	

	DEL-5
	It SHALL be possible for Permissions Manager’s Delegate(s) to be notified of their rights when their delegation is created or modified.
	

	DEL-6
	The Permissions Manager SHALL be able to permanently transfer the management rights of target attributes for a given Permissions Target to a Permissions Manager’s Delegate, e.g. if he unscubscribes or tansfers his subscription to a Permissions Manager’s Delegate
	

	DEL-7
	It SHOULD be possible for the Permissions Target to be informed if Permissions Manager’s Delegate(s) is/are created to manage his/her permissions rules.

	


Table 5: Delegation Requirements

1.1.5 Security

	Label
	Description
	Enabler Release

	SEC-1
	The GPM enabler SHALL support:

a) Authentication and authorisation of principals wishing to perform permissions management functions

b) Integrity and confidentiality of permissions management operation messages.

	

	SEC-2
	GPM SHOULD support secure communication between the source requesting permissions checking and GPM
	

	SEC-3
	The GPM enabler SHOULD use available mechanisms to log all permissions management operations.
	

	SEC-4
	The GPM enabler SHALL protect against potential security threats, including denial-of-service attacks and identity theft.
	

	SEC-5
	It SHALL be possible to authenticate and authorise an entity issuing a permissions checking reques
	

	SEC-6
	·If the GPM enabler support mechanisms to log permissions management operations, the information as below SHALL be stored:

a) the type of permission management operations (e.g. Create/Modify/Delete)

b) the time of operations

c) the identity of principal who performed permission management operations

d) the permission rules that permission management operations applied to
	

	SEC-7
	The GPM enabler SHALL take into account obligations under applicable laws in different jurisdictions that might be in conflict with, and sometimes override permissions rules (e.g. mandatory obligations for lawful interception).
	

	SEC-8
	The GPM SHALL store the information pertaining to permissions target securely. (e.g. permissions rule, the identity of permissions target, the log related to permissions target)
	


Table 6: Security Requirements

1.1.6 Charging

	Label
	Description
	Enabler Release

	CHRG-1
	The GPM enabler SHALL be able to capture charging information.
	


Table 7: High-Level Functional Requirements – Charging Items

1.1.7 Administration and Configuration

	Label
	Description
	Enabler Release

	ADMIN-1
	In addition to the information supplied by the Permissions Manager and/or Permissions Manager’s Delegate(s), the Administrator SHALL be able to manage permissions rules precedence (e.g. for rules based on local or regional regulatory policies).
	

	ADMIN-2
	The Administrator SHALL be able trace all relevant information related to permissions checking requests.
	

	ADMIN-3
	The GPM enabler SHALL support a mechanism to allow one set of permissions rules to take precedence over a different set of permission rules (if there are multiple sets of permission rules that include different values for the same permission target).
	


Table 8: High-Level Functional Requirements – Administration and Configuration Items

1.1.8 Usability

	Label
	Description
	Enabler Release

	USAB1
	The GPM enabler SHALL allow Permissions Target who access new services to easily re-use their existing permissions rules for those new services. (Use Case 5.2)
	

	USAB-2
	The GPM enabler SHALL allow the Permissions Manager to apply default permissions rules.  (Use Case 5.2)

Editor’s Note: Requirements on how permissions rules are applied (e.g. globally across enablers, according to requesting principal identity etc) and the roles and the responsibilities of each actor will need to be determined.
	

	USAB-3
	It SHOULD be possible for the Permissions Manager (and/or Permissions Manager’s Delegate) to check the outcome of permissions rules before activating them, (e.g. ‘what-if’ testing).

(Use Case 5.4).
	

	USAB-4
	It MAY be possible for a Permissions Manager (and/or Permissions Manager’s Delegate) to trace the outcome of permissions rules
	

	USAB-5
	The Permissions Manager and the Permissions Manager’s Delegate (if applicable) MAY be able to modify default permissions rules
	


Table 9: High-Level Functional Requirements – Usability Items

1.1.9 Interoperability

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 10: High-Level Functional Requirements – Interoperability Items

1.1.10 Privacy

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 11: High-Level Functional Requirements – Privacy Items

6.2 Overall System Requirements

	Label
	Description
	Enabler Release

	OSR-1
	The GPM enabler SHALL NOT restrict deployment options
	

	OSR-2
	The GPM enabler SHALL be able to be used by any services applicable to any kind of users or segments
	

	OSR-3
	The GPM enabler SHALL support mechanisms to associate target attributes with at least the following information about Permissions Targets:

· Identity 

· Location information, see [MLS]

· Presence information, see [SIMPLE]

· Other Personal Data, see [Privacy]

· Application specific data (e.g., clock, calendar information, etc)

· Preferred device(s) 

· Other user preference data (e.g., do not disturb me using MMS)

Editor’s Note: The term ‘preferences’ needs to be clarified and further contributions are invited.

(Use Case 5.4).
	

	OSR-4
	The GPM enabler SHALL support target requests from at least the following types of Target Attribute Requesters:

· End-users (including those belonging to different networks) wanting to communicate with other end-users of services 

· Third Party applications 

· Other service enablers

(Use Case 5.4).
	

	OSR-5
	The GPM enabler SHALL support permissions checking requests from at least the following sources:

· Service provider resources (e.g. service enablers) in response to a target request

· A third party application.

· Terminal based resources (e.g. service enablers)
	

	OSR-6
	The GPM enabler SHALL support the following types of variables for data utilised or generated during a permissions checking request/response:

· Input variables 

· Output variables
	

	OSR-7
	Permissions checking requests SHALL provide at least the following types of data as input variables:

· The Target Attribute Consumer (e.g. the end-user identity) and the Target Attribute Requester (e.g. the application used)

· The Permissions Target identity

· Target attributes 

In addition to the above, the following information MAY also be provided to derive an appropriate permission checking response:

· The intended use of the target attributes (i.e. use that will be made of this information by the application.)

If a target request is initiated by an end-user service request, permissions checking requests SHALL also provide the identity of the end-user
(Use Case 5.1 and 5.4)
	

	OSR-8
	Output variables SHALL be returned to the source of the permissions checking requests after the permissions rules are checked.
	

	OSR-9
	Output variables SHALL include at least the following types of data:

· Ask for all or only a list of attributes

· Grant for all or only a list of attributes

· Deny for all or only a list of attributes

The permissions checking response MAY contain any combination of the above output variables    (e.g. ASK the ’Ask Target’ to give the attribute called 'NAME', GRANT the attribute called 'ADRESS TOWN' and DENY all the other requested attributes).
	

	OSR-10
	If the output variables include a ‘deny’ response, a reason MAY be provided by the GPM enabler
	

	OSR-11
	The GPM enabler SHALL support mechanisms that allow permissions management interfaces to reflect the following:

· Permissions Manager identity (e.g., Permissions Target or delegate)

· Different categories (e.g. subscription profiles) of permissions target using a single application

· Different device capabilities

· Addition/removal of services used by the permissions target
	

	OSR-12
	The GPM enabler SHALL permit highly scalable implementations
	

	OSR-13
	The GPM enabler SHALL support “telco-grade” reliability and performance e.g., permissions checking execution and response times
	

	OSR-14
	The GPM enabler SHALL be able to log all relevant information (e.g., errors) and the associated decisions related to permissions checking requests.
	

	OSR-15
	The GPM enabler SHALL allow a permissions rule or a sub-set of permissions rules to be re-used by multiple other permissions rules.
	

	OSR-16
	Permissions checking requests SHALL be extensible to support data from various particular permissions check requestors
	

	OSR-17
	GPM SHALL define an interface for permissions checking
	

	OSR-18
	GPM SHALL support mechanisms to inform the Permissions Manager (or Permissions Manager’s Delegate if applicable) in one single step (i.e. from Permissions Manager’s perception point of view) about all relevant information to make a decision on permissions rules to be set up regarding an application the Permissions Target is willing to use

(Use Case 5.5)
	

	OSR-19
	In order to enhance usability, the GPM enabler SHALL support mechanisms to ensure that the Permissions Managers (or Permissions Manager’s Delegate if applicable) can be:

A: Informed about all Essential Target Attributes required by the Target Attribute Requester applications without which a service cannot be provided properly.

B: Informed about all Accessory Target Attributes required by the Target Attribute Requesters (i.e. these attributes enhance the service even though without them the service can be provided).

C: Informed about upgraded information required by the Target Attribute Requesters and related with the need to update permissions rules. This information SHALL include at least:

1. New essential target attributes 
2. New accessory target Attributes

D:  Informed (e.g. getting a confirmation) about permissions rules just set up by him/her and the implications the permissions rules have. This confirmation SHALL include at least 

1.    Ability/non-ability of application to provide the service with the permissions rules just set by Permissions Manager (or Permissions Manager’s Delegate if applicable). 

2.    Permissions Rules just set for this application.

3. Permissions Rules related to essential attributes/enablers just set which prevent the application from providing the service.
E:  Informed about all relevant information regarding the Requester application. This information SHALL include at least:

1.    Requester application identifier.

2.    Identity of the end-user, if the target request in initiated by another end-user

1. If the Requester application is asking for target attributes/enablers on behalf of another application, GPM SHALL:

(a) Inform the Permissions Manager  (or Permissions Manager’s Delegate if applicable) about “on behalf of” relationship between applications. 

(b) Inform the Permissions Manager  (or Permissions Manager’s Delegate if applicable) about all applications involved in the target request:

Requester application identifier, to be aware of the application performing the Target Request.

Application Identifier, to be aware of the application willing to make use of Permissions Target attributes/ enablers. 
(Use Case 5.5)
	

	OSR-20
	GPM SHALL support mechanisms to allow Permissions Manager  (or Permissions Manager’s Delegate if applicable) to set up his/her Permissions Rules regarding a certain application in one single step (i.e. from Permissions Manager’s perception point of view), in order to enhance the Permissions Manager’s experience.

(Use Case 5.5)
	

	OSR-21
	GPM SHALL support mechanisms to protect the Permissions Target from spamming and improper use of attributes/enablers. These mechanisms SHALL:

A: Allow GPM to be able to deny Permissions Checking Request’s not related to a legitimateTarget Request. 

B: Ensure, by means of enhancing and simplifying the Permissions Target’s/ Permissions Manager’s (and/or Permission’s Manager’s Delegate(s)) experience, at least the following:

1.  The prevention against repeated sending of "Ask request" notifications to the Ask Target in order to prevent spamming/ improper requests

2.  That permission manager's are informed about upgraded information required by applications (Requesters). E.g. an application asking for MMS instead of SMS enabler due to an upgrade.    

3.  The prevention against mistaking spamming/ improper requests with request coming from applications with no permissions rules set yet by the Permission Manager

(Use Case 5.5)
	

	OSR-22
	Permissions Managers (and/or Permissions Manager’s Delegate if applicable) SHALL be notified about information required by The Target Attribute Requester application and related with the need to create permissions rules in order for the application to provide the service properly.

(Use Case 5.5)
	

	OSR-23
	GPM SHALL support mechanisms to keep information related to ensure that information is made available to keep permissions rules valid. These mechanisms SHALL provide information to allow at least:

A: Administrator to delete/modify/suspend permissions rules when an application is no longer a valid Requester.

B: Administrator to delete/modify/suspend permissions rules associated with Permissions Manager(s) who are no longer valid

C: Permissions Managers/ Administrator to delete/modify/suspend permissions rules associated with an end user who is no longer a permission target for a given application (Requester).

(Use Case 5.5)
	

	OSR-24
	The Permissions Manager SHALL be able to provision a default permissions rule regarding permissions rules being removed and the associated outcomes towards the Permissions Target (e.g. "Ask the Permissions Target before any of his/her permissions rules being removed", "notify the Permissions Target before any of his/her permissions rules being removed" etc.)

(Use Case 5.5)
	

	OSR-25
	The GPM enabler SHALL support Requesters located in the same or different domains to the Permissions Target
	

	OSR-26
	The GPM enabler SHALL be able to distinguish between different types of target attributes (e.g. dynamic data such as raw presence information or calendar information, static data such as phone book entries or devices used, and other data such as charging information ).
	

	OSR-27
	The GPM enabler SHALL support the use of removable or embedded secure storage (e.g. a SIM Card or a built-in hardware module) in a device as a secure container for a Permissions Target’s identity.

Editor’s Note: requirement to be clarified.
	

	OSR-28
	The GPM enabler MAY support the ability for a Requester to indicate and provide proof that the target request is being sent under a business agreement
	

	OSR-29
	When a target request does not satisfy the permission rules set by the Permissions Manager (and/or Permissions Manager’s Delegate), it MAY be possible for the ‘deny’ output variables to include a list of acceptable request criteria for release of the target attributes
	

	OSR-30
	The authorised principal (e.g. Permissions Manager, Permissions Manager’s Delegate, Administrator) SHOULD be able to retrieve the logged information pertaining to the Permissions Target.
	

	OSR-31
	Default permissions rules MAY be applied to new or updated information contained in a permissions checking request to GPM, (e.g. a new application identity from an existing resource). 
	

	OSR-32
	The GPM enabler SHOULD support distribution of permission rules between network and terminal(s). If permission rules are distributed, the GPM enabler SHALL ensure consistency.
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· USAB-5 and OSR-32 from OMA-REQ-GPM-2006-0005R01-Registering-enablers/

· Agreed changes from OMA-REQ-GPM-2006-0012-comments-to-RD-20051222
· Agreed changes from OMA-REQ-GPM-2006-0004R04-GPM-ask-6-requirement-rewording

· Agreed changes from OMA-REQ-GPM-2006-0003R03-Usage-limits (with HLF- 19 modified as per mail thread on RD-DEV list 07/02/06
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	OMA-RD-GPM-V1_0-20060303
	3rd Mar 2006
	1, 3.2, 5.4, 6.
	· Incorporated changes agreed on conference call dated 22nd Feb 2006, i.e:

· OMA-REQ-GPM-2006-0024-RD-change-to-OSR05
· OMA-REQ-GPM-2006-0018R01-CR-GPM-1_0-RD-Permission-checking-request-from-a-terminal with agreed changes (HLF-31 and OSR-33)

· OMA-REQ-GPM-2006-0026-Ask-Target-and-Ask-Request-definitions

· OMA-REQ-GPM-2006-0022R01-GPM-RD-Attribute-Requester-Consumer, with agreed changes
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· OMA-REQ-GPM-2006-0011R01-administrator-clarifications, with agreed changes

· OMA-REQ-GPM-2006-0028-UC5.4-clarifications


Appendix B. <Additional Information>

B.1 Questions to answer for requirements formulation

The following questions are extracted from contribution OMA-REQ-GPM-2005-002-questions for discussion around the GPM work. It is expected that this list of question will grow and the answers become a set of working assumptions upon which requirement setting may focus.
B.1.1 Interactions and reuse of the work done in OMA enablers:

How will GPM take into account what has been done in OMA LOC and OMA PAG WGs?

Are there other enablers that are closely linked to GPM? Need of GPM by other enablers than LOC and PAG?

How will GPM interact with PEEM?

B.1.2 What will we cover with GPM?

· Definition of the permission settings (rules)

Does GPM cover the storage of the rules or only the access to the rules whether they are collocated or not? In case the rules are not collocated, should the GPM WI define the interaction between the GPM enabler and the various rules databases?

Synchronisation: Rules can be set in different entities (e.g. GPM and other entities), this may lead to synchronisation needs.

How should the rules to access users' information be defined ? In the rules used to access user information, there may be a part dedicated to each of the enablers for which the GPM is checking permission settings (e.g. location enabler) and a common part (common to all enablers requesting GPM). This has to be clearly defined. The rules have to be adapted to the information structure of the different enablers to which it applies.

Who is executing the rules? GPM or the OMA enablers (e.g. location, presence)? We may need to differentiate the evaluation and the execution of the rules.

· Provisioning of the rules

Provisioning of the rules includes dynamic provisioning (the user has to be able to change his permission settings whenever he wants). When are the new rules taken into account? Once they are provisioned? How the user can configure his rules?
Should the GPM WI define how the user that modifies the permission settings is authenticated? This needs to secure the access and the management of the rules.

Will GPM describe and own the attribute values themselves (e.g. presence information about a principal)? No, a priori, this is dealt with by enablers such as location, presence…

We will have to distinguish different roles for the provisioning of the rules: The user whose rules are provisioned, the administrator of the rules…

· Roles of various actors

Many of the above questions will be applicable to some or all principals involved. Should GPM identify actors and define specific roles for each actor and the relationships between actors? There is already the actor who is the subject of the rules i.e. the end-user of services. He could be the ‘target’ of another actor such as an application or service making a request on behalf of another user, or the target of a content provider wanting to push content to him based on his permission rules. 

Should his rights be the same if he is not the subscriber?  Should he automatically be notifed of certain events such as changes to his permission rules or when consent is needed to affect those changes, or should GPM functions be specified according to roles that define the relationship between theses actors?
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