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1 Reason for Change

It has been agreed by the group that a key functionality for a Mobile Advertising Enabler is the protection of user privacy by means of setting user preferences. End users subscribing to advertising services would be less disrupted during the migration from one device to another if such preferences can be conveniently and securely stored on a portable device (e.g. smart cards). This will render a transparent experience with regards to mobile advertising in those situations.

To allow this to happen, several new requirements around “user preferences” are proposed. These requirements are provided from the perspective of users and service providers.

2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To integrate the proposed requirements into the latest RD.

6 Detailed Change Proposal

Change 1:  Add a definition for “secure removable media”

3.2 Definitions

secure removable media
It refers to secure physical devices able to be inserted to and removed from terminal equipments. These devices must be able to protect not only logically but physically the data and/or applications they carry. Typical secure removable medias are the UICC’s (see [OMADICT]).

Change 2:  Introduction of 4 requirements dealing with “user preferences”

4. Requirements
(Normative)

4.2 High-Level Functional Requirements
Label
Description
Enabler Release

MobAd-FUNC-001
The User MUST be able to opt-in or opt-out for receiving ads.
MobAd 1.0

MobAd-FUNC-002
The User MUST be able to specify advertisements that are of its interest.
MobAd 1.0

MobAd-FUNC-003
The Service Provider MAY access location information in order to help the advertisement selection via the relevant OMA Enablers.
MobAd 1.0

MobAd-FUNC-004
The Service Provider MAY access presence information in order to help the advertisement selection via the relevant OMA Enablers.
MobAd 1.0

MobAd-FUNC-005
The Service Provider SHOULD access user profile’s information in order to help the advertisement selection via the relevant OMA Enablers.
MobAd 1.0

MobAd-FUNC-006
The Advertisement Selector MUST be able to obtain/receive information about the user device’s capabilities in order to help the advertisement selection via the relevant OMA Enablers.
MobAd 1.0

MobAd-FUNC-007
The Service Provider MUST be able to request to the Advertisement Selector  an advertisement  for a particular user.
MobAd 1.0

MobAd-FUNC-008
When requesting an advertisement to the Advertisement Selector, the Service Provider MUST be able to provide information, if available, that would be useful to select the advertisement (e.g. location, presence, user profile, etc).
MobAd 1.0

MobAd-FUNC-009
As per the Service Provider request, the Advertisement Selector MUST response with either:

· an advertisement

·  a reference to an advertisement (e.g. URL)

· a filler

· an indicator for no advertisement.
MobAd 1.0

MobAd-FUNC-010
Advertisements SHOULD be characterized with information relevant to the Advertisement Selector (e.g. category, type of ad, context in which this ad should be delivered, etc)
MobAd 1.0

MobAd-FUNC-011
Advertisements SHOULD be characterized with information relevant to the applications rendering the advertisements (e.g. advertiser URL, rendering information, etc)
MobAd 1.0

MobAd-FUNC-012
The AdEngine SHALL be able to expose a mechanism to AdApps through which they can pass relevant context and similar data, and in return obtain one or more advertisements.


MobAd 1.0

MobAd-FUNC-013
The AdSelector SHALL be able to expose a mechanism through which relevant context and similar data can be passed to it, and return one or more advertisements.


MobAd 1.0

MobAd-FUNC-014
The  AdEngine SHALL be able to  report metrics data, such as: 

a. AdApp identifier/name/description by which the ad was presented to the user

b. context it was presented in 

c. how many times it was served 

d. customer interactions with the ads (e.g. did the customer click to call...) 

e. how long was the banner served 

f. time of day 

g. location (if available)
MobAd 1.0

MobAd-FUNC-015
The  AdEngine SHALL be able to  obtain metrics data from AdApps, such as: 

a. AdApp identifier/name/description by which the ad was presented to the user

b. context it was presented in 

c. customer interactions with the ads (e.g. did the customer click to call...) 

d. how long was the video clip served 


MobAd 1.0

MobAd-FUNC-016
The  AdSelector SHALL be able to communicate to the AdEngine rules, instructions and metadata related to usage of advertisements, such as: 

a. frequency capping related – how many times to be shown

b. storyboarding order – first show one ad then another

c. context based (e.g. Nike ads in sport games) 

d. Location (e.g. Starbucks ad only when nearby)

e. time of day (e.g. server beer ads only after 9pm). 

f. ad customisation rules and metadata (e.g. don’t resize or shorten a clip)

g. ad expiry date and time, and similar


MobAd 1.0

MobAd-FUNC-017
The AdEngine SHALL be able to receive rules, instructions and metadata related to usage of advertisements, as well as manage and execute them.


MobAd 1.0

MobAd-FUNC-018
The AdEngine SHOULD support the pre-fetching capability at a given point of time, such as:

a. Upon AdEngine being started

b. Ad-hoc when other criteria are met, e.g. when the repository is empty

c. At SP-defined times

d. Upon AdSelector trigger


MobAd 1.0

MobAd-FUNC-019
The AdSelector SHALL be able to initiate AdEngine clearing or pre-fetching its inventory.


MobAd 1.0

MobAd-FUNC-0xx
The User SHOULD be able to carry its preferences from one device to another using a secure removable media.
MobAd 1.0

MobAd-FUNC-0xx
The Service Provider SHALL be able to store user preferences on a secure removable media.
MobAd 1.0

MobAd-FUNC-0xx
The Service Provider SHOULD be able to access user preferences stored on a secure removable media.
MobAd 1.0

Table 1: High-Level Functional Requirements

4.2.1 Security

Label
Description
Enabler Release













Table 2: High-Level Functional Requirements – Security Items

4.2.1.1 Authentication

Label
Description
Enabler Release









Table 3: High-Level Functional Requirements – Authentication Items
4.2.1.2 Authorization

Label
Description
Enabler Release









Table 4: High-Level Functional Requirements – Authorization Items

4.2.1.3 Data Integrity

Label
Description
Enabler Release









Table 5: High-Level Functional Requirements – Data Integrity Items

4.2.1.4 Confidentiality

Label
Description
Enabler Release









Table 6: High-Level Functional Requirements – Confidentiality Items

4.2.2 Charging

Label
Description
Enabler Release













Table 7: High-Level Functional Requirements – Charging Items

4.2.3 Administration and Configuration

Label
Description
Enabler Release













Table 8: High-Level Functional Requirements – Administration and Configuration Items

4.2.4 Usability

Label
Description
Enabler Release













Table 9: High-Level Functional Requirements – Usability Items

4.2.5 Interoperability

Label
Description
Enabler Release













Table 10: High-Level Functional Requirements – Interoperability Items

4.2.6 Privacy

Label
Description
Enabler Release

MobAd-PRIV-001
The user MUST be able to select information from the User profile to be available for advertisement selection in order to protect his privacy.
MobAd 1.0

MobAd-PRIV-0xx
The user preferences SHALL be protected from undesirable disclosure or exposure to non-authorized principals.
MobAd 1.0





Table 11: High-Level Functional Requirements – Privacy Items

4.3 Overall System Requirements

Label
Description
Enabler Release













Table 12: High-Level System Requirements
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