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1 Reason for Change

This contribution proposes for adding several missing requirements to 6.2.1 Security and 6.2.6 Privacy section.

Change 1 and Change 2 propose for adding requirements for Security and Privacy relevant to Identity information to align with the requirements for Context Management, as access to the Identity information should be handled equally secure and privacy protected as Context Information. 
Change 3 proposes for adding a requirement for involvement of user’s control in the authorization. There are descriptions across the RD stating that users should be kept in control of, e.g., accessing to their Identity information. However, there are no corresponding requirements for it and Change 3 proposes the requirement for it.

This contribution also incorporates the proposed changes for modularization for convenience.

2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend to review the input and to agree to integrate the consolidated version into the RD.
6 Detailed Change Proposal

Change 1:  Add requirement to Security Section
6.2.1 Security

This section identifies the high-level security needs for the NGSI enabler.
	Label
	Description
	Release
	Functional module

	NGSI–SEC-001
	The NGSI Enabler SHALL protect against potential security threats and provide secure access to the network capabilities through the Framework by Authorized Principals or Applications.
	1.0
	Overall system

	NGSI–SEC-002
	The NGSI Enabler SHALL provide interfaces to manage security policies for controlling the access to Context Information.
	1.0
	Context Management

	NGSI–SEC-003
	The NGSI Enabler SHALL provide interfaces to use the Identity Control as part of the Context Access and Privacy Control.
	1.0
	Identity control

	NGSI-SEC-004
	The NGSI Enabler SHALL provide interfaces to manage security policies for controlling the Identity Management.
	1.0
	Identity Control


Table 2: High-Level Functional Requirements – Security Items

Change 2:  Add requirements to Privacy Section
6.2.6 Privacy

This section identifies the high-level privacy needs for the NGSI enabler.
	Label
	Description
	Release
	Functional module

	NGSI-PRV-001
	The NGSI Enabler SHALL provide interfaces to control the privacy of Context Information.
	1.0
	Context Management

	NGSI-PRV-002
	The NGSI Enabler SHALL provide interfaces to control the privacy of Identity Information.
	1.0
	Identity Control

	
	
	
	


Table 4: High-Level Functional Requirements – Authorization Items

Change 3:  Add requirements to Authorization Section

6.2.1.2 Authorization

This section identifies the high-level authorization needs for the NGSI enabler.
	Label
	Description
	Release
	Functional module

	NGSI-AUZ-001
	The NGSI Enabler  SHALL be able to authorize a 3rd Party Application for submitting requests or accessing information on behalf of the User using Identifiers associated to that 3rd Party Application.
	1.0
	Identity Control

	NGSI-AUZ-002
	The NGSI Enabler SHALL be able to authorize the composition of a set of services by a given application.
	1.0
	Composed Services

	NGSI-AUZ-003
	The NGSI Enabler SHALL be able to authorize the access to a set of services by a given application on behalf of a given user.
	1.0
	Composed Services 

	NGSI-AUZ-004
	The NGSI Enabler SHALL provide a way to keep users in control of the authorization relevant to themselves in terms of privacy and security.
	1.0
	Identity Control, Context Management
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