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1. Scope


This document is the Technical Specification for the NGSI-10 interface. It specifies the identity control functions of the NGSI Enabler.
2. References













2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, URL:http://www.ietf.org/rfc/rfc4234.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/

	[NGSI-RD]
	“NGSI Requirements”, Open Mobile Alliance™, OMA-RD-NGSI-V1_0,
URL:http://www.openmobilealliance.org/ 

	[NGSI-AD]
	“NGSI Architecture”, Open Mobile Alliance™, OMA-AD-NGSI-V1_0,
URL:http://www.openmobilealliance.org/ 

	


2.2 Informative References

 

	[OMADICT]
	“Dictionary for OMA Specifications”, Version 2.7, Open Mobile Alliance™,
OMA-ORG-Dictionary-V2.7, URL:http://www.openmobilealliance.org/

	
	

	
	

	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.


3.2 Definitions

The definitions of the OMA Dictionary [OMADICT] are valid for this document unless otherwise stated below. 






	Identifier
	see [NGSI-RD]

	Identity Federation
	see “Federation” in [OMADICT]

	


3.3
Abbreviations



	NGSI
	Next Generation Service Interfaces

	OMA
	Open Mobile Alliance

	
	

	
	

	


4. Introduction


· 
· 
· 
· 

The Identity Control APIs provides interfaces in order to support functionalities for 

· management of the Identity including Identifiers, and 
· control of the Federation of the Identity.
This TS specification is part of the TS specifications for the NGSI Enabler,

4.1 Version 1.0



The NGSI TS Identity Control document specifies the NGSI-10 Interface with the following functions:

· Resolve  Identifiers 

· Register, revoke, delete  Identifiers used for the Federation 
4.2 



4.2.1 


5. NGSI-10: Technical Details
6. NGSI-10: Identity Control Interface
7. Service Description
In order to protect the privacy of the user, different identifiers could be exposed to other applications and/or other users, which should be controlled by the preferences of the user. 

NGSI-10 Identity Control Interface provides functionalities for Identity resolution and management, in order to allow the use and configuration of Identifiers of an Identity. 

The IdentityResolution Interface is used by an application which knows an Identifier of a given Identity to get another Identifier (e.g., Pseudonym) for that Identity, for the purpose of exposing the resolved Identifier to a certain usage, e.g., using this Identifier to communicate with a specific entity. The Identifier will be provided according to the policy and may be different among the different application, or may be null, depending on the application which is using the interface, to avoid any undesired disclosure of the information
IdentityManagement interface is used by an application to manage the Identifiers of an Identity with its default policy of its usage. An example of those applications may be the one which provides the user with the management of his/her Identity.

8. Data Type Definition
9. Interface
NGSI-10 Interface provides the following two interfaces:

· IdentityResolution interface – to retrieve another Identifier from a known Identifier of a given Identity

· IdentityManagement interface – to create, register, revoke and delete an Identifier of a given Identity
10. Interface: IdentityResolution
IdentityResolution Interface of NGSI-10 specifies the interface to get the Identifier of an Identity to be exposed towards a specified target.
11. Operation: ResolveIdentifier
The invocation of ResolveIdentifier requests to resolve the given Identifier of an Identity into another Identifier. The TargetIdentifier parameter indicates the target to which the new Identifier of the Identity will be exposed. 

An Identifier Unknown Policy Exception is thrown, when there is no entry for the existing Identifier as specified in KnownIdentifier paramenter.

A No Identifier Resolved Policy Exception is thrown, when no Identifier can be returned, for example, due to the policy set for that Identity.

12. Input message: ResolveIdentitfierRequest
	Part name
	Part type
	Optional
	Description
	New Parameters

	KnownIdentifier
	xsd:anyURI
	No
	The identifier known to the application which should be resolved to another one of the same Identity.
	NGSI-10

	TargetIdentifier
	xsd:anyURI
	No
	An Identifier of the target towards the known Identifier should be resolved with another one. 
	NGSI-10


13. Output message : ResolveIdentifierResponse
	Part name
	Part type
	Optional
	Description
	New Parameters

	ResolvedIdentifier
	xsd:anyURI
	No
	The identifier which should be used towards the target according to the Preferences of the related Identity.
	NGSI-10


14. Referenced faults
ServiceException from [3GPP TS 29.199-1] and Section 5.1.4 of this document:

· SVC0001 - Service error.

· SVC0002 - Invalid input value.
· SVC0UU: Identifier Unknown
· SVC00XX – Wrong Identifier Format
PolicyException from [3GPP TS 29.199-1]:

· POL0001 - Policy error.
· POL0XXX – No Identifier Resolved

15. Fault definitions
NGSI-10 interface defines an additional ServiceException and PolicyException to [3GPP TS29.199-10] and [3GPP TS29.199-1].
16. ServiceException
17. SV00XX: Wrong Identifier Format
	Name
	Description
	New Parameters

	Message Id
	SV00XX
	NGSI-10

	Text
	Wrong Identifier format is specified  in message part %1
	NGSI-10

	Variables
	%1 - message part
	NGSI-10


18. SV00UU: Identifier Unknown
	Name
	Description
	New Parameters

	Message Id
	POL0YYY
	NGSI-10

	Text
	The given Identifier is not known 
	NGSI-10

	Variables
	%1 - message part
	NGSI-10


19. PolicyException
20. POL0XXX: No Identifier Resolved
	Name
	Description
	New Parameters

	Message Id
	POL0XXX
	NGSI-10

	Text
	Unable to resolve the Identifier 
	NGSI-10


21. 

21.1 

21.1.1 

21.1.1.1 



	
	
	

	
	
	

	
	
	



Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version –or- No previous version within OMA


A.2 Draft/Candidate Version <current version> History

	Document Identifier
	Date
	Sections
	Description

	OMA-TS-NGSI Identity Control_V1_0-D
	13 Oct 2009
	none
	Creation of baseline document.

	
	23 Oct 2009
	 1,2,3,4
	Incorporated

OMA-ARC-NGSI-2009-0059R01-CR_CR_TS_IDM_section_1_to_4

	
	
	5
	Incorporated

OMA-ARC-NGSI-2009-0079R01-CR_TS_IDC_NGSI_10_IdentityResolution


Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [SCRRULES].

The following is a model of a set of SCR tables.  DELETE THIS COMMENT

B.1 SCR for XYZ Client

	Item
	Function
	Reference
	Requirement

	XYZ-C-001-M
	Something mandatory
	Section x.y
	(XYZ-C-004-O OR XYZ-C-003-M) AND
 XYZ-C-002-O

	XYZ-C-002-O
	Something optional
	Section x.y
	

	XYZ-C-003-M
	Dependencies on ZYX
	Section x.y
	ZYX:MCF

	XYZ-C-004-O
	Dependencies on ZYX
	Section x.y
	ZYX:OCF


B.2 SCR for XYZ Server

	Item
	Function
	Reference
	Requirement

	XYZ-S-001-M
	Something mandatory
	Section x.y
	XYZ-S-004-O OR XYZ-S-002-O OR XYZ-S-003-M

	XYZ-S-002-O
	Something optional
	Section x.y
	

	XYZ-S-003-M
	Dependencies on ZYX
	Section x.y
	ZYX:MSF

	XYZ-S-004-O
	Dependencies on ZYX
	Section x.y
	ZYX:OSF


Appendix C. <Additional Information>

If needed, add annex to provide additional information to support the document.  In general, this information should be informative, as normative material should be contained in the primary body of the document.

Note that the styles for the headers in the appendix (App1, App2, App3) are different than the main body.  The use below is intended to validate the styles to be used.  Remove if not needed.

DELETE THIS COMMENT

C.1 App Headers

<More text>

C.1.1 More Headers

<More text>

C.1.1.1 Even More Headers

<More text>
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