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1 Reason for Contribution

Nowadays many virus and malicious plug-in’s are wrapped in some types of content, e.g. software, and intrude into user’s device when the software is downloaded and installed. The anti-virus software has limited effect since it is easy to have many new variations of the virus. This contribution is to provide a use case about using SCIDM to verify the integrity of a content/software and to check if something is wrapped in the content, therefore ensure that the downloaded content is clean.
2 Summary of Contribution
The use case shows the general flows of using SCIDM enabler to verification content/software for anti- virus and malicious plug-in’s, based on which several high level requirements are identified. 
3 Detailed Proposal

Appendix B. Use Cases
(Informative)

B.3 Content Verification for Anti- Virus and Malicious Plug-in
B.3.1  ASK  \* MERGEFORMAT Short Description

Alice downloads a software from a software portal. After the download is completed, some monitor entity that may reside in Alice’s device or the gateway automatically calculates the fingerprint of the software and sends the fingerprint and other necessary information, e.g. software name, version, ID, to the Content Identity Manager (CIM). CIM checks if the software is registered in the database and if the associated metadata is consistent with the registered one and returns the result to Alice’s device.  
B.3.1.1 Actors

· Alice: The one who downloads software from software portals.
· Monitor Entity: Responsible for monitoring and verifying the downloaded content, e.g. software. The Entity can reside in the service or network gateway, or user device.
· Content Identity (ID) Manager (CIM): Entity that manages content registration, responds to content identify query and verification request, and issues content ID certificates.
· Content Fingerprint Extractor: Actor that extracts a “fingerprint” from the content that can uniquely identify the content. This role could be assumed by the same entity that has the role of the CIM or Monitor Entity, or an independent one.
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B.3.1.2 Normal Flow

1) Alice begins to download some software from a software portal.
2) After the download is completed, the monitor entity in Alice’s device triggers the verification of the software. It generates the content fingerprint  using the Content Fingerprint Extractor, and verifies the content ID certificate if available.
3) If verification fails or no certificate is available, the monitor entity queries the CIM by sending the generated fingerprint and the name, ID, and version of the software. 
4) CIM searches its database with the software name/ID and version. If found, the CIM checks if the fingerprint received matches the registered one, and then returns the result to the monitor entity.  
5) The monitor entity receives the response from the CIM. If the result is not a match, the software is not allowed to be installed or executed, and some prompt is presented to Alice.
B.3.1.3 Alternative Flow 1
The following is the alternative flow when the monitor entity resides in the service gateway.
1) Alice begins to download some software from a software portal.
2) When the downloaded software passes through the service gateway, the monitor entity residing in it intercepts it and generates the content fingerprint (using the Content Fingerprint Extractor, and verifies the content ID certificate if it is available.
3) If verification fails or no certificate is available, the monitor entity queries the CIM by sending the generated fingerprint and the name, ID, and version of the software, and optionally the content itself.  
4) The CIM searches its database with the software name/ID and version. If found, the CIM checks if the fingerprint received is consistent with the registered one, then returns the result to the monitor entity.
5) The monitor entity receives the response from the CIM. If the result is not consistent, the monitor entity refuses to allow the software be transmitted to Alice’s device and sends a message with some explanation to Alice’s device which is presented to Alice. Otherwise, it will let it pass.
B.3.1.4 Alternative Flow 2
The following is an alternative step for step 3), 4) and 5) in the previous two flows.
The monitor entity queries the CIM by sending the name, ID, and version of the software.  
After the content is found in the database, the CIM returns the fingerprint in the database to monitor entity. 
Monitor entity checks if the returned fingerprint matches the one it generated, and takes the same actions as in the previous two flows according to the checking result. 
B.3.2 Market Benefits

· Alice: gets clean content, and is shielded from virus and malicious plug-in’s.
· Monitor Entity: can correctly verify if the downloaded content is clean, and avoid the user device being infected by virus and malicious plug-in’s. It generates revenue by providing a valuable service to user, software vendor, etc
· Content Identity (ID) Manager (CIM): generates revenue by providing the secure content identification service.

· Content Fingerprint Extractor: generates revenue by providing a valuable service to user, CIM, etc.
6. Requirements
(Normative)

 6.1 Modularisation
Content Authentication: this functional module supports the authentication or verification of the integrity of the content being delivered. This is a mandatory functionality for certainly types of content such as application software.
Content Query: this functional module supports querying of the content and its attributes. This is a mandatory functionality.
6.2 High-Level Functional Requirements
	Label
	Description
	Enabler Release
	Functional module

	SCIDM-ContAUTH-021
	The SCIDM enabler SHALL support the verification of the binding of the content (e.g., application software) and its attributes.

	SCIDM 1.0
	Content Authentication

	SCIDM-QUER-022
	The SCIDM enabler SHALL support querying the registered content database by some of the content’s attributes (e.g., content ID, Name, or Content Fingerprint). 
	SCIDM 1.0
	Content Query
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4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended to discuss the contribution and agree with the detailed proposal to be included in the RD.
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