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1 Reason for Change

This CR adds several requirements to Section 6.2.6 Privacy.

R01 corrects clerical errors.

R02 adds a use case and adds clarifications based on recommendations from the February 11, 2009 REQ group meeting.  

2 Impact on Prior Versions

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Incorporate these changes into the SpamRep RD.

6 Detailed Change Proposal

Change 1:  Add the following Privacy requirements to Section 6.2.6:

	Label
	Description
	Release
	Functional module

	SPAMREP-PRV-001
	The SpamRep enabler MUST NOT take any action that prevents post-reception anonymisation of the identity of the Reporter of any given Spam Report by the SpamRep Server.
	SPAMREP 1.0
	

	SPAMREP-PRV-002
	To protect privacy, the SpamRep enabler MUST support full and partial suppression of the body of the Spam message which might be contained within a Spam Report. 
	SPAMREP 1.0
	

	SPAMREP-PRV-003
	The SpamRep enabler MUST NOT take any action that prevents post-reception anonymisation of the identity of the original sender of the Spam by the SpamRep Server.
	SPAMREP 1.0
	


Change 2:  Add the following Use Case to the SpamRep RD:

B.3
Report Anonymisation
B.2.1  ASK  \* MERGEFORMAT Short Description
The SpamRep enabler is designed to allow spam reports to be sent from mobile operator subscribers to the mobile operator, for purposes such as remediating future spam with similar content, or from similar sources. 

As part of this process, the operator may choose to keep all such spam reports within their administrative domain; however, there are many use case where the operator would like to forward these spam reports to a third-party domain.
Example reasons for forwarding a spam report to a third-party domain include:

1. Sending Spam Reports to an Anti-Spam Filtering vendor for automatic update of filtering rules or definitions.

2. Sending Spam Reports to other mobile operators to alert them about spam being sent from their domain.

3. Sending Spam Reports to third-party content senders, for removal from their sending lists.

4. Etc

In order to safely send such Spam Reports outside the operator’s administrative domain without violating privacy laws and/or policies, it may be necessary for the operator to anonymise aspects of the Spam Report before sending to a third-party domain. There are thus several requirements in this CR that require the SpamRep enabler to take no action that would prevent such anonymisation.

Additionally, subscribers may wish some of the content of a message to be anonymised or removed before sending a spam report to their operator; this may be for reasons of personal privacy, or some other reason such as the fact that for some Spam Report types, the content of the original message may not be required (for example blocking a sender). It is recognised that modification or removal of message content may cause some Spam Reports to be disregarded by the SpamRep server (depending on the Spam Report type), due to a lack of actionable information.
Normal flow:

1) An Abuser, having illegally gained access to a phone number and bank account database, sends a phishing SMS message containing a partial bank account identifier to a User/Subscriber.  

2) User/Subscriber becomes suspicious of this message.  Any message classification indications and any reasons for the subscriber's suspicion are outside of the formal scope of this use case.

3) User/Subscriber invokes the “Report Spam” function on his device.

4) User/Subscriber selects a 'phishing' type of Spam Report.

5) User’s device creates a SpamRep message containing relevant information about the suspect SMS (e.g., originator, message body, time stamp, SMSC, MSC).

6) SpamRep client sends the message to the SpamRep server, the address of which has been pre-provisioned in the device.

7) The SpamRep server within an MNO network receives the User’s Spam Report.

8) An MNO network entity sanitises the information from the Spam Report, removing the identity of the Reporter and User/Subscriber, and forwards the sanitised Spam Report to a 3rd-party content filter provider located outside of the MNO network.  
9) 3rd party content filter provider develops and deploys (within MNO network) rules blocking similar phishing messages.  
B.3.2 Market benefits
Spam, phishing and other types of attacks are minimised, while protecting subscriber privacy and remaining within legal subscriber privacy guidelines.
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