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1 Reason for Change

This use case represents the User Confirmed Spam Report sharing.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Incorporate these changes into the SpamRep RD.
6 Detailed Change Proposal

Change 1:  The following Use Case is proposed for the SpamRep RD:
B.x 
User Confirmed Spam Report Sharing
B.x.1 
 ASK  \* MERGEFORMAT Short Description

The Mobile Network Operator can forward the Spam Report or processed one to the other Mobile Network Operator or third party (e.g. the government department, a vaccine company). The device should notify this sharing to the User before the sending the Spam Report to the Mobile Network Operator. The User allows/disallows that the Mobile Network Operator shares the Spam Report with other parties. If the User wants to protect the privacy information included in the Spam Report when it is shared with other parties, the User can request the privacy protection to be applied.
B.2.1.1  ASK  \* MERGEFORMAT Actors

· User/Subscriber.  The User/Subscriber possesses a mobile device that can receive messages, and subscribes to the messaging service from the Mobile Network Operator

· Mobile Network Operator.  The MNO provides the messaging service and the network entity to which the User sends the Spam Report

· Spammer.  An individual who wishes to cause trouble to the MNO and/or subscribers by sending fraudulent or virus like messages 
B.2.1.2 Pre-Conditions

· User/Subscriber has subscribed to the messaging (e.g. SMS, MMS, email) service

· User’s device is provisioned with a SpamRep client and the User is familiar with the use of the client
· MNO provides the messaging service

· MNO has a network entity that can receive Spam Reports, act on them and forward them
B.2.1.3 Post-Conditions

· User feels satisfied as an active participant in the war against Spam
· User knows that her Spam Report is shared with which party including which information
· MNO has identified the Spam message and the Spammer and has blocked further proliferation of the Spam message
· MNO forwards the Spam Reports to the other parties for the valuable process in the spam protection
B.2.1.4 Normal Flow

1) The Spammer sends email messages to random subscribers, indicating a virus like document.

2) Recipient User becomes suspicious about the virus and invokes the “Report Spam” function on her device.
3) User’s device creates a Spam report message containing relevant information about the suspect message (e.g. originator, message body, receiver phone number etc.).
4) Before sending the Spam Report, the User’s device notifies that the Spam Report will be shared with other parties (e.g. the government department, a vaccine company) and the preview of the created Spam Report.
5) User recognizes the sharing of Spam Report and requests sending the Spam Report
6) The SpamRep client sends the Spam report message to the operator’s network entity, the address of which has been provisioned in the device.

(Note: The remainder of this flow – steps 7 onward – are out of scope of the SpamRep enabler but are included to illustrate a notional usage scenario.)

7) The network entity receives the User’s Spam Report.
8) Following the addressed notification for sharing, the MNO forwards the Spam Report to the other party.
B.2.1.5 Alternative Flow
1) The Spammer sends email messages to random subscribers, indicating a virus like document.

2) Recipient User becomes suspicious about the virus and invokes the “Report Spam” function on her device.
3) User’s device creates a Spam Report message containing relevant information about the suspect message (e.g. originator, message body, receiver phone number etc.).
4) Before sending the Spam Report, the User’s device notifies that the Spam Report will be shared with other parties (e.g. the government department, a vaccine company) and the preview of the created Spam Report.
5) User recognizes the sharing Spam Report and requests sending the Spam Report.
6) User doesn’t want that MNO shares the Spam Report with other parties and withdraws the sending the Spam Report.
7) Consequently, the Spam Report won’t be sent to the SpamRep Server.
B.2.1.6 Alternative Flow
1) The Spammer sends email messages to random subscribers, indicating a virus like document.

2) Recipient User becomes suspicious about the virus and invokes the “Report Spam” function on her device.
3) User’s device creates a Spam report message containing relevant information about the suspect message (e.g. originator, message body, receiver phone number etc.).
4) Before sending the Spam Report, the User’s device notifies that the Spam Report will be shared with other parties (e.g. the government department, a vaccine company) and the preview of the created Spam Report.
5) User recognizes the sharing of Spam Report and requests sending the Spam Report.
6) User wants to protect privacy in the sharing process. For example, user doesn’t want to include her personal information like phone number or name in the Spam Report to be shared. 
(Note: The remainder of this flow – steps 7 onward – are out of scope of the SpamRep enabler but are included to illustrate a notional usage scenario.)

7) The SpamRep client sends the Spam report message to the operator’s network entity, the address of which has been provisioned in the device.
8) The network entity receives the User’s Spam Report.
9) Following the addressed notification for sharing, the MNO forwards the Spam Report protecting the User privacy to the other party.
B.2.2 Market benefits

The MNO forwards the Spam Report after the sharing notification to the User and also gets the Spam Report from the other parties to improve the spam protection. Since the User can recognize that the spam report will be shared before the sending the spam report, the MNO provides the transparent sharing mechanism and also the User can control her privacy.
Change 2:  Add the following Privacy requirements to Section 6.2
	Label
	Description
	Release
	Functional module

	SPAMREP-HLF-0xx
	The SpamRep Enabler SHALL obtain the User confirmation on sharing the Spam Report with other parties which resides outside of SpamRep Enabler.
	SPAMREP 1.0
	

	SPAMREP-HLF-0xx
	The SpamRep Client SHALL support informing the User’s selection to the SpamRep Server about protecting or unprotecting the personal information in the Spam Report when it is shared with other parties.
	SPAMREP 1.0
	

	SPAMREP-HLF-0xx
	The SpamRep Client SHALL support informing the User’s selection to the SpamRep Server about other parties which is allowed to share the Spam Report.
	SPAMREP 1.0
	

	SPAMREP-HLF-0xx
	The SpamRep Server SHALL support the obscuration or deletion of personal information to protect the User privacy depending on the User selection in the Spam Report when it is shared with other parties.
	SPAMREP 1.0
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