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1. Scope

This Enabler Release (ER) document is a combined document of requirements, architecture and technical specification for Unified Cloud Disk (UCD) Enabler. The UCD Enabler attempts to optimize the current cloud storage service by providing a unified cloud storage system for service providers and new Storage-as-a-service APIs. Mobile users or applications can use standard storage-as-a-service APIs to store files/data objects in the federated cloud storage of mobile operators.
The UCD Enabler is expected to provide functions of application/service management, storage resource pooling and management, account management, interfaces between UCD Client and UCD Server, interfaces between UCD Server and UCD Server, an interworking function (protocol translation is out of scope) with external Cloud storage service providers.

To enable developer access the UCD Service in consistent manner, this specification also defines uniform and easy to use API exposing UCD Service to arbitrary applications.
2. References

2.1 Normative References

	[OSE]
	“OMA Service Environment”, Open Mobile Alliance™,
URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, URL:http://www.ietf.org/rfc/rfc4234.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/

	
	


2.2 Informative References

	 [OMADICT]
	“Dictionary for OMA Specifications”, Version 2.9, Open Mobile Alliance™,
OMA-ORG-Dictionary-V2_9, URL:http://www.openmobilealliance.org/

	
	

	
	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Network API
	See [OMADICT].

	
	


3.3
Abbreviations

	API
	Application Programming Interface

	OMA
	Open Mobile Alliance

	UCD
	Unified Cloud Disk


4. Introduction

Cloud storage is a model of networked online storage where data is stored in virtualized pools of storage. Service providers operate large data centers, and user who require their data to be hosted buy or lease storage capacity from them. The service providers, in the background, virtualize the resources according to the requirements of the customer and expose them as storage pools, which the customers can themselves use to store files or data objects. Physically, the resource may span across multiple nodes. Cloud storage services may be accessed through a web service application programming interface (API), a cloud storage gateway or through a Web-based user interface.

Many service providers provide cloud storage service (Storage as a service) (enterprise-level cloud data storage and consumer-level file hosting services) such as Amazon S3, Amazon Cloud Drive, Rackspace Cloud file, Dropbox, Google Drive, Microsoft SkyDrive, Apple iCloud etc. Every provider exposes its APIs, there are too much Storage-as-a-service APIs to access those cloud storage services. 
The existing cloud storage services on the Internet are based on centralised isolated private systems or built on special public system, work standalone or bundle tightly coupled, implementing a “walled garden” approach. Users on one service provider cannot (easily) access data or files on another service provider, and users will often have to sign up for accounts on multiple service providers to avoid lost data or files if the service provider is crashed.

And in mobile cloud computing environment, users also need to access cloud storage service through mobile devices. But now some cloud storage service providers don’t fit this rapidly developed requirement in mobile internet.

To solve these problems, the Unified Cloud Disk (UCD) enabler provides unified cloud storage system in mobile cloud computing environment for mobile operators. Furthermore, the UCD could optimize the current cloud storage service, mobile users or applications can use standard storage-as-a-service APIs to store files/data objects in the federated cloud storage of mobile operators.

The Figure 1 shows the overall ecosystem related to Unified Cloud Disk Enabler. In particular, the user (through the UCD client or UCD compliant application) accesses a specific OMA Compliant cloud storage service provider (through UCD server), and interacts with another OMA Compliant cloud storage service provider, or to an External non-OMA Compliant cloud storage service provider through the gateway functionality. UCD server can also interact with other network enablers for more integrated services.
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Figure 1: Unified Cloud Disk ecosystem
4.1 Version 1.0

The version 1.0 of the UCD Enabler covers at least:

· the interoperability between clients and servers and server-to-server of OMA Compliant cloud storage service providers, supporting at least features such as:

· Elasticity data or files storage

· Service management

· Access data or files

· Sharing

· a set of Network APIs to allow external applications to access UCD Cloud Services , as well as an appropriate privacy framework to control access to information through these APIs

5. Requirements
(Normative)

This section captures the requirements for UCD v1.0.

5.1 High-Level Functional Requirements
This section contains the High Level requirements for UCD.
	Label
	Description
	Release

	UCD-HLF-001
	The UCD Enabler SHALL support different types of devices to access UCD services, such as PC, mobile phone, tablet.
	1.0

	UCD-HLF-002
	The UCD Enabler SHALL allow the end users to use the UCD services using UCD Client on the device or the Web browser.
	1.0

	UCD-HLF-003
	The UCD Enabler SHALLsupport interaction between cloud storage server to server interfaces that are compliant to this Enabler..
	1.0

	UCD-HLF-003A
	The UCD Enabler MAY support interaction between a cloud storage server interface that is compliant to this Enabler and an external non-OMA compliant cloud storage server interface through a gateway function.
Editor’s Note:  Review 003 & 003A for clarity.
	1.0

	UCD-HLF-004
	The UCD Enabler SHOULD support single sign on between different cloud storage services, including OMA compliant 3rd party cloud storage service and non-OMA compliant 3rd party cloud storage service.
	1.0

	UCD-HLF-005
	The UCD Enabler SHALL support the integration of 3rd party cloud storage services without user interaction. 
	1.0

	UCD-HLF-006
	The UCD Enabler SHALL support unified user authorization for third party application interacting with multiple storage service providers.
	1.0

	UCD-HLF-007
	The UCD Enabler SHOULD support file sharing operation, including create , list and delete file sharing.
	1.0

	UCD-HLF-008
	The UCD Enabler RECOMMENDED support file folder sharing operation, including create, list and delete file folder sharing.
Editor’s Note:  Review and clarify the meaning of sharing a file or file folder.
	1.0

	UCD-HLF-009
	The UCD Enabler SHOULD support  charging modes (time, space or both)
	1.0

	UCD-HLF-010
	The UCD Enabler SHOULD support files in any format.
	1.0

	UCD-HLF-011
	The UCD Enabler SHALL support to retrieve the operation logs for the specified application./ files.
	1.0


5.2 Management Requirements

This section contains the Management requirements for UCD.
	Label
	Description
	Release

	UCD-MG-001
	The UCD Enabler SHALL support different types of accounts including: Service Provider admin account, enterprise user account, end user account.
	1.0

	UCD-MG-002
	The UCD Enabler SHALL support the differentiation of end user accounts (one master account and other slave accounts) including: home UCD account, 3rd party UCD compliant service provider account, 3rd party non UCD compliant service provider account.
	1.0

	UCD-MG-003
	The UCD Enabler SHALL support the differentiation of enterprise user accounts including: admin account, group & sub-group account, user account. 
	1.0

	UCD-MG-004
	The UCD Enabler SHALL support the ability to manage different levels of enterprise user accounts and privileges.
	1.0

	UCD-MG-005
	The UCD Enabler SHALL support the system level of policies which can be used by applications or users separately, including but not limited to: 
- whether support to delete duplicated files or not.
- whether support to compress inactive files or not.
- whether support to replicate copy of file for backup or not.
- whether support to distribute file copies on different cloud storage services or not.

- whether support to distribute file segments on different cloud storage services or not.
	1.0

	UCD-MG-006
	The UCD Enabler SHALL support to manage the profiles of the enterprise users and the end users during and after service subscription , the profile could include:

- user credentials (e.g. user name and password)

- quota

- flow control  (including upload and/or download flow)

- automatic version control option 

- system policies information
	1.0



	UCD-MG-007
	The UCD Enabler SHALL support Service Provider admin account  to manage enterprise user account and end user account, including but not limited to:
- create user account 
- modify user account
- delete user account
- display user account information

- suspend and resume user account
- list user account
	1.0

	UCD-MG-008
	The UCD Enabler SHALL support enterprise admin account to manage enterprise group /sub-group/ user account, including but not limited to:
- create group/ sub-group/ user account 
- modify group/ sub-group/ user account
- delete group/ sub-group/ user account
- display group/ sub-group/ user account information

- suspend and resume group/ sub-group/ user account
- list group/ sub-group/ user account
	1.0


5.3 File Management Requirements

	Label
	Description
	Release

	UCD-FM-001
	The UCD Enabler SHALL support to manage files, including but not limited to:

- upload and download
- delete 

- rename 

- copy

- move
- list sharing
The maximum size of the file SHALL be configurable.
	1.0

	UCD-FM-002
	The UCD Enabler SHALL support to manage the file revisions, including but not limited to:

- create a revision of a file

- list all the revisions of a file

- delete specified revisions of a file
	1.0

	UCD-FM-003
	The UCD Enabler SHALL support to  retrieve  the file  metadata, including but not limited to:

- size

- type

- create time

- modify time 
	1.0

	UCD-FM-004
	The UCD Enabler SHALL support to search the files/folders (recursively) using the key words.
	1.0

	UCD-FM-005
	The UCD Enabler SHALL support to manage file folders, including but not limited to:

- create

- delete

- list

- rename

- copy

- move

	1.0

	UCD-FM-006
	The UCD Enabler SHALL support to  retrieve  the file folder metadata, including but not limited to:

- size

- number of files

- number of sub folders

- create time

- modify time 
	1.0

	UCD-FM-007
	The UCD Enabler SHOULD support the recycle bin functions:
- put the specified files/folders into recycle bins

- list the files in the recycle bin
- restore the specified files or folders from the recycle bin
- delete  the specified files/folders in the recycle bin
- clean the recycle bin
	1.0

	UCD-FM-008
	The UCD Enabler SHALL support to set the metadata of the files or file folders, including but not limited to:

- access control information of files/file folders (e.g. the principals and the authorized operations)

- read only option
	1.0

	UCD-FM-009
	The UCD Enabler SHOULD support to upload/download/update files in segments.
 
	1.0

	UCD-FM-010
	The UCD Enabler SHOULD support to provide file thumbnails.
	1.0

	UCD-FM-011
	The UCD Enabler SHOULD support files/file folders retention function. During retention period, the files/file folders can not be deleted or modified. The retention start time and duration is configurable.
	1.0

	UCD-FM-012
	The UCD Enabler SHOULD support file/file folder auto-deletion function. The system automatically deletes files/file folders after the life time of the file/file folder expires. The life time is configurable.
	1.0



	UCD-FM-013
	The UCD Enabler SHOULD support file log information (e.g. operation name: upload file, upload user, upload time).
	1.0


5.4 Network API Requirements
This section defines the requirements on Network APIs for UCD Enabler.

	Label
	Description
	Release

	UCD-NAPI-001
	The UCD Enabler SHALL ensure third-party applications are authorized before interacting through the UCD Network API.
	1.0

	UCD-NAPI-002
	The UCD Enabler SHALL support user or application using UCD Network API storing files in more than one cloud storage service without interacting with each service provider.
	1.0

	UCD-NAPI-003
	The UCD Enabler SHALL support applications using the UCD Network API through OMA Autho4API to obtain user authorization, operating files/data objects(such as, add/delete/move/rename), querying statistics (such as, storage volume/number of storage files) 
	1.0

	
	
	


5.5 Application Management Requirements
This section defines the requirements on application management for UCD Enabler.

	Label
	Description
	Release

	UCD-AM-001
	The UCD Enabler SHALL support to manage UCD compliant 3rd party applications, including but not limited to:

- create the application with application name, quota requested etc. - modify the application

- delete the application

- display the application information

- suspend and resume the application

- list the applications
	1.0

	UCD-AM-002
	The UCD Enabler SHALL support to manage the profiles of the applications, including but not limited to:

- application credential s (e.g. application name ,application  id and secret) 

- quota

- flow control  (including upload and download flow)

- physically isolated storage option

- system policies
	1.0



	UCD-AM-003
	The UCD Enabler SHOULD support retrieval of the operation logs for the specified application. 
	1.0



	
	
	


5.6 Security Requirements

.

	Label
	Description
	Release

	UCD-SEC-001
	The UCD Enabler SHALL support mutual authentication between entities (e.g. UCD Client and UCD Server).
	1.0

	UCD-SEC-002
	The UCD Enabler SHALL prevent data ( e.g. files and user profiles) from unauthorized access.
	1.0

	UCD-SEC-003
	The UCD Enabler SHOULDsecure data transportation between entities (.e.g UCD Client and UCD Server).
	1.0

	UCD-SEC-004
	The UCD Enabler SHALL support confidentiality and integrity for the transportation of system management data (e.g., metadata).
	1.0

	UCD-SEC-005
	The UCD Enabler SHALL support confidentiality and integrity for the transportation of general data (e.g., user data).
	1.0

	UCD-SEC-006
	The UCD Enabler SHOULD support confidentialityfor data storage.
	1.0


6. Architectural Model

6.1 Dependencies

6.2 Architectural Diagram
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Figure 2: Example of the Architectural Diagram using interfaces
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Figure 3: Example of the Architectural Diagram using reference points

6.3 Functional Components and Interfaces/reference points definition
7. Technical Specification
7.1 Example Level 2
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Figure 4: Example Figure
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Table 1: Example Table

8. Release Information

8.1 Supporting File Document Listing 

	Doc Ref
	Permanent Document Reference
	Description

	Supporting Files

	
	
	

	
	
	


Table 2: Listing of Supporting Documents in UCD V1.0 Release

8.2 OMNA Considerations

8.3 Additional Items

Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version 


A.2 Draft/Candidate Version 1.0 History

	Document Identifier
	Date
	Sections
	Description

	Draft Versions

OMA-ER-UCD-V1_0
	10 Sep 2012
	all
	First draft baseline as agreed in “OMA-REQ-UCD-2012-0002R01-INP_UCD_1.0_baseline”

	
	11 Sep 2012
	all
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	all
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	General editorial clean-up by Document Support Officer:
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Update of history box
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	all
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Appendix B. Use Cases
(Informative)

<text here>

B.1 <Use Case Title>

<text here>

B.1.1  ASK  \* MERGEFORMAT Short Description

<text here>

B.1.2 Market benefits

<text here>

B.2 <Use Case Title>

Appendix C. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [SCRRULES].

C.1 ERDEF for <<ENABLER>> - Client Requirements

This section is normative.
	Item
	Feature / Application
	Requirement

	OMA-ERDEF-<<ENABLER>>-C-001-<<M/O>>
	<<ENABLER>> Client
	

	
	
	


Table 3: ERDEF for <<ENABLER>> Client-side Requirements

C.2 ERDEF for <<ENABLER>> - Server Requirements

This section is normative.

	Item
	Feature / Application
	Requirement

	OMA-ERDEF-<<ENABLER>>-S-001-<<M/O>>
	<<ENABLER>> Server
	

	
	
	


Table 4: ERDEF for <<ENABLER>> Server-side Requirements

C.3 SCR for XYZ Client

	Item
	Function
	Reference
	Requirement

	XYZ-C-001-M
	Something mandatory
	Section x.y
	(XYZ-C-004-O OR XYZ-C-003-M) AND
 XYZ-C-002-O

	XYZ-C-002-O
	Something optional
	Section x.y
	

	XYZ-C-003-M
	Dependencies on ZYX
	Section x.y
	ZYX:MCF

	XYZ-C-004-O
	Dependencies on ZYX
	Section x.y
	ZYX:OCF


C.4 SCR for XYZ Server

	Item
	Function
	Reference
	Requirement

	XYZ-S-001-M
	Something mandatory
	Section x.y
	XYZ-S-004-O OR XYZ-S-002-O OR XYZ-S-003-M

	XYZ-S-002-O
	Something optional
	Section x.y
	

	XYZ-S-003-M
	Dependencies on ZYX
	Section x.y
	ZYX:MSF

	XYZ-S-004-O
	Dependencies on ZYX
	Section x.y
	ZYX:OSF


Appendix D. <Additional Information>

D.1 App Headers

<More text>

D.1.1 More Headers

<More text>

D.1.1.1 Even More Headers

<More text>
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