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Comments From Person Handling Input
Please note that the original email included content copied from the web page displayed by the link at the end of this document. However that content is copyrighted with all rights reserved, so that material has not been included below. That content is easily obtained simply by following the link at the end of this document.
Additional Info From Source of Liaison
From: James Moran [mailto:jmoran@gsma.com] 
Sent: 16 September 2019 10:09
To: oma-liaison@mail.openmobilealliance.org
Subject: [OMA-Liaison] FW: Critical Android Warning Issued For 1.25 Billion Smartphone Users

I hope this email finds you well and that you may be able to help me with a security matter that recently came to our attention. I found the email address on your website and hope it is the correct one to contact at OMA for an inquiry from GSMA.

My inquiry relates to the recent news story that is provided at the bottom of this email in which it is claimed that researchers at Check Point have discovered a vulnerability in OMA’s CP spec that allows the text and origin of SMS messages to be manipulated. Vulnerabilities in OMA’s Client Provisioning standard for OTA provisioning messages are being blamed for the exploit potential. Specifically, mention is made of the limited validation and authentication of the origin of OTA provisioning messages and it would be great to know if OMA has plans to review and update the vulnerable standard, or otherwise provide guidance and recommendations, to reduce the risk for mobile users as the exposure is significant.

Any information OMA can provide would be greatly appreciated because our members are concerned about this issue. I appreciate you may not have responsibility for such issues within OMA and if that is the case I would be grateful if you could refer my inquiry to a relevant colleagues.

Many thanks,

James.
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