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1 Reason for Contribution

This contribution provides an analysis of why EPEM is optional and how it affects enabler specification writers, enabler implementers and service provider who deploy enablers.
2 Summary of Contribution

This contribution clarifies the optionality of EPEM in the OSE proposed in OMA-ARC-2004-0068-OSE_Proposal as well as the implications for OMA members / OSE actors and a migration roadmap.
The proposal below is consistent with and supported by the use cases and requirements contained in the current version of the RD being developed in the EPEM breakout sub-group of the OMA REQ WG.

3 Detailed Proposal

3.1 EPEM Optionality in the OSE
Enabler specifications define how certain functions are performed.  EPEM is a particular enabler that will specify how to perform policy evaluation and enforcement.  
Therefore, if an enabler needs to perform policy evaluation and enforcement, the enabler should reference EPEM.  If the enabler does not require policy evaluation and enforcement, then EPEM is not needed.  
The OSE is the environment where OMA enabler implementations are deployed and interacted with. In the OSE proposal described in OMA-ARC-2004-0068-OSE_Proposal, the deployment of a particular enabler implementation is entirely optional. Which ones are needed is left entirely to the service providers. 
Therefore, EPEM is an optional OSE enabler like any other enabler. It is deployed only if required by the service provider, for example to enforce policies.  

3.2 EPEM Optionality for Enabler Implementations

An enabler implementation can invoke any standardized functions such as authentication or authentication or charging that it needs to satisfy the specifications.  For example, if a specification requires that it performs differently based on end user preferences or settings, then it is essential that such end user information be protected and accessible only by authorized entities.  The enabler implementation can accomplish this required operation (e.g., authorization) either by: 
· (1) implementing the function itself, 
· (2) invoking a separate (modular) implementation that does the function (provided by the same vendor or a different one), 
· or (3) delegating the invocation to a policy evaluation and enforcement entity (EPEM).  
Any of these implementation options result in a conforming implementation of an enabler.
3.3 EPEM Optionality for Enabler Deployments
In a similar vein, the service provider deploying enabler implementations has multiple options.  
· For those implementations using method (1) above, the service provider can allow each implementation to independently perform functions like authorization.
· For those implementations using method (2) above, the service provider must deploy the separate (modular) implementations of functions required by the enabler implementations.  
· For those implementations using method (3) above, the service provider can deploy an EPEM implementation and any separate delegated implementations to perform functions like authentication, authorization, charging, etc.  
3.4 EPEM functionality is always logically present in OSE
Note that in all three cases above, policy evaluation and enforcement is performed – in some cases by the enabler implementation and in some cases by other entities.   In some cases, the enabler implementer decides which policies are to be evaluated and enforced; in some cases the service provider decides which policies are to be evaluated and enforced; in some cases, both enabler implementer and service provider decide.  
Therefore, one could say that the policy evaluation and enforcement (EPEM) function is logically always present in the OSE. Different actors choose which policies are to be applied and how.
3.5 Pros and Cons

In a similar vein, the service provider deploying enabler implementations has multiple options.  

· For those implementations using method (1) above, the approach may deliver inconsistent experiences because changes in authorization for one enabler may not carry over to other enablers.  The service provider could however perform non-standard integration to synchronize the multiple independent versions of the function. In addition, such approaches limit what can be done with these functions beyond the strict enabler specifications to enforce additional policies for accessing and using the enabler. Extensibility can still be achieved by another entity to enforce the policies (EPEM) but may also require duplication of the function implementations.

· For those implementations using method (2) above, any information or changes made to these separate implementations can be incorporated into all the using enabler implementations.  This approach provides a more integrated and consistent experience; for example, if authentication is implemented as a separate invocable module, then if a user changes her password, it is done so for all enablers that use that authentication module. In addition, the separate function implementations are also available for other use and in particular to enforce additional policies for accessing and using the enabler. Such extensions would require another entity to enforce the policies: EPEM.

· For those implementations using method (3) above, the approach provides the integrated and consistent experience of method (2) and further provides a mechanism to add any additional policy evaluation and enforcement required by the service provider that might not have been included in the enabler implementations.

3.6 Policy specified by Developer or by Service Provider
Enabler implementers and service providers may have different requirements for policy evaluation and enforcement   The service provider's needs may be greater, more specific or different than the needs supported by the enabler implementation.  For example, an enabler might be independent of who the requestor is, and therefore it does not choose to perform the authentication process to determine the requestor's identity.  
However, the deploying service provider has other needs. For example, he may want to limit access to certain (or perhaps all) of its resources to only users who have enrolled.  In this case, the SP must impose an authentication process on incoming requests which is not performed by the enabler implementation.   Similarly, the enabler specification might have no need to charge requestors for use of the enabler implementation so it does not need to invoke the (possibly) standardized charging enabler implementation.  However, the deploying service provider might want to charge requestors for using its resources so it will impose a charging process on incoming requests.  

No amount of standardization of functions into enablers nor reuse of those enablers can deal with the fact that if an enabler implementation does not require a function, then it will not invoke that function.  Conversely if the service provider needs extra policies enforced on the enabler implementation's usage, the service provider needs a way to enforce the policies and rely on appropriate implementations of the functions beyond what an enabler implementation may provide.  These need to be performed by some other entities in the domain such as EPEM for the policy enforcement. 
3.7 EPEM-Aware OSE: A Good Target

To reconcile the needs of providing:

· Flexible rules for enabler specification
· Reduced development costs for enabler implementers

· Greater freedom of choice and extensibility for service providers deploying enablers
It seems appropriate to define an EPEM-aware OSE, as described in OMA-ARC-2004-0068-OSE_Proposal, as a reasonable target for the OSE specifications and to provide migration guidance to the different OSE actors. 
3.8 Implications of EPEM on Enabler Specification Writers

OMA principles and the Architecture RD state that enabler specifications should reuse existing specifications when possible.  Therefore: 

· Enabler specifications writer must specify how to perform any intrinsic functions, i.e., those that are needed to implement the function of the enabler. 
· Any requirements or features that are not intrinsic should not be specified.  Many such requirements will be accomplished using the EPEM mechanism for evaluating and enforcing policies. And many features can be logically delegated to specialized enablers.   For example, some enablers require having an identifier for the requesting entity.  The requirement to perform the enabler's function is actually that there be a way to distinguish one requestor from another, not actually that the requestor's identity be verified using any particular strength of mechanism (e.g., password, certificate, biometrics).  The need to authenticate the requestor is a policy statement, not actually required to perform the function of the enabler.   Therefore the authentication process should be outside the scope of the enabler specification, either implemented as a value-add by the enabler implementer or left to the EPEM mechanism.  

· The requirements specifications should carefully consider whether a requirement is truly necessary to perform the intended function or whether it is rather a policy that should be changeable by each service provider.
As discussed in section 3.4, without mandating EPEM, the above can be achieved by indicating to the different OMA WG that they should write specifications always assuming that EPEM is logically present in the OSE.

3.9 Migration of Enabler Implementations and deployments
Today’s enabler implementations (typically following option 1 or option 2 above) can immediately be used in an EPEM-aware OSE as described in OMA-ARC-2004-0068-OSE_Proposal, simply by associating zero policies to these enablers. 
Service providers can extend the policies associated to their use by maintaining zero policies for the functions provided by the enabler implementations and adding policies assertions only for new functionalities. These policies are enforced by EPEM and delegated to separate components that extend the function.
4 Intellectual Property Rights Considerations

No IPR attached to this contribution has been identified at the moment.

5 Recommendation

This contribution clarifies the optionality of EPEM in the OSE proposed in OMA-ARC-2004-0068-OSE_Proposal as well as the implications for OSE actors and a migration roadmap. 

We recommend that this text be agreed and introduced in to OSE after discussing proposal OMA-ARC-2004-0068-OSE_Proposal.
We believe that the analysis of the implications for OMA WGs presented in this contribution, should be socialized with the different OMA WGs. Therefore, we recommend that the OMA Architecture WG:
· Socializes the implications with each OMA WG

· Discusses in details the implications on RDs with the OMA REQ working group

· Follows up with a guideline document for OMA WG for TP approval (e.g. for inclusion in OMA architecture principles).
This would allow OMA WG to appropriately adapt their specification work early on without having to wait for completion of the architecture work. The principles described in this document do not depend on particular enablers being approved. They are appropriate at any stage of the proposed roadmap.
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