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1 Reason for Contribution

The new OSE is a fine start, but as we noted in the meeting in London, there is a disconnect between the descriptions of the interfaces. This document attempts to rectify that, and also clarify what happens when you implement the OSE without EPEM (the enabler, not the abstract function). 

2 Summary of Contribution

The OSE has four classes of interfaces. There is a world without EPEM (even if policy management is logically present). 

3 Detailed Proposal

1. Interfaces in the OSE

When an enabler is focused on one single task, service delivery has to be accomplished by combining the functions of multiple enablers. This lets each enabler be really good at one single thing, but at the same time does not interfere with the overall functions of the system where they are to work. 

1.1 Required interfaces

In the OMA Architecture Requirements document, a number of requirements are listed, which can be analyzed to imply a set of interfaces which have to be present in an OMA architecture. Relevant requirements are listed in Appendix X. These interfaces are what we will standardize in OMA. 

In the requirements document, a set of mechanisms are described. Given that “mechanisms” are not defined, but could be regarded as interfaces on which operations are performed, the following interfaces can be derived. These could be implemented in various ways, e.g. as one component (software module) for each interface, one single component implementing all interfaces, or any way in between.  

1 Interface(s) for “operations and management”

2 Interface for the discovery of (interfaces to) service enablers

3 Interface for the registration of (interfaces to) service enablers

4 Interface for the discovery of services

5 Interface for the registration of services

6 Interface for discovery of conditions for the use of service enablers

7 Interface towards a policy management mechanism

8 Interface to provision services, service enablers and user parameters

9 Interface for subscription management

10 Identity management mechanism associating device identification with federated identity 

11 Interface to network exposing network characteristics

12 Interface to charging (to gather accounting and charging information)

13 Interface to authentication function

14 Interface to authorization function

14.1 Interface from authorization function to charging enabler (and the reverse))

In addition, even though they may not be interfaces defined by OMA, the following can be derived from the requirements and may need to be taken into account when designing the architecture: 

15 A method to connect between identity, authorization, and authentication components, e.g. cookies or other session tokens

16 Policy (constraints) in all interfaces

17 Acess to “back-end systems” (charging , accounting, payment, provisioning, Operations & Management , etc.); this can be resolved by interfacing these through an adaptor component, and using the standard OMA between the enabler and the component

Enablers (the OMA object of specification) can be described as components, which implement interfaces; i.e. OMA specifications can be said to specify interfaces. 

Components can be combined in ad-hoc ways. 

Components are the same as the “mechanisms” discussed in the requirements document.

The following examples only represent one possible realization. 

There may be several other components which are required to actually realize a solution, e.g. functions to register, discover, and invoke interfaces. 

There may be other foundation mechanisms which have to be implemented, e.g. authentication and authorization. 

Apart from these interfaces, an enabler will have an interface through which it is exposing its functions to the external world. It may also have a number of internal interfaces (e.g. between the client and the server part of the enabler). The external interfaces are our concern in this specification, since they have to be standardized and understood within OMA to be re-used between enablers to set up the workflow. In some cases, the enabler interfaces will be the same as those already standardized. In others, there may be a need to add parameters (e.g. in the cases where policy management is not included).
1.2 Classes of interfaces

OMA interfaces can be classified in four ways. The numbers in parenthesis refer to the interfaces listed in 1.1 above.  

I0. Interfaces directly into the enabler (12, 15)

I1. Interfaces between the enabler and system management functions in the service provider environment (e.g. life cycle management, O&M, etc) (1, 2, 3, 4, 5, 6, 8, 9, 10, 12, 13, 14, 14.1, 15, 17)

I2. Interfaces to network functions (11, 15, 17)

I3. Interfaces between the enabler and external entities, mediated by the EPEM (which may require the addition of parameters to the I0 interface) (7, 16)

1.3 Required enablers

OMA is driven by market requirements and member inputs, and member interest will determine which of the required interfaces are specified as enablers, and how. An important factor to weigh in is also not to re-invent the wheel. Some interfaces are specified by bodies outside OMA, and are specified as protocols and data structures (e.g. Diameter for charging); others are specified outside OMA, but may be too large and complex to function in the OMA environment (which is characterized by small devices, low transmission capacities, frequent interruptions, etc); they method to use these can be specified as mobile profiles (as has been done for XHTML and CSS). Before inventing anything new, a careful investigation of the requirements need to be conducted, to verify that there is not an external specification which meets the needs; and in case this is true, use the external specification. 

It is likely that at least some of these have already been addressed by other groups, e.g. charging in the Diameter specification; provisioning and O&M by the Telecommunications Management Forum; subscriber management by 3GPP. A careful investigation should be conducted before anything is specified, so as not to overlap work which has already been done. 

In addition to these, other enablers which express functions which can be leveraged by OMA enablers are constantly identified, and enumerated in the OMA Common Functions tracking document [REF]. 

1.4 Model flows

Enablers can be combined in multiple ways. Even though some functions are always required to be present (see Appendix X), they may not be explicitly specified or installed. As an example, people who create access control lists do not tend to think about themselves as managing policies. Hence, there is a distinction between the function-as-concept (policy enforcement) and the instantiation (access control lists). In OMA, a similar distinction exists between “policy enforcement and management” (function-as-concept) and the EPEM enabler (instantiation). Functions may be conducted using implicit policy management, but there is no EPEM enabler in the system. This is what is implied by 16 in section 1.1 above.

It should be noted that no assumption is made of the protocol or format used for the flows in the models in this section, other than that it should fit those specified by OMA. It is quite possible to implement all OMA enablers in one single product, in which case interfaces might be expressed as parameter passing. However, the expectation is that at least most OMA enablers should be implemented in different nodes, and the specified protocols used to pass parameters and data between them. 

This implies that there are two main cases of flows through an environment with OMA enablers deployed: Flow of request-response with implicit policy resolution, through the appropriate interfaces; and flow with implicit policy resolution, through the appropriate interfaces. 

Note that there are quite a few assumptions underlying these flows, which may have to be highlighted in other places in the OSE. One is that there is a charge for conducting the transaction; this is not necessarily the case, but typically happens in service providers who have the business model of providing services at a price. Authentication and authorization may neither be necessary, but will occur if the business model requires the verification of the identity of the calling party, and a verification that they have a right to conduct certain transactions. There can be several more steps before the enabler is able to deliver the service, and these examples are in no way exclusive and may not be required. The requirements document for each enabler should specify which pre-conditions need to occur before an enabler is activated, and the OMA Architecture group together with the enabler specification writers should define how they occur.  

1.4.1 Flow with enabler controlling

In cases where the flow between enablers is hard-coded into one enabler (i.e. where the configuration of the workflow is done at deployment time), the flow between enablers will be pre-determined, and the same for each transaction. This implies that the enabler will direct the request first at the authentication enabler, to verify that the requestor is who he says he is; then at the authorization enabler, to verify that the proposed transaction is allowed; and then to the charging enabler, to verify that charging for the transaction is completed appropriately. It will then respond to the requesting party, which may be an application or another third party; or another enabler (or part of the same enabler, i.e. the client defined within the enabler, in which case steps 1 through 10 in Figure 1 will not occur). 
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Figure 1. Workflow through a request for service from an OMA enabler. 

1.4.2 Flow with EPEM controlling

To be taken from OMA-ARC-2004-0098R1-Suggested-modifications-to-OSE-2
4 Intellectual Property Rights Considerations

The author is not aware of any IPR which pertains to this contribution.

5 Recommendation

The text and pictures in section 3 of this document should Replace section 7.5 in the OSE.
It is also recommended that a section highlighting the underlying assumptions of the OSE be created. 
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OSE requirements


			define structure and mechanism(s) to eliminate silos 


			define mechanism to encourage reuse during spec development, product development, and deployment


			define mechanism for service providers to protect their resources


			support bindings to multiple "transports"


			facilitate integration with non-OMA specifications and products


			provide migration path from current specifications


			proposal satisfies ARC requirements as illustrated in OMA-ARC-2004-0070-OSEproposal_mapped2_ARCHREQ
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OSE Topology
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OSE Logical Picture
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OSE Flows


EPEM enforces policies on request (relying on available enablers)
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Enabler Interfaces
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Interface Descriptions








				Interface



				Description



				Comments







				I0



				Application development interface provided by an enabler implementation 



				Each enabler specification defines this interface for implementations for the development of services or applications that use them.







				I1



				I0+I1 is the enhanced interface to an enabler implementation exposed through EPEM.



				EPEM may add SP required parameters (I1) to the enabler interface (I0), based on service provider-defined policies (e.g. credentials or account information as imposed by security policy, …).







				I2



				Driver to the underlying resource that partially or completely implements the enabler's function



				Translates from possibly proprietary or legacy interface, or lower level standard interface to standardized enabler interface.  







				I3



				Life cycle management interfaces exposed to the SP platform.



				 As defined in OSPE
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EPEM is Optional


			Enabler specifications define how certain functions are performed.  EPEM is a particular enabler that will specify how to perform policy evaluation and enforcement.  


			If an enabler needs to perform policy evaluation and enforcement, the enabler should reference EPEM.  If the enabler does not require policy evaluation and enforcement, then EPEM is not needed.  
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EPEM is Optional


			An enabler implementation can invoke any standardized functions either by: 


			(1) implementing the function itself, 


			(2) invoking a separate (modular) implementation that does the function (provided by the same vendor or a different one), 





or 


			(3) delegating the invocation to a policy evaluation and enforcement entity (EPEM).  


			Any of these implementation options result in a conforming implementation of an enabler. 
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EPEM is Optional


			The service provider deploying enabler implementations has multiple options.  


			For those implementations using method (1) above, the service provider can allow each implementation to independently perform functions like authorization.


			For those implementations using method (2) above, the service provider must deploy the separate (modular) implementations of functions required by the enabler implementations.  


			For those implementations using method (3) above, the service provider can deploy an EPEM implementation and any separate delegated implementations to perform functions like authentication, authorization, charging, etc. 
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Optional EPEM Logically Present in OSE


			In all three cases, policy evaluation and enforcement is performed – in some cases by the enabler implementation and in some cases by other entities. 


			Therefore, one could say that the EPEM function is logically always present in the OSE. Different actors choose which policies are to be applied and how. 


			EPEM implementations can be added to deployments to handle policies not done by enabler implementations
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IMPLICATIONS ON OMA WGs


			Enabler specifications writer must specify how to perform any intrinsic functions, i.e., those that are needed to implement the function of the enabler. 


			Any requirements or features that are not intrinsic should not be specified.  Many such requirements will be accomplished using the EPEM mechanism for evaluating and enforcing policies. And many features can be logically delegated to specialized enablers.   


			The requirements specifications should carefully consider whether a requirement is truly necessary to perform the intended function or whether it is rather a policy that should be changeable by each service provider.
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Recommendations


			Material in documents 0068 (base OSE) and 0069 (topology picture) and 0071 (EPEM optionality) as restructured in 0077 be inserted into current OSE architecture document


			Implications on OMA WGs as discussed in 0071 should be socialized with OMA WGs and submitted early on to TP.
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