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1 Reason for Contribution

Clarification of OSE Interfaces with EPEM

2 Summary of Contribution

Clarification of OSE Interfaces with EPEM

3 Detailed Proposal

***********************************START OF PROPOSED CHANGES*****************************

5.5.2.1.2 OSE interfaces without
The OSE can be implemented in several ways. One of these is to use the Execution Policy Enforcement Management enabler, which makes it possible to create composable and conditional interfaces. The EPEM controls the interaction between enablers, and between enablers and applications. The exact design of EPEM is not decided at the time of this writing, so the following discussion is a discussion on principles. 

When EPEM is used, the flow of the service delivery is directed and managed by the EPEM enabler. Additional parameters, e.g. operator-specific parameters, can be added to the I0 interface, which then becomes the I3 interface. The EPEM can function as a “gatekeeper” for third party applications or enablers to gain access to the capabilities exposed by the service provider. The can also be used as a self controlling scheme to reduce silos and encourage reuse.

EPEM provides a mechanism for service providers to enforce policies such as for security, access control, privacy, or charging, on any request into a service provider enabler. EPEM processes application or enabler requests to any resource.  EPEM may use enablers to evaluate and enforce the policies that have been specified by the service provider and/or the target enabler.  EPEM may also be used to compose enablers and resources into higher level functions.

EPEM can be requested by any other authorized (as determined by the policies associated to EPEM) element of the OSE to evaluate and enforce policies. Policies may be SLA:s, they may be expressing business relations, or they could be expressing other constraints on interactions between enablers. EPEM and every other enabler will enforce these policies on any request. The infrastructure may query the SLAs to determine the quality of service etc. associated to the SLAs and prioritize accordingly.

Policies may be set by the service provider who provides a resource. They may also be combined with policies derived from preferences or rules setup by end-users that may be affected by usage of the resource or from the terms (SLAs) agreed for third parties to use a resource.  Service providers may also accept to enforce additional policies on behalf of other parties.

Requests can come from applications or enabler implementations in third party domains. An EPEM deployment, like any other deployment of the OSE, is agnostic to the deployment of the individual enablers, resources, and infrastructure. 
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Figure x. The interfaces with EPEM. 
**********************End of proposed changes*************************
Figure 3 illustrates the interfaces of the OSE architecture. It also shows the flow when an application accesses an enabler implementation such as location or device management. The solid lines represent request messages and the dashed lines represent response messages.
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Fig 3 - Types of interfaces in OSE

Table 1 Enumeration of the interfaces within the scope of OMA and its enabler implementations.

	Interface
	Description
	Comments

	I0
	Application development interface provided by an enabler implementation
	Each enabler specification defines this interface for implementations for the development of services or applications that use them.

	I1
	I0+I1 is the enhanced interface to an enabler implementation exposed through EPEM.
	EPEM may add (see note 4) SP required parameters (I1) to the enabler interface (I0), based on service provider-defined policies (e.g. credentials or account information as imposed by security policy, …) (see note 5).

	I2
	Driver to the underlying resource that partially or completely implements the enabler's function
	Translates from possibly proprietary or legacy interface, or lower level standard interface to standardized enabler interface.

	I3
	Life cycle management interfaces exposed to the SP platform.
	As defined in OSPE


NOTE 4: Assume separation of enabler parameters and SP policy derived parameters

NOTE 5: Appropriate design of the enabler implementations should allows separation between these parameters and the parameters core to the enabler functionality. Depending on the technology choices made to realize and implement the enablers (including EPEM), I1 may be empty. But in general these interfaces I0 and I0+I1 should be considered as different. An enabler implements and exposes the standardized interface I0 as specified by the OMA specifications. If well designed for ruse I0 focus solely on the interface and parameters needed to carry the core enabler function.

When the Service Provider imposes policies, for example, when requiring authentication, authorization or charging, the request must now add the necessary information. If I0 was well designed, I0 does not carry that information. So, additional parameters must be passed. They are defined as I1.

An enabler developer implements the enabler specification I0, which requests only the parameters in I0 that are needed to execute the defined enabler functions. Service Providers are then able to request additional parameters (e.g. charging tokens, identity credentials), as defined by policies, in order to correctly access the resource. These constitute I1. This however does not affect the application developer and application portability if well designed. It is possible based on technology choices to have the application still binding to I0 and adding I1 to the request when executing the call (e.g. I0 in the body of the request versus passing I1 in the header)
4 Intellectual Property Rights Considerations

No IPR is known to be concerned by this specification. 

5 Recommendation

To agree and insert changes as described in section 3 into the OSE section 5.5.2.1.2.
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OSE requirements


			define structure and mechanism(s) to eliminate silos 


			define mechanism to encourage reuse during spec development, product development, and deployment


			define mechanism for service providers to protect their resources


			support bindings to multiple "transports"


			facilitate integration with non-OMA specifications and products


			provide migration path from current specifications


			proposal satisfies ARC requirements as illustrated in OMA-ARC-2004-0070-OSEproposal_mapped2_ARCHREQ
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OSE Logical Picture
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OSE Flows
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Enabler Interfaces
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Interface Descriptions








				Interface



				Description



				Comments







				I0



				Application development interface provided by an enabler implementation 



				Each enabler specification defines this interface for implementations for the development of services or applications that use them.







				I1



				I0+I1 is the enhanced interface to an enabler implementation exposed through EPEM.



				EPEM may add SP required parameters (I1) to the enabler interface (I0), based on service provider-defined policies (e.g. credentials or account information as imposed by security policy, …).







				I2



				Driver to the underlying resource that partially or completely implements the enabler's function



				Translates from possibly proprietary or legacy interface, or lower level standard interface to standardized enabler interface.  







				I3



				Life cycle management interfaces exposed to the SP platform.



				 As defined in OSPE
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EPEM is Optional


			Enabler specifications define how certain functions are performed.  EPEM is a particular enabler that will specify how to perform policy evaluation and enforcement.  


			If an enabler needs to perform policy evaluation and enforcement, the enabler should reference EPEM.  If the enabler does not require policy evaluation and enforcement, then EPEM is not needed.  
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EPEM is Optional


			An enabler implementation can invoke any standardized functions either by: 


			(1) implementing the function itself, 


			(2) invoking a separate (modular) implementation that does the function (provided by the same vendor or a different one), 





or 


			(3) delegating the invocation to a policy evaluation and enforcement entity (EPEM).  


			Any of these implementation options result in a conforming implementation of an enabler. 
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EPEM is Optional


			The service provider deploying enabler implementations has multiple options.  


			For those implementations using method (1) above, the service provider can allow each implementation to independently perform functions like authorization.


			For those implementations using method (2) above, the service provider must deploy the separate (modular) implementations of functions required by the enabler implementations.  


			For those implementations using method (3) above, the service provider can deploy an EPEM implementation and any separate delegated implementations to perform functions like authentication, authorization, charging, etc. 
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Optional EPEM Logically Present in OSE


			In all three cases, policy evaluation and enforcement is performed – in some cases by the enabler implementation and in some cases by other entities. 


			Therefore, one could say that the EPEM function is logically always present in the OSE. Different actors choose which policies are to be applied and how. 


			EPEM implementations can be added to deployments to handle policies not done by enabler implementations
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IMPLICATIONS ON OMA WGs


			Enabler specifications writer must specify how to perform any intrinsic functions, i.e., those that are needed to implement the function of the enabler. 


			Any requirements or features that are not intrinsic should not be specified.  Many such requirements will be accomplished using the EPEM mechanism for evaluating and enforcing policies. And many features can be logically delegated to specialized enablers.   


			The requirements specifications should carefully consider whether a requirement is truly necessary to perform the intended function or whether it is rather a policy that should be changeable by each service provider.











© 2004 Open Mobile Alliance Ltd.  All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.


OMA-ARC-2004-0XXX


Slide #*
[OMA-Template-SlideDeck-20040305]





Recommendations


			Material in documents 0068 (base OSE) and 0069 (topology picture) and 0071 (EPEM optionality) as restructured in 0077 be inserted into current OSE architecture document


			Implications on OMA WGs as discussed in 0071 should be socialized with OMA WGs and submitted early on to TP.
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