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1 Reason for Contribution

This document updates document 0195 with a suggested security section. 

Today, there is nothing said on the security model of the OSE. Yet there are claims that enablers are “protected” by other enablers. This might be OK if we could point to security models for the underlying interfaces, but we do not. Nor do we try to outline how security should be handled. This is a serious problem with the current document. 

This document proposes a security section for the OSE (borrowed from the OWSER), which at least will work as a stopgap solution until a better security section is constructed. 

I am quite worried that the discussion focuses so much on arcane aspects of undefined enablers, and so little on serious matters as these. 

2 Summary of Contribution

Modifying the OSE to include a security section (either after the current section 9, or before section 5). Include security section outlined in section 3. 

3 Detailed Proposal

Change marked text in the following are either additions (if marked as such) or deletions of currently existing text (if marked as such).

This contribution is based on OMA-Service_Environment-V1_0-20040601-D
***************Proposed Change #1 ************
6.3 Security

This section describing the security that is required for enablers designed following the OSE. The following list is not intended to be exhaustive, but shall be read to provide a minimum security level. 

This section does not contain a threat model. That, and additional security functions, or changes in the composition of the security functions, may be added later. 
The following goals apply to the security of the OSE:
1. Use only existing and emerging security standards.

2. Specify security technology suitable for environments where resource-constrained devices are possible nodes. 

NOTE: This version of the specification does not consider aspects of  nodes that have any constraining factors.
Security considerations SHALL include the following:

3. Support for security features to address security threats, risk and vulnerabilities. These features are discussed below and include support for confidentiality, integrity, authentication, authorization, access control, privacy, key management and security policy. Considerations to address the threat of non-repudiation are also discussed.

4. Allow multiple security token formats, multiple security algorithms and technologies, extensible mechanisms.

5. Flexibility of choice of protocol layer for applying security, enabling cost effective choices to meet varying risks.

6. Consideration of different device capabilities and requirements.

7. Consistency with other efforts,
The general approach, consistent with that recommended in the Architecture Requirements document [REQ] is to 

8. Construct a threat model.

9. Establish security policies to mitigate threats.

10. Construct security model that captures security policies.

11. Realize security model in the OSE.
6.3.1 Security Services (informative)

The security services in this section are intended to identify the security requirements of  the OSE and to describe the traditional security goals of reducing vulnerabilities of information, assets and resources.  The following security functions may be callable by any enabler developed according to the OSE. They may be resolved using existing enablers (interfaces of class I0), or external specifications (interfaces of class I2). 

Important security services include confidentiality, integrity, authentication, authorization, access control, non-repudiation, privacy, key management and security policy. An important consideration is the mitigation of denial of service attacks. This section summarizes the features and their relevant technologies allowing the normative section that follows to focus on profiling of standard technologies for OMA.
Note that additional security mechanisms may apply depending on the interface definition, e.g. as described in the OWSER for web services [OWSER].
26.3..8 Authentication

Authentication is used to verify that a party is who they assert to be and may be used, for example, to identify the sender of a message, a recipient, or the signer of some content. The authentication services provided by the OSE shall address device, application, service requester and service requester authentication as well as data origin authentication.

Mutual authentication (the authentication of both parties in an exchange) is necessary to avoid man-in-the-middle attacks, and the use of timely information such as challenge response should be used to avoid replay attacks.

One widely accepted mechanism to authenticate communicating parties is the use of X.509 certificates with SSL/TLS for server authentication. SSL/TLS also allows the server to require client certificate-based authentication. This mechanism allows parties to authenticate to each other, assuming certificate management is handled properly. Credentials associated with authentication may be short or long-lived. If long-lived, then validation of credentials such as certificates is required of a recipient to ensure that revocation has not occurred. This may be done using OCSP, XKMS or CRLs to give some examples.

SSL/TLS may also further protect HTTP basic or digest authentication as well as application username and password authentication by providing integrity and confidentiality services.

Management of the credentials associated with authentication may depend on trusted third parties, such as in a PKI, or may only require bilateral arrangements. Regardless, this issuance and lifecycle management of credentials is out of the scope of this authentication section.

NOTE: Additional considerations essential to effective security, such as PKI design and management, administration policies, password management and other issues are out of scope of this document but must be considered for a comprehensive security design.
26.3..9 Data Integrity

Integrity of information refers to the ability of a receiver to detect whether the content has been changed since creation, either maliciously or by accident. A checksum is not enough, since it could be maliciously replaced to mislead. Instead, a much stronger mechanism such as a digital signature or a MAC with the use of keying material can be used for the detection of any change in the content.  
Data integrity may be provided at different protocol layers. 

Transport integrity, such as provided by SSL/TLS, provides transient integrity for a connection. It offers no persistent record and no integrity for information once received by the destination TCP/IP node. Integrity is provided for all the information conveyed and cannot be applied to portions of the information conveyed over the secure session.. 

SOAP Application Messaging integrity uses XML Digital Signatures [XML-SIG] to enable the integrity of all or part of the soap:Header and soap:Body. This offers end-to-end integrity between SOAP nodes and may be used to provide integrity appropriately when SOAP intermediaries are used.  It also provides protection while SOAP messages are stored. 

Finally, payload application-level integrity uses [XML-SIG] to ensure the integrity of the payload or portions of the XML payload. These signatures may be used for both in-transit and stored integrity with granularity suitable for the application.

 NOTE: It is not appropriate to use encryption for the purpose of integrity. Note also that [XML-SIG] and [XML-ENC] recommendations allow the use of different algorithms.

[XML-SIG] defines how digital signatures may be applied to XML and other non-XML content and how signatures may be verified, taking into account XML specific issues of canonicalization. [XML-SIG] includes the definition of an XML Signature schema to package signature information and processing rules for signature creation and verification. [XML-SIG] defines the ds:KeyInfo element for conveying key information.
26.3..10 Confidentiality

Confidentiality is the property that unauthorized parties cannot view information. Typically confidentiality is provided using encryption technologies, such as symmetric and asymmetric encryption. The topic of confidentiality includes the choice and specifications of encryption algorithms, packaging of encryption metadata with encrypted content, and the relationship to the content and protocol model. Confidential communications are often necessary to preserve the privacy of information.

Confidentiality may be deployed at different layers in the protocol stack, depending on application requirements. Use at different layers has different benefits and issues. 

Confidentiality at the IPSec layer provides encryption of a variety of different higher-level protocols without additional effort, but may not function with network address translation equipment. 

SSL/TLS offers point-to-point confidentiality above the TCP layer, is easy to deploy, and is widely adopted. SSL/TLS does not provide adequate confidentiality when messages are routed through application intermediaries since decryption is necessary to route the message. 

Application level confidentiality using [XML-ENC] for payload content offers end-to-end application confidentiality, enables fine granularity (e.g. only encrypt the credit card number), and allows confidentiality of information stored at servers as well as in-transit. 
Which parts of the payload are signed and encrypted is out of scope of this specification, as this is an application decision. 
26.3..11 Key Management

The security and reliability of any communication process is directly dependent on the quality of key management and protection afforded to the keys. The functions of key management are to provide secure key generation, storage, renewal, revocation, exchange and use. The security of encrypted or authenticated data is strictly dependent upon the prevention of unauthorized disclosure, substitution, deletion and use of keys. If keys are compromised, the security of the data can no longer be assured. 

Key management includes establishing a security context for creating, registering, sharing and validating keys. Key sharing can be performed differently depending on application requirements, including out of band communication. Scalable solutions may require a back end infrastructure, such as a public key infrastructure (PKI) or a Kerberos system. Differences in the methods and technologies result in different mechanisms, but the goals are the same, to reduce the risks of inappropriate key use and to provide a uniform, scalable system for key management.

Traditional PKI clients, including mobile terminals, may also support traditional PKI registration mechanisms such as the Cryptographic Request Syntax (PKCS#10), Cryptographic Message Syntax (CMS/PKCS#7) as well as the Online Certificate Status Protocol [OCSP] for online certificate validation. Different techniques are appropriate for different circumstances. Most mobile terminal implementations may support the [OCSP], for example. [OCSP] is being profiled [OCSPProf] by the OMA Security Group for this purpose.

Although key and certificate validation are often essential to make meaningful use of key-based security services they are not always required by applications. In addition, the choice of technique will depend on the platform and implementation constraints. 

Note that the description of OCSP in the normative section refers to the OMA profiling of OCSP.

26.3..12 Access Control/Authorization

Access Control and Authorization are security mechanisms that provide the appropriate access to a system or application (or enabler or resource). They may also be provided at different levels of the protocol stack. The network may make coarse-grained decisions about access to the network, systems may provide services to manage access to their resources, or the resources themselves may restrict who is able to use them. In some topologies, an authorization server may determine whether an authenticated party is allowed to access a resource or perform some action. 

An authorization assertion may be expressed in XML using SAML and conveyed to other parties, or other mechanisms may be used to convey authorization asssertions. How the decision is made regarding authorization is server dependent, but one way to express rules in XML is using the Extensible Access Markup Language [XACML]. How servers perform authorization is out of scope of this document. How they share this information in an interoperable manner is in scope. 
Although appropriate access control should be required of endpoint implementations, the scope of this specification is limited to interoperability of the Web Services protocols and mechanisms. As such, information necessary for access control decisions may be conveyed to Web Service requesters and Web Service providers by a variety of mechanisms. As a result this specification recommends but does not mandate use of different techniques. 

26.3..13 Non-Repudiation

Repudiation is defined as the “Denial by one of the entities involved in a communication of having participated in all or part of the communication”. (Source: [X800]). Non-repudiation is the use of technology, business rules and legal mechanisms to reduce the risk of repudiation to an acceptable level. 

Discussion of non-repudiation in a pure technology sense is not meaningful since the issue is intrinsically linked to business and legal issues. Non-repudiation technologies can be correctly considered to support dispute resolution and support for reduction of repudiation risk.

Endorsement using long-lived digital signatures may be used to provide evidence that the signing party has agreed to a contract, approved an action, read some material or agreed to some other statement (verbal or written) when creating the signature.  Non-repudiation requires that only the signer have access to their signing material, that appropriate information is included with the signature (such as a timestamp and the reason for signing) and that the signature be persistent. This means that signatures for non-repudiation cannot be transitory signatures such as used in SSL/TLS, but must be long-lived signatures suitable for dispute resolution. 

NOTE: The verification of a digital signature does not prove that the alleged signatory actually affixed the actual digital signature. One of the fundamental issues being debated is whether or not a digital signature should be treated differently than a traditional signature and whether or not the current technical definitions of non-repudiation services (as per the ISO/IEC 13888-1,-2,-3) take into account the possibility of private key theft or identity theft. In the legal sense (according to the rights that exist within common law jurisdictions), someone who "signs" a document is always able to repudiate a signature that has been attributed to him or her by claiming the signature is a forgery or that if the signature is not forged, that it was obtained under duress or fraudulent circumstances. The burden of proof then falls on the relying party to prove that the signature was obtained correctly.
Non-repudiation imposes requirements on key management, including due diligence on key registration and certificate issuance and the management of the certificate lifecycle. Separate encryption and signing keys are required since encryption keys may be backed up (to allow recovery of information) while signing keys must remain under the sole control of the signer (for non-repudiation). Effective non-repudiation requires more than technology, but also the business, legal and process controls necessary to make it meaningful. 

The signing technologies needed to support non-repudiation and dispute resolution includes digital signatures together with additional information such as the signing timestamp and the reason for signing, the full name of the signer. What is required depends on the application, for exampleFDA 21 CFR 11 [21CFR11] defines information required for online FDA submissions. Currently work is progressing in the Oasis Digital Signature Services technical committee and other forums to define how signatures can be generally meaningful for non-repudiation. The work in OASIS is based on [XML-SIG] and imposes some normative requirements in section 7.1.2.5 on the following optional techniques, if used. 

Non-repudiation requires effective key and credential management, as discussed in section 6.3.2.4.

26.3..14 Denial Of Service Threat Mitigation

Another security concern is that a service should be available and access not denied by attacks against the server. This is known as denial of service attacks. Denial of service attacks can disable a server from providing services to legitimate users by overloading it with request processing or other incoming events that overwhelm the server. It is appropriate to take measures to mitigate the risks associated with denial of service attacks that may degrade or disable the ability of a server to respond to requests for service, when this is a concern. However, this is out of scope of this specification. 

Some approaches to reducing the threat include:

1. Requiring clients to authenticate below the application protocol level, e.g. requiring signed requests. The signature should contain a timestamp to reduce the window of possibility for replay attacks.
NOTE: Signature verification still imposes a processing requirement on the server but can prevent it from taking inappropriate action or even more intensive application processing.

2. Implementation level guards for resource consumption

Other techniques such as client puzzles may also be used to reduce the risk of denial of service attacks. (See [DOS])

6.3.2 Normative security technology definitions
Each enabler specification must contain a section describing how the enabler specification resolves the security issues outlined in section 6.3.1. How the specifications resolve these issues may depend on the interfaces. 
6.4 Privacy management functions (informative)

Privacy has three aspects: personal, territorial and informational. In an OMA context, personal privacy deals with mechanisms to ensure that end users are not exposed to whatever violates their moral senses, while territorial privacy is about protecting the user’s property – e.g. the user equipment – from being invaded by undesired content, such as SMS or email messages. Informational privacy is about data protection, and the user’s right to determine how, when and to what extent information about her is communicated to other parties, and the execution of this right might be based on her knowledge about what the other party’s intention is.

Privacy is a broad area of which the topic of information privacy is but one aspect, and is the main issue in OMA Web Services security. The information protected by information privacy can include personal identifiable information, as well as other personal information such as preferences, age, gender, account numbers, user equipment-related information and so on. Legislation is a major driver of privacy requirements in some countries. Data protection aspects must be considered before a service is used, during service usage, and after it is used so that the service provider does not misuse the data collected.

Privacy is an issue before a service is used (how the other entity may be contacted, if at all), during service usage (what is revealed about an entity to another entity), and after service usage (how the revealed information may be used afterwards).

Privacy enhancing technologies include mechanisms to ensure anonymity, meaning that the identity of a party is not known to another party. Pseudonyms in conjunction with appropriate authorization may be used to protect information privacy. An example of such a pseudonym usage is a web site offering some content to be downloaded from a third party. A pseudonym is given to the third party, so that the party can share information about the download with the web site, but cannot track the downloads of individual parties over time. 

Privacy policies may be used to proactively define how and when personal information may be released, to whom and, for how long. Privacy policies may be specified in different ways, one example is the W3C Platform for Privacy Preferences (P3P). P3P policies provide the user with information about the privacy practices of a server.  In all cases, information may be compromised if appropriate confidentiality of the information is not maintained, such as during transit or storage.  As a result, mechanisms designed to ensure confidentiality may be used to reduce the risks of inappropriate information disclosure.

A common privacy solution is desirable for different enablers, including Presence, SyncML, MMS, and Location, for example.

The implementation of privacy controls requires the means to state and convey privacy policies as well as the means to enforce them. This document references mechanisms to express and convey privacy policy statements. Policy enforcement mechanisms are out of scope.

The Platform for Privacy Preferences (P3P) may be used to make statements about how personally identifiable information about an end-user is used by a server. P3P also defines how a client might query a server to obtain this information. The compact form of P3P is recommended. 

Privacy issues are also related to identity mangement systems that may be used to enable transactions without releasing personally identifiable information.

Related to privacy, the following specifications MAY be required and, if so, incorporated by reference:
Platform for Privacy Preferences (P3P)
*****************END of Proposed Change #1 *****************************

*******************Proposed Change #2 ***********************************

*******************Proposed Change #2a *********************************

4.1 General

The OMA specifies Enablers, which provide standardized components that create an environment in which services may be developed and deployed. The decomposition into these components and the interactions between them comprise the OSE.

By promoting a common structure and rule set (see [ARCHPRIN]), for specifying OMA Enablers and by satisfying the Service Environment requirements (see [ARCHREQ]), the OSE specification describes an evolving and consistent Service Environment, i.e. the OMA Service Environment, that describes how OMA Enablers interact with one another to provide suite of consistent and widely accessibly services to an end user.

The primary intention for the OSE specification is to address the issues as described in subclause 4.3 "Motivation" and to satisfy the OMA Architecture requirements [ARCHREQ] which focuses on:

· High-level functional requirements thtat describe the need for architecture integrity, scalability, interoperability and a limitation in Architecture "silo" design and hence reduction of integration and deployment complexities;

· Overall system requirements and system element requirements.

 In general, the issues as described in subclause 4.3 "Motivation" will be addressed by simplifying:

· The controlled exposure of resources to internal and third parties application developers in order for them to create and run compelling new services;

· The integration and management of resources;

· The evolution of OMA current silo-like conglomerate architecture to an integrated unified and well coordinated OMA service enabler environment.

In general the use of the OSE will lead to:

· Shorter time to market for new services;

· Rapid development and deployment of new and innovative applications; 

· Reuse of OMA Enablers and the reduction of "silos";

· Open up service creation to 3rd parties 
· Enable the use of varied business models for services deployed using the OSE;

· Broadening of the developer pool;

· Making automated management of business relationships possible;

· Development of an evolution path for an integrated and unified service enabler environment.

The remainder of this document will further elaborate on these topics.

*******************END of Proposed Change #2a**********************

******************Proposed Change #2b***********************************

5.1.1 Extensibility 

New enablers can be introduced by developing an enabler implementation that connects to an underlying resource in the service provider.

The enabler application development interfaces can be communicated to third party developers directly (e.g. by written documents so the applications can statically bind to the destination enabler) or registered with the (proposed) discovery enabler to allow the application to dynamically bind to the destination enabler.

One way of controlling access to enablers is to use policies. Policies can be loaded dynamically for OSE evaluation and enforcement.

When required, Policy definitions may help in extensibility by using the mechanisms of delegation.

Life cycle management interfaces are expected to provide support for upgrade of enablers when new releases are installed and deployed.

********************END of Proposed Change #2b***********************

**********************Proposed Change #2c *****************************

5.1.4 Implementing the security model
It is important that the OSE enables the exposure of OMA enablers, other functions, resources and applications to each other in a controlled manner. It is also important that the OSE architecture manages the procedures applied for both hosted (in the same domain) and third party applications and enablers. This may be achieved by having the OSE able to process all requests to and from the enabler implementations and enforce the appropriate policies.
When OMA enablers are deployed within the OSE, they should be using the OSE Security model as outlined in XX.XX [To be decided at the meeting] to ensure that neither they, nor other OMA enablers become vulnerable to various types of attacks. The responsibility to implement the security model appropriate for the enabler lies on the OMA Enabler Specification writer. The OMA Enabler must implement the security model appropriate for both the functions of the enabler and the interface through which it is exposing the functions. 
*******************End of Proposed Change #2C*************************

*******************Proposed Change #2d**********************************

5.2.2 Enabler

The Enabler concept (or its long form Service Enabler) is pervasive in OMA because enablers are the primary products of OMA (e.g. Enabler Releases and Enabler Packages). Enabler provides the standardized public interfaces to resources in the OSE. Examples of enablers include OMA-defined Location or Device Management.

********************END of Proposed Change #2d***********************

***********************Proposed Change #2e********************************

5.4 Application and Enabler Exposure management

The OSE enables the exposure of OMA enablers, other functions, resources and applications to each other in a controlled manner. One way the OSE does this is through a policy-based mechanism, which can be used to access the Service Provider's resources in a controlled way (e.g. through appropriate charging, logging and enforcement of user privacy or preferences). The OSE provides a consistent and centralized management mechanism if the Service Provider requires such control.

**********************END of Proposed Change #2e************************

*****************END of Proposed Change #2 *************************

Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

· Modifying the OSE to include a security section (either after the current section 9, or before section 5). 

· Include security section outlined in section 3, Proposed Change #1.

· Remove the mentions of how an enabler “protects” another, as outlined in Section 3, Proposed Change #2

· Set up a meeting with the Security Group for security review of the document

· Accept the result from the review into the forthcoming version of the OSE
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