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1. Scope
(Informative)

The Smartcard enables network operators to provide network security to their customers and as a platform to run their services. Several standardization bodies develop smart card toolkit standards in order to fulfil these requirements.

Operators from the GSM-A are looking at improving the user experience when using smart card based operator services. The OMA-SEC Smart Card Technology sub-working group (SCT) has identified these requirements from the GSM-A Operators and is aimed at proposing a solution to use a Smart Card Web Server.

The Smart Card Web Server (SCWS) intends to enable smart card issuers to offer static or dynamic web pages. One operator centric example could be pages generated by applications running in the smart card (e.g. SIM, UICC or R-UIM), enabling local access to content (e.g. questionnaires, FAQs) or security-oriented services requiring keys stored in the smart card. 
All these services will be accessible via the WAP/xHTML browser.

This document is an architecture document for the work item presented in [SCWS WID].

2. References

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[WAPWAE]
	Wireless Application Environment Specification, Open Mobile Alliance™, 

OMA-WAP-WAESpec-V2_3-20040815 {‑Candidate}, URL:http//www.openmobilealliance.org/

	[WP HTTP]
	Wireless Profiled HTTP

WAP-229-HTTP-20010329-a

URL:http//www.openmobilealliance.org/

	[HTTP/1.1]
	“Hypertext Transfer Protocol -- HTTP/1.1”, RFC 2616, June 1999

URL:http://www.ietf.org/rfc/rfc2616.txt

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC1630]
	"Universal Resource Identifiers in WWW", T. Berners-Lee, June 1994. http://www.ietf.org/rfc/rfc1630.txt?number=1630

	[RFC1738]
	"Uniform Resource Locators (URL)", T. Berners-Lee, et al., December 1994. http://www.ietf.org/rfc/rfc1738.txt?number=1738

	[RFC2396]
	“Uniform Resource Identifiers (URI): Generic Syntax”, T. Berners-Lee, L. Masinter, August 1998. http://www.ietf.org/rfc/rfc2396.txt?number=2396

	[ISO7816-4]
	“Information technology -Identification cards -Integrated circuit(s) cards with contacts Part 4: Interindustry commands for interchange”

	[102223]
	“Technical Specification Smart cards; Card Application Toolkit (CAT)”. http://www.etsi.org

	[RFC2616]
	“Hypertext Transfer Protocol -- HTTP/1.1”, June 1999. http://www.ietf.org/rfc/rfc2616.txt?number=2616

	[RFC2617]
	“HTTP Authentication: Basic and Digest Access Authentication”, http://www.ietf.org/rfc/rfc2617.txt?number=2617

	[31102]
	“Technical Specification Smart cards; Characteristics of the USIM application” http://www.3GPP.org

	[WIM]
	Wireless Identification Module; Part: Security.
OMA-WAP-WIM-v1_1-20021024-d

URL:http//www.openmobilealliance.org/

	[102221]
	 “Smart Cards; UICC-Terminal interface; Physical and logical characteristics” http://www.etsi.org


2.2 Informative References

	[ARCH-INVENT]
	“Inventory of Existing Architectures in OMA”, <doc ref>, URL:http://www.openmobilealliance.org/

	[ARCH-PRINC]
	“OMA Architecture Principles”, <doc ref>, URL:http://www.openmobilealliance.org/

	[ARCH-REVIEW]
	“OMA Architecture Review Process”, <doc ref>, URL:http://www.openmobilealliance.org/

	[OMA-DICT]
	“OMA Dictionary”, <doc ref>,URL:http://www.openmobilealliance.org/

	[SCWS WID]
	Smart card web server work item (WID 92)

	[SCWS-RD]
	Smart card web server RD document OMA-RD-Smartcard_Web_Server-V1_0-20041115-D


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	2G UICC
	UICC activated in a 2G mode that has physical characteristics of UICC [102221] but logical characteristics of SIM [51 011]

	3G UICC
	UICC activated in a 3G mode that has physical and logical characteristics of the UICC [102221]

	AID
	Application Identifier. A data element that identifies an application in a smart card. An application identifier may contain a registered application provider number in which case it is a unique identification for the application. If it contains no application provider number, then this identification may be ambiguous.

	Application
	The implementation of a well-defined and related set of functions that perform useful work on behalf of the user. It may consist of software and or hardware elements and associated user interfaces.

	Application Information
	Some of the information provisioned into the phone can relate to identity and applications rather than to plain connectivity.

	Smartcard
	The generic term smartcard defines in this document all the microprocessor cards compatible with ISO 7816-4 [4].

Note: that includes those smartcards compliant with other standards as for instance UICC, Global Platform cards…

	UICC
	UICC is the ICC defined for the 3G standard [TS102 221].

	URI
	Uniform Resource Identifiers (URI, see RFC 1630 [1]) provides a simple and extensible means for identifying a resource. URI syntax all widely used to address Internet resources over the web but is also adapted to local resources over a wide variety of protocols and interfaces.

	URL
	The specification is derived from concepts introduced by the World-Wide Web global information initiative, whose use of such objects dates from 1990 and is described in "Universal Resource Identifiers in WWW", RFC 1630. The specification of URLs (RFC 1738 [2]) is designed to meet the requirements laid out in "Functional Requirements for Internet Resource Locators".

	WIM
	Wireless Identity Module. A tamper-resistant device that is used in performing WTLS and application level security functions, and especially, to store and process information needed for user identification and authentication.

	SCWS
	Smart Card Web Server


3.3 Abbreviations

	OMA
	Open Mobile Alliance


4. Introduction


A Smart Card Web Server (SCWS) is a micro HTTP server implemented in the smart card embedded in the mobile phone (e.g. SIM, (U)SIM, UICC). It will allow network operators to offer smart card based services to their customers by using the widely deployed [HTTP/1.1] protocol.

This solution integrates well in the Internet and the OMA architecture and affects the handset and the smart card itself. The goal of this architecture is to have a minimum impact on the handset and other system elements like remote servers. The main scope of the WI is to allow a local communication between the ME WAP browser and the Smart Card Web Server. This will allow the user to browse static and dynamic content on the Smart Card Web Server and the implementation of dynamic web applications in the smart card. The security constraints are expressed in the Requirement document and the architecture and solution itself should accommodate them.

As the solution relies on well-known Internet protocols, it mainly concentrates on specifying the needed modules/gateways to allow an HTTP communication between the ME and the smart card. It is also aimed to have the minimum changes in the ME browser in order to make the SCWS browsing transparent as the browsing of any other remote Web server.

A Smart card-URI is used in order to communicate with a web server that is embedded in the smartcard (SCWS). We limit our discussion to smart card applications and platforms such as (U)SIM ( Subscriber Identification Module), UICC, R-UIM (Removable – User Identification Module) and WIM (Wireless Identity Module) in a mobile phone.

4.1 Target Audience

The target audience for this document includes but is not limited to the following:

· The Working Group(s) that will create specifications based on this subject matter (SEC-SCT)

· Working Groups that need to understand the architecture of this subject matter (BAC-MAE)

· Architecture Working Group (e.g. during Architecture Reviews as defined in [ARCH-REVIEW], to determine compliance of [ARCH-PRINC], etc.)

· Interoperability Working Group (e.g. for early analysis of interoperability requirements)

· Security Working Group

4.2 Use Cases

Use cases are described in [SCWS-RD].

4.3 Requirements

The Requirements are described in [SCWS-RD].

<< [NOTE: the reader of this section should be able to clearly identify those requirements that are met or satisfied and those that are NOT met or satisfied]

Identify the Requirements Document(s) on which this architecture is based.  

Using the table below, list all of the Requirements in the identified Requirements Document(s).  Use one table for each Requirements Document.  If a requirement is not met or satified, enter the string None in the Phase Met column.  The Section(s) column should contain a list of the sections in this document that contain text that addresses the requirement.

Add all references to Requirement Documents to section 2. 

DELETE THIS COMMENT >>

	Requirement ID/Number
	Phase Met
	Section(s)

	6.1.1 #1
	1.0
	7.1, 7.2

	6.1.1#2
	None
	

	6.1.1#3
	1.0, 2.0
	7.1, 7.2, 7.3

	
	
	


Table 1: Example Table – Listed in the Table of Tables

4.4 Planned Phases

Current work is phase 1.0.

5. Architectural Model


The smart card provides a local web server for the user to browse using the ME WAP browser. This web server is accessible via a gateway that translates the TCP/IP protocol to another local protocol between the ME and the smart card. The HTTP requests and responses are then sent directly to the SCWS over the local smartcard-ME protocol.

The architecture should be open to allow the choice of several smartcard-ME protocols as the “local bearer” to transport the HTTP requests and responses. However, we propose one local bearer, as the first standardized solution, and rely on a protocol that is already standardized in 3GPP. This protocol is called the Bearer Independent Protocol (BIP).

The BIP gateway will do the protocol conversion as is already defined in ETSI TS 102.223 [5] specification. The following configuration illustrates the internal network configuration in the ME:
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5.1 The SCWS

5.1.1 Smartcard-URL

The proposition in this document is to access the smart card via a subset of the HTTP protocol. The URL to access the card is defined as:

http://localhost:10080
The localhost represents the loop back address and the proposed port number is the HTTP port number with an offset of 10000. 

When typing this URL the default home page of the server is retrieved.

5.1.1.1 Paths
The path component of the URL specifies where on the Smart Card Web Server resource is found. For example:

http://localhost:10080/3A01/0102 if we use existing file naming in smart cards, or it can also be http://localhost:10080/myFile if we use other textual naming that is then mapped to internal card resources. All referenced files are relative to the HTTP server “doc root”.
For smart cards implementing ISO 7816 file system, the Smart Card Web Server MAY support URIs that use this file naming (e.g. http://localhost:10080/3A01/0102).
5.1.1.2 Parameters
For many schemes, a simple host and path to an object are just not enough. In many cases we need to give input parameters to applications in the sent URL. By convention the parameter list string starts with the ‘?’ character and is being formatted as a series of name=value pairs, separated by the ‘&’ character. They provide applications with any additional information that they need to access the resource. 

For example:

http://localhost:10080/mySTKapplication?menu=2
The above example starts an STK application in the card asking it to deliver menu number 2 instead of default menu number 1.

5.1.1.3 Query Strings
Some resources, such as database services, may be asked questions or queries to narrow down the type of resource being requested.

By convention the query string starts with the ‘?’ character and is being formatted as a series of name=value pairs, separated by the ‘&’ character. 

For example:

http://localhost:10080/3B00/0730?record=2&offset=20
In this example the data after offset 20 in record 2 in the file 3B00/0730, under the HTTP server doc root, is being retrieved.

5.1.2 HTTP Smartcard Profile

The following rules define the minimal HTTP profile that is needed for accessing the web server in the smart card.


HTTP SMARTCARD PROFILE is defined as a subset of HTTP 1.1 with the following restrictions:

5.1.2.1 Request-URI
The URI field SHALL be in absolute form. (e.g. http://localhost:10080) respecting the rules for HTTP URLs.

5.1.2.2 HTTP-Version 
The HTTP/1.1 SHALL be implemented in the smart card web server. Thus the HTTP-Version field SHALL be “HTTP/1.1”.

5.1.2.3 METHODS
The following table lists the HTTP methods that SHALL be supported by the smart card Web server:

	Method
	Supported

	OPTIONS
	Optional

	GET
	Mandatory

	HEAD
	Mandatory

	POST
	Mandatory

	PUT
	Mandatory

	DELETE
	Optional

	TRACE
	Optional

	CONNECT
	Optional


Specific actions on reception:

For an incoming request that is not supported, the smartcard shall responds with an HTTP response message with Status-Code = 405 (Method not allowed).

5.1.2.4 GENERAL HEADERS

The following listed GENERAL headers SHALL be supported by the smart card Web server:

	Field
	Supported

	Connection
	Mandatory

	Date
	Optional

	Pragma
	Optional

	Trailer
	Optional

	Transfer-Encoding
	Optional

	Upgrade
	Optional

	Via
	Optional

	Warning
	Optional


Specific actions on reception:

-The smartcard will ignore the non-supported fields.

5.1.2.5 REQUEST HEADERS

The following listed REQUEST headers fields, for each of the HTTP request messages, SHALL be supported by the smart card Web server:

	Field
	Supported
	Additional comments

	Accept
	Optional
	

	Accept-Charset
	Optional
	

	Accept-Encoding
	Optional
	

	Accept-Language
	Optional
	

	Authorization
	Mandatory
	

	Expect
	Optional
	

	From
	Optional
	

	Host
	Optional
	-Host field SHALL be empty.

	If-Match
	Optional
	

	If-Modified-Since
	Optional
	

	If-None-Match
	Optional
	

	If-Range
	Optional
	

	If-Unmodified-Since
	Optional
	

	Max-Forwards
	Optional
	

	Proxy-Authorization
	Optional
	Not applicable

	Range
	Optional
	

	Referer
	Optional
	

	TE
	Optional
	

	User-Agent
	Optional
	


Specific actions on reception:

-“Host” field shall be omitted, since requested URI is always in absolute form.

5.1.2.6 Status-Code & Reason-Phrase

The smart card server shall support the following status codes:

      Successful Status-Code    = 

200 OK

          | 201 Created

          | 204 No Content

          | 205 Reset Content

      Client Error Status-Code    = 

            401 Unauthorized

          | 403 Forbidden

          | 404 Not Found

          | 405 Method Not Allowed

          | 413 Request Entity Too Large

          | 414 Request-URI Too Large

      Server Error Status-Code    = 


500 Internal Server Error

          | 505 HTTP Version not supported

5.1.2.7 RESPONSE HEADERS

The following RESPONSE headers fields for each of the HTTP request messages shall be supported by the corresponding sending/receiving entities:

	FIELD
	IB
	Additional comments

	Accept-Ranges
	Optional
	

	Age
	Optional
	

	ETag
	Optional
	

	Location
	Optional
	

	Proxy-Authenticate      
	Optional
	N/A

	Retry-After
	Optional
	

	Server
	Optional
	

	Vary
	Optional
	

	WWW-Authenticate
	Mandatory
	See [Error! Reference source not found.]


Specific actions on reception:

-None

5.1.2.8 ENTITY HEADERS

The smart card web server SHALL support the following ENTITY headers fields, for each of the HTTP request messages:

	FIELD
	ID

	Allow
	Optional

	Content-Encoding         
	Optional

	Content-Language         
	Optional

	Content-Length
	Mandatory

	Content-Location
	Optional

	Content-MD5
	Mandatory

	Content-Range
	Optional

	Content-Type
	Mandatory

	Expires
	Optional

	Last-Modified
	Optional

	Extension-header
	Optional


Specific actions on sending entities:

-'Content-Type' HTTP header field SHALL be included by the smartcard server depending on the resource being transferred within the HTTP response.

5.2 Smartcard – ME protocols

5.2.1 Case of BIP commands
To communicate via HTTP with the Smart Card web Server we need to rely on a lower level data transport protocol. Usually TCP/IP is being used for this purpose but we propose here to use a lighter data transport protocol that can be implemented easily in existing cards. This protocol is the BIP (Bearer Independent Protocol).

The BIP, which is already standardized in ETSI (TS 102.223 [5]) and 3GPP2, can be used to enable the access to the smart card with a protocol like HTTP.

The BIP defines a set of commands that enable the UICC to open a bi-directional data channel with a remote client/server:

· Among the protocols that can be selected are TCP over IP

· The ME establishes the TCP connection with the remote server

· The ME receives data from the card via the BIP/SEND command, inserts them into the protocol packets and sends them to the remote server

· The ME strip the data from the server’s packets and send them to the card using the Envelope (Event – Data Available) and the cards pulls them using BIP/RECEIVE command

The BIP protocol is illustrated in the following diagram:
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5.2.1.1 ME access to the SC Web server
The card can provide a local web server for the user to browse using the ME WAP browser. This web server is accessible via a gateway called the BIP Gateway.

The BIP gateway will do the protocol conversion as is already defined in ETSI TS 102.223 [5] specification. The following configuration illustrates the internal network configuration in the ME:
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5.2.1.2 Initialization phase
A smart card that implements a web server shall indicate this service to the ME with the “DECLARE SERVICE” command as is defined in TS102223 [5] specification:

	UICC
	
	Terminal or BIP gateway
	
	Local Web Browser


	SERVICE DECLARATION 
	

	
	

	DECLARE SERVICE (add flag, Service Identifier = X, Service Record PDU) 
	

	 terminal Response ()
	


The service declaration will be done at startup.

The first time that the local web browser will connect to http://localhost:10080 (BIP gateway) the ME will issue a “connection request on service identifier” as is defined in TS102223 specification.

The sequence of initialization shall be the following (as is defined in TS102223 specification):

	UICC
	
	Terminal or BIP gateway
	
	Local Web Browser

	
OPEN CHANNEL as server
	

	
	

	
	 connection request on service identifier “Technology Independant”

	 Envelope (Local connection)
	

	OPEN CHANNEL (Service Identifier = “Technology Independant”, Service Record PDU=00) 
	

	 terminal Response (Channel identifier)
	

	
	


It is proposed to add an additional parameter in the “DECLARE SERVICE” command to indicate if the Smart Card Web Server is found on smart card logical channel 0 (GSM) or on an independent logical channel (1, 2 or 3). In the case that it is implemented on an independent logical channel (1, 2 or 3) the BIP gateway will start by opening a logical channel using the MANAGE CHANNEL APDU command.

Please note that we use the BIP protocol as a local data transport protocol between the smart card and the ME and that it is independent of current BIP implementations in the ME that are aimed to provide a data channel between the card and a remote server. The main motivation is not to invent a new APDU data transport protocol but rather reuse an existing one.

5.2.1.3 Normal flow
After this first initialization phase data can be exchanged normally between the local web browser and the BIP gateway. A detailed example of receive data with the corresponding BIP commands is shown below: 

	UICC
	
	BIP gateway
	
	Local Web Browser

	RECEIVE DATA


	

	
	 Data (remote connection request)

	 ENVELOPE (Data available, Channel Identifier)
	

	
	

	RECEIVE DATA (Channel identifier, Channel Data length) 
	

	 terminal Response(Data<=Length)
	

	
	


5.2.2 Other smartcard-ME protocols

To be defined.

Security considerations

5.2.3 User authentication

If the smartcard resource requires an access condition, which has not been fulfilled, the smartcard server SHALL provide means to enable this security conditions as they are defined for local terminal-application APDU protocols (e.g. may perform a request to the user in order to ask for a PIN). 

The authorization is performed between the client application and the smartcard server using standard HTTP authorization exchange (RFC 2617 [7]), which is briefly depicted below:

The smartcard server will response with an HTTP response message containing a Status-Line with a status code "401" (Unauthorized) and a WWW-Authenticate field consisting of at least one challenge that indicates the authentication scheme(s) and parameters applicable to the Request-URI. 

As a special case, the smartcard server may challenge with a PIN request using a WWW-Authenticate field as follows:       

WWW-Authenticate : Digest realm= <PINName>
Note: <PINName> string can have different values depending on the type of PIN being asked.

The response will then be sent to the client application. The client application should then perform the corresponding dialog with the user (e.g. request of PIN or password) and send back the request including an Authorization request header containing the Authorization credentials. 

Note: for PIN usage, the PIN value is passed in the response data field. The username, if present, may be ignored by the smartcard server.

5.2.4 ME applications that are allowed to access the SCWS

TBD
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Use of BIP as local HTTP link implementing an MMI for an application in the card

	UICC
	
	Terminal
	
	Browser


	HTTP SERVICE DECLARATION (on power on)
	

	
	

	DECLARE SERVICE (add flag, Service Identifier = “Technology Independent”, Service Record PDU, 

TCP Port 80 ) 
	

	 terminal Response ()
	

	
	

	
	

	APPLET REQUESTS MMI ACTIVITY
	

	
	

	LAUNCH BROWSER (Browser Identity, URL = http:// localhost:10080/AppletID/Menu, Bearer = local link technology independent) 
	

	
	connection request to http://localhost:10080/AppletID/Menu

	 terminal Response ()
	

	
	

	
	

	OPEN CHANNEL as server
	Browser establishes TCP connection

	
	

	
	  Connection request on TCP port 80

	 ENVELOPE (Local connection)
	

	OPEN CHANNEL (Service Identifier = “Technology Independent”, Service Record PDU=00) 
	

	 terminal Response (Channel identifier)
	

	
	 TCP acknowledgement

	
	

	RECEIVE DATA


	Browser Requests First Level Menu

	
	 Data (GET http:// localhost:10080/AppletID/Menu HTTP/1.1)

	 ENVELOPE (Data available, Channel Identifier)
	

	
	

	RECEIVE DATA (Channel identifier, Channel Data length) 
	

	 terminal Response (Data<=Length)
	

	
	

	
	

	SEND DATA
	Smart Card Server provides Menu page

	
	

	SEND DATA (Channel identifier, Channel Data length, Data) 
	

	
	Data (Response of GET http:// localhost:10080/AppletID/Menu HTTP/1.1)

	
	


	
	

	RECEIVE DATA
	Browser Requests Entry1

	
	

	
	 Data (GET http://localhost:10080/AppletID/Entry1 HTTP/1.1)

	 ENVELOPE (Data available, Channel Identifier)
	

	
	

	RECEIVE DATA (Channel identifier, Channel Data length) 
	

	 terminal Response (Data<=Length)
	

	
	

	
	

	SEND DATA
	(Smart Card Server provides Entry1 page)

	
	

	SEND DATA (Channel identifier, Channel Data length, Data) 
	

	
	Data (Response of GET http:// localhost:10080/AppletID/Entry1 HTTP/1.1)

	
	

	
	

	CLOSE CHANNEL as server
	Browser Drops TCP connection

	
	

	
	 connection stopped on TCP port 80

	 Envelope (Channel Status – Link dropped)
	

	CLOSE CHANNEL (Service Identifier = “Technology Independent”, Service Record PDU=00) 
	

	
	

	
	

	SERVICE REMOVAL
	

	
	

	DECLARE SERVICE (delete flag, Service Identifier, Service Record PDU=00) 
	

	 terminal Response ()
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