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1 Reason for Contribution

This contribution proposes changes/additions to the current PEEM AD.

2 Summary of Contribution

As a follow up on the discussion started on the agreed contribution 0078, this contribution is streamlining the number and content of the figures related to the PEEM functional architecture in the PEEM AD. The new figures submitted in the attachment are a recommended change/replacement for the figures previously accepted into the PEEM AD. The new figures have been included together with the proposed text, but they are also included for convenience in the attachment. Figure 1 in the PEEM AD is replaced by the diagram in slide 2 of the current attachment, Figure 2 in the AD is removed, and Figure 3 in the PEEM AD is replaced by the diagram from slide 3 in the current attachment. The new figures improve the clarity of the functional architecture by:

· Grouping together interfaces that are specified elsewhere in OMA versus interfaces that are specified in PEEM. This grouping does not imply that the bindings are the same for all the interfaces that traverse them, but are meant to distinguish between bindings that may be specified in PEEM versus bindings that may be specified by other enablers.

· Proposing names for all components and for interfaces exposed/supported by PEEM

· Eliminating unnecessary text on the architectural diagram

· Being consistent with the recommendations in the AD template

In addition to this, this contribution proposes text for the section 5.2 and 5.3 of the PEEM AD (currently there is no text for these sections in the PEEM AD).

The current decomposition depicted in Figure 2 is recommended because at the highest level, from the interpretation of the available requirements, the 2 components identified, as well as the different interfaces identified, are expected to exist in an enabler implementation, and are loosely coupled amongst themselves. Further decomposition may be possible, but is not necessarily dictated by the requirements, therefore this represents a initial representation consistent with requirements. Additional components and interfaces may in fact exist in a PEEM implementation  - for example an interface between the 2 identified components, as well as a Policy Store, and interfaces to the Policy Store from either of the components. However, such interfaces and a Policy Store are not explicitly required, neither do they directly need touch upon any component or interface that needs to be specified in PEEM, therefore they have deliberately not been represented. In particular, the Policy Store could be inside or outside a PEEM implementation.

3 Detailed Proposal


5.2 Architectural Diagram
This section contains architectural diagrams that illustrate how PEEM is applied in the OSE architecture, what communications relationships it has with other entities and how it can be decomposed into logical components. 
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Figure 1. PEEM enabler in OSE
Figure 1 illustrates the fact that PEEM enabler’s implementation will follow the OSE architecture. The reason for starting with this introductory figure is only to underline a direct relationship between the OSE architecture document and this document. This document will describe in further detail the logical components and interfaces from the PEEM enabler perspective; it will defer to OSE for explanations that are generic across multiple enablers. 
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Figure 2. PEEM Enabler – interfaces and components
Figure 2 illustrates two logical components, the PEEM Evaluation and Execution (PE) and the PEEM Management (PM) and all interfaces types exposed/supported by PEEM, based on the PEEM approved requirements. Only components that can be directly inferred from the requirements, and that have an exposed/supported PEEM interface have been represented in Figure 2. Other interfaces and components may need to be identified for a complete PEEM implementation, but those are not directly referred to or implied by the current PEEM requirements (e.g. a direct interface between the two identified components and a policy store to host the policies may be needed). Since the policy store was not explicitly represented in Figure 2, it is left as a vendor implementation choice to have the policy store as an external resource to the PEEM implementation, therefore accessible via an I2 interface, not-to-be-specified by PEEM, or an internal resource to PEEM implementation, accessible through an internal interface, not-to-be-specified by PEEM. 
5.3 Functional Components and Interfaces
This section describes the functional components and interfaces identified in Figure 2. The components and interfaces specified by PEEM are loosely coupled, in the sense that the specification for each of them does not have to be tightly coupled with the specification of the others (e.g. PE and PM are completely decoupled, PEM-1 and PEM-2 are completely decoupled, PE and PEM-1 are only coupled by the content of the incoming request, PEM-2 and PM are only coupled by the content of the incoming request, PE and PEM-2 are completely decoupled and PM and PEM-1 are completely decoupled).
The following is a list of PEEM components (identified because they interact with an interface specified by PEEM):
· PE (Policy Evaluation and Execution component)

· PM (Policy Management component)
The following is a list of PEEM specified interfaces:
· PEM-1 (PEEM specified callable interface)

· PEM-2 (PEEM specified management interface)
The following is a list of interfaces defined elsewhere in OMA, that PEEM uses:

· I0+P (PEEM used proxy interface)

· I0 (PEEM used forwarded and delgated interface)
The following is a list of PEEM supported interfaces (a PEEM supported interface is an interface defined elsewhere, that PEEM may have to conform to):

· I1 (PEEM supported lifecycle management interface)

· I2 (PEEM supported other resources interface)
In addition to PEEM components and interfaces, there are other elements represented in Figure 2 for a better understanding of the architectural diagram. The following is a list of other elements identified in Figure 2:
· Bindings required by other enablers

· Bindings required by PEEM
· Other entities that interact with PEEM:
· Execution Environment
· Target Enabler Requestor

· Target Enabler

· Delegated Enabler

· PE Requestor

· PM Requestor

· Other Resources
5.3.1 PE (Policy Evaluation and Execution component)
The PE (Policy Evaluation and Execution) component is responsible for the policy enforcement portion of the PEEM requirements. This component:
· uploads the policies associated with the protected resource. Policies contain policy rules (see definitions for Policy and Policy Rule) expressed in PEEM Policy Expression Language. The latter is an important part of the specification and is to be interpreted by the Policy Evaluation and Execution component.

· evaluates policies using I0+P and other context (see definition for Policy Evaluation, Policy Rule and Policy Condition). P represents specific values of variables that will be used, together with other contextual information (e.g. time of day, request source/destination, etc) in the evaluation of the policies. The component may delegate to other enablers where appropriate. 

· may execute policies when it has all the information needed to complete the execution of the action resulting from a positive evaluation of the policies. The component may use delegation to other enablers where appropriate.
· returns, after completing all previous processing, a policy decision to a requestor and/or allows a request to continue to its original target destination. A request for policy enforcement (which can be an evaluation request, or an evaluation and execution request, see definition for Policy Enforcement) can arrive to PEEM either as a direct request for support from another entity (see also the section describing PEEM specified callable interface) or as a request from another entity to another enabler, proxied (or intercepted) by PEEM.  In the first case, the PE component completes the processing by returning a policy decision (the result of the evaluation, or evaluation and execution) to the requesting entity. That entity is in control of deciding how to handle the rendered decision. In the second case, the PE component completes the processing by forwarding the original request (stripped of the no longer needed “P” values) to the destination enabler (if the processing resulted into a “pass” condition) or returns an error to the originating entity if the processing resulted into a “fail” condition. There is also the notion of a “zero policy” – an enforcement of such a policy would have the net effect of passing through the request to the target enabler as though no policies need to be enforced prior to forwarding the request.
5.3.2 PM (Policy Management)
The PM (Policy Management) component is responsible for the policy management portion of the PEEM requirements.This component provides the functions of describing, creating, updating, deleting, provisioning and viewing of policies. 
5.3.3  PEM-1 (PEEM specified callable interface)
The PEM-1interface is described as follows:

· This interface is specified and exposed by PEEM, and is used by other entities to make a direct request for policy enforcement. This interface is also referred to as PEEM callable interface. The originating entity is using this interface to issue a request to PE, and passes the values for variables (“P”)  to be used in the policy enforcement process. The PEEM implementation processes the request and returns a policy decision  (the result of the policy enforcement processing) to the originating entity, using the same interface. 
· The PE component in the PEEM enabler is using the PEM-1 interface.
5.3.4  PEM-2 (PEEM specified management interface)

The  PEM-2 interface is described as follows:

· This interface is specified and exposed by PEEM, and is used by other entities to make a request for policy management. This interface is also referred to as PEEM management interface. The originating entity is using this interface to pass a management request for policies to PM. The PEEM implementation processes the request and returns a policy decision to the originating entity. The PEM-1 interface is designed for the management of policies, which are entities specific to PEEM . The PEM-1 interface is not being used to manage external aspects of PEEM as an enabler (see also I1 description).
· The PM component in the PEEM enabler is using the PEM-2 interface.
5.3.5  I0+P (PEEM used proxy interface)

The interface I0+P interface is described as follows:

· This interface is not specified by PEEM, but used by PEEM as a proxy. I0 is a symbolic notation representing the collection of any and all of the I0 interfaces exposed by other enablers (as described in OSE architecture document) and “P” is added to represent values for parameters that are to replace variables in the policy rules. The interface is used by entities that issue requests to enablers. In the case of PEEM proxying for a specific enabler, the I0+P would be instantiated as the I0+P for that specific target enabler. PEEM as a proxy implementation model will intercept a request from an originating entity which issues a request to an enabler using I0+P, will enforce policies using “P” and other contextual information, and will then either forward the request to the target enabler (if policy enforcement :passes”) or return a failure to the originating entity (if policy enforcement fails). See also I0 and target enabler descriptions.
· The PE component in the PEEM enabler is using the I0+P interface.
5.3.6  I0 (PEEM used forwarded and delegated interface)

The I0 interface is described as follows:
· This interface is not specified by PEEM, but used by PEEM as a proxy. I0 is a symbolic notation representing the collection of any and all of the I0 interfaces exposed by other enablers (as described in OSE architecture document). The interface is used by PEEM to forward a request from an originating entity to a target enabler, if the policy enforcement passed. by entities that issue requests to enablers. The interface can also be used by PEEM to delegate a request to another enabler (that could be the target enabler itself, or a different enabler). In the case of PEEM proxying for a specific enabler, the I0 would be instantiated as the I0 for that specific target enabler. In the case of PEEM using the I0 to delegate requests to other enablers, the I0 would be instantiated as the I0 for that specific delegated enabler. See also I0+P, target enabler, and delegated enabler descriptions.
· The PE component in the PEEM enabler is using the I0 interface.
5.3.7  I1 (PEEM supported lifecycle management interface)

The  I1 interface is described as follows:

· This interface is not specified by PEEM, but supported by PEEM. I1 is a symbolic notation representing the lifecycle management interface as described in the OSE architecture document. PEEM as an enabler will be managed using this interface. This interface is yet to be defined somewhere else in OMA.  

· The PE and the PM components in the PEEM enabler may be impacted by the I1 interface. The I1 interface is used to manage the generic external aspects of PEEM as any other enabler, which distinguishes it from the PEM-1 interface (see also PEM-1description).
5.3.8  I2 (PEEM supported other resources interface)

The I2 is described as follows:

· This interface is not specified by PEEM, but supported by PEEM. I2 is a symbolic notation representing the collection of interfaces used by OMA enablers to access resources defined outside OMA. They may include standard interfaces specified in other organizations and/or proprietary interfaces. PEEM as an enabler implementation may use such an interface to access policies (e.g. if a policy store is outside the PEEM enabler implementation) or in order to execute actions as part of the enforcement process. The latter can only better addressed in the context of processing a specific policy example.
· The PE and the PM components in the PEEM enabler may be using the I2 interface.
5.3.9  Bindings required by other enablers
The Bindings required by other enablers is described as follows:
· It represents the collection of technology bindings dictated by the target and delegated enablers. In the case when PEEM acts as a proxy it needs to intercept requests to other enablers using the I0+P interface and to forward those requests to them after processing using their I0 exposed interface, which means it has to be able to handle such bindings. It also needs to be able to delegate to other enablers using the I0 interface. In any specific request instance, the bindings for I0+P and for I0 for the target enabler would be the same, but the bindings for delegated enabler, although still applying to I0, may be different (in the case when the delegated enabler is different than the target enabler). The reason the bindings for I0+P and I0 interfaces have been grouped together is only to indicate that these are bindings that are not to be specified in PEEM (they may be specified in other enablers).
· In a real deployment, adapting requests using I0+P and I0 dictated bindings to specific PEEM bindings implementation is needed. Such functionality could be part of the PEEM implementation, part of other enablers implementation, or could be an independent entity that mediates between PEEM and those enablers. Such an entity, regardless of where it would be located, would be responsible for ensuring that PEEM in its role of proxy can communicate to other entities via the I0+P and I0 interfaces.

· The Bindings required by other enablers is not an architectural component belonging to PEEM, although the box in Figure 2 could also indicate the need for the described mediation entityin a real implementation, to ensure that PEEM implementation can effectively perform its proxy role for all other enablers.
5.3.10  Bindings required by PEEM

This Bindings required by PEEM is described as follows:
· It represents the collection of bindings that may be specified by the PEEM, and that apply to the PEM-1 and PEM-2 interfaces. The decision on whether such technology bindings may or may not be included in the PEEM specification may be made in the specification development phase. These bindings are important when a direct request to PEEM is being made by another entity via one of those interfaces. The reason the bindings for PEM-1 and PEM-2 have been grouped together is only to indicate that these are bindings that, if specified, may be specified in PEEM and not in other enablers. The specific bindings for PEM-1 and PEM-2 may in fact be different.
· In a real deployment, adapting direct requests using other enablers specific bindings, to the PEEM bindings dictated by PEM-1 and PEM-2 implementation is needed. Such functionality could be part of the PEEM implementation, part of other enablers implementation, or could be an independent entity that mediates between those enablers and PEEM. Such an entity, regardless of where it would be located, would be responsible for ensuring that PEEM in its role of callable enabler can communicate to other entities via the PEM-1 and PEM-2 interfaces.
· The Bindings required by other enablers is not an architectural component belonging to PEEM, although the box in Figure 2 could also indicate the need for the described mediation entity in a real implementation, to ensure that a PEEM implementation can perform its role as callable enabler and its role in policy management.
5.3.11  Execution Environment
This depicted element in Figure 2 is described as follows:
· Execution Environment is described in the OSE architecture document. No other description is added here. The Execution Environment will use the I1 interface to manage the lifecycle of the PEEM enabler.
5.3.12  Target Enabler Requestor
This depicted element in Figure 2 is described as follows:
· Target Enabler Requestor represents an entity (application, enabler or other resource) that issues a request to a target enabler. When PEEM is deployed in the proxy model, such a request is made via the I0+P interface, and is intercepted by PEEM, which will enforce policies applicable to the target enabler. After processing, depending on the result, an error could be returned using the same interface to the originating entity, or the request made via I0+P could be forwarded to the target enabler using the I0 interface of the target enabler. PEEM itself can be a target enabler requestor (e.g. when it delegates requests to other enablers). 
5.3.13  Target Enabler 
This depicted element in Figure 2 is described as follows:
· Target Enabler represents the destination enabler for a request made by another entity. PEEM forwards requests that it intercepts from originating entities to the target enabler, using the I0 interface of the target enabler, if the policy enforcement resulted into a “pass” decision. Any OMA enabler can be a target enabler. PEEM itself can be a target enabler (e.g. when a direct request is made to PEEM via PEM-1 or PEM-2).
5.3.14 Delegated Enabler

This depicted element in Figure 2 is described as follows:

· Delegated Enabler represents the enabler to which PEEM may delegate certain actions during the policy enforcement process. When doing so, PEEM uses the I0 interface for the delegated enabler. Any OMA enabler can be a delegated enabler. PEEM itself is unlikely to be a delegated enabler, but there is nothing that prevents PEEM to be a delegated enabler, by using the PEM-1 and/or PEM-2 interfaces.
5.3.15  PE Requestor
This depicted element in Figure 2 is described as follows
· PE Requestor represents an entity (application, enabler or other resource) that issues a direct request for policy enforcement to the PEEM PE component. The entity uses the PEM-1 interface to communicate with the PE component. PEEM itself is unlikely to be a PE Requestor, but there is nothing that prevents PEEM to be one, by using the PEM-1 interface.
5.3.16  PM Requestor
This depicted element in Figure 2 is described as follows
· PM Requestor represents an entity (application, enabler or other resource) that issues a direct request for policy management to the PEEM PE component. The entity uses the PEM-2 interface to communicate with the PM component. PEEM itself is unlikely to be a PM Requestor, but there is nothing that prevents PEEM to be one, by using the PEM-2 interface.
5.3.17  Other Resources
This depicted element in Figure 2 is described as follows
· Other Resources represents other resources external to OMA – the subset of such resources as described in the OSE architecture document with which PEEM may need to communicate. PEEM uses the I2 interface when communicating to Other Resources. PEEM is not explicitly identifying those resources, neither does it make any claims with respect to what may or may not be included in such category, except the claim that it does not include OMA enablers or components of OMA enablers.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The diagrams submitted as a replacement have the same semantic content as the ones already accepted in the PEEM AD, but instead are much clearer and in conformance with the AD template recommendations. The text added for sections 5.2 and 5.3 is new text (no text currently exists in those sections). We recommend that the entire content of the Detailed Proposal section be accepted as a replacement for sections 5.2 and 5.3 of the PEEM AD.
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