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1 Reason for Contribution

This contribution is a proposed response to the GS WG on their questions regarding GS identity management requirements – as socialized with ARC WG in Singapore.

2 Summary of Contribution

This contribution maps the Games Services WG requirements wrt to identity management to existing requirements in the IMF RD.

3 Detailed Proposal

GS WG chair socialized OMA-ARC-2005-0143-GS-IMF-requirements-presentation with ARC WG in Singapore.  Among others the presentation identified some requirements from GS WG as being potentially related to Identity Management Framework. During the discussion, the 3 requirements that follow were identified as falling in such a category were:

REQ-6: The Game Service SHALL ensure that any User data that are securely kept will not be revealed to other Users without explicit permission from the first User to do so.

REQ-20: The Game Service SHALL NOT make visible, without a User’s explicit permission, any information through which one User could directly contact another User.

REQ-21: The Game Service SHOULD NOT expose User game play statistics or usage statistics to other Users without explicit permission from the first User to do so.

All 3 requirements seem to indicate the need for authorized access to data (REQ-6 to protect from unauthorized access to general “user’s data), REQ-20 to protect unauthorized visibility of contact information for a user, and REQ-21 to protect from unauthorized exposure of game statistics of one user to another user. Note – the last seem to be a more detailed case of REQ-6).

With respect to IMF requirements, the short answer is that all those requirements are covered, assuming that ALL user information (contact information, user’s data, user’s game statistics) are handled as the principal’s (user’s) identity attributes.  However, IMF cannot protect user data that is NOT considered as identity attribute, because it is not concerned with such data. IMF will ensure that only authenticated Principals (e.g. users) will be allowed requests for identity attributes, and only authenticated and authorized principals will have access to (another principal’s) identity attributes. In particular, REQ-20 will be covered completely, because user contact information is normally considered “identity attribute”. However, REQ-20 and REQ-21 would only be covered under IMF requirements, if user’s data and user’s game statistics are implemented as identity attributes, and protected as such via an IMF enabler implementation.

In conclusion, the level of protection provided by IMF depends on the services provided by the Game Service Provider – and implicitly by the enablers it implements. For example, if the user’s data and user’s game statistics are kept at the Game Service Provider, while the latter is NOT an Attribute Provider (therefore does not implement the IMF enabler), then the Game Service Provider, can only rely on the authentication services of an Identity Provider (assuming it is participating in its Circle of Trust) and needs to protect itself from unauthorized access to user’s data through other means. However, if the Game Service Provider is also acting as an Attribute Provider, it could protect such data as the principal’s identity attributes, by implementing the IMF enabler.

Upon review of the IMF requirements, the following relevant requirements were identified. They address in detail how Service Providers will interact with Attribute Providers, and how a Principal (e.g. user)  controls the type of information that can be exposed, and the level of authorization and/or other conditions needed for such information to be exposed.

1. A set of requirements that are indicative of how a Service Provider may interact with an Identity Provider or Attribute Provider in order to obtain identity information about a Principal (e.g. user), and the conditions in which it may release such information:

DS2: The IdM enabler SHALL allow an Attribute Provider to register and de-register Attribute Classes of a Principal at a Discovery Service.

AS2: The IdM enabler SHALL support a mechanism that allows a Service Provider to query an Attribute Provider for an Attribute Class.

AS6: The IdM enabler SHALL support a mechanism that allows a Service Provider to query for a Principal's Attributes without associating the Identifier used in the query with the Identity of the Principal.

US-3: An IDP SHALL be able to obtain End User Authorisation for a transaction.

US-4: An IDP SHALL be able to obtain End User Authorisation to consume a service. This Authorisation could then be passed on to the Service Provider offering the service.

AS7: The IdM enabler SHALL support a mechanism for a Service Provider to deny a request for a service and the ability to convey the reason for denial if appropriate.

AS8: The IdM enabler SHALL support a mechanism for an Attribute Provider that receives a request to respond with partial information.

IS-2: When a Service Provider queries an Attribute Provider (an IDP could also be an Attribute Provider in this case) for one or more Attribute Classes of a Principal, the IdM enabler SHALL allow:

(a) The Attribute Provider to query the Principal directly;

(b) The Attribute Provider to request the  Service Provider to redirect the Principal to the Attribute Provider, so that the Attribute Provider may query the Principal directly;

(c) The Attribute Provider to request the Service Provider itself to query the Principal directly, and then pass the result back to the Attribute Provider.

UD-3:When the Usage Directive in the Attribute request does not satisfy the permissions set by the Principal for release of the Attribute Class, it SHALL be possible for the Attribute Provider to deny the request and optionally include a list of acceptable Usage Directives for release of the Attribute Class.

UD-4: It SHALL be possible for an Attribute Provider to determine whether a certain Usage Directive is privacy-stricter than another.

2. A set of requirements that are indicative of the level of control of a Principal (e.g. user) wrt the identity information that is kept at the Attribute provider and the conditions in which it could be released:

IS-1: The IdM enabler SHALL allow:

(a) A Principal to set permissions for the release of their Attributes stored at an Attribute Provider;

(b) An Attribute Provider to check a Principal’s permissions prior to Attribute release;

(c) An Attribute Provider to indicate to Principals (e.g. End Users / Service Providers) its Policy for Attribute release.

HLF-7: It SHALL be possible for a Principal to delegate the management of its Identity information to another Principal.
HLF-9: Principal SHALL be able to authorise who may receive their Attribute (e.g. location) information. This could be done using their Device, or using some other mechanism.

ADM-2: The Principal that controls certain Identity information on a Device and/or in the network SHALL be able to authorise other Principals to access and/or change that Identity information in the Device and/or in the network on their behalf.

ADM-3: The IdM enabler SHALL include a mechanism for:

(a) The Principal (or the Principal’s authorised delegate) that controls certain Identity information in a Device and/or in the network to be able to set/change permissions for how that Identity information in that Device and /or in the network may be changed. (e.g. Identity information could be Device Management Server information, End User Identity information, Device Identity information.);

(b) A provisioning function to be able to determine what information/settings in a Device and/or in the network may be provisioned, and the permissions associated with it;

(c) A provisioning function to set/change Identity information in a Device and/or in the network (according to the controlling Principal’s permissions).

AS12: The IdM enabler SHOULD support different permissions for different Principals regarding access to and usage of Identity Attributes (e.g. on a 'per Attribute' basis it SHOULD be possible for a Principal to specify which Attribute requestors may use an Attribute and which Attribute requestors may not. e.g. SP vs. IDP or administrator vs. employee vs. 3rd party).

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The recommendation is to agree to this contribution as the formal response from ARC WG to GS WG, and follow the process/practice of informing the GS WG.
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