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1 Reason for Contribution

This contribution recommends some changes to text proposed by document 209, in order to ensure consistent use of some security terms when accepting security-related text proposed in document 209 for the OSE architecture documents. It also recommends how to handle introduction of such terms.

2 Summary of Contribution

The text proposed by OMA-ARC-2005-0209-OSE-V2.0-Security contribution is appropriate to start populating a security section in the OSEV2.0 document. However, we noticed that in some cases, possibly inadvertently, the terms “threat” and “risk” are used interchangeably. This contribution proposes to clarify the use of those terms when dealing with security and identifies the places in 209 where one term may have to be replaced by the other. Potential definitions for the terms “threat” and “risk” terms are also introduced.

3 Detailed Proposal

In the context of the security topic, threat and risk have different meanings, although sometimes they are inadvertently used in place of each other. OMA Dictionary does not include definition for those terms. These definitions or their derivatives have eventually to be preferably in the OMA Dictionary  and referenced by the OSE V2.0 document or in the OSE V2.0 document if such terms will be used there.

We are proposing the following definitions:

Threat = A potential for violation of security, which exists when there is a circumstance, capability, action, or event that could breach security and cause harm.
Risk =  An expectation of loss expressed as the probability that a particular threat will exploit a particular vulnerability with a  particular harmful result.
In other words, threats are described in narrative. Risks are properties of threats and are described as probabilities (i.e., 0 through 1, 0% to 100%, etc.) or comparative values (i.e., low, high, etc.)

 

If agreed to the use of those terms, the instances in the text proposed by 209 that may need to change are the following (the next is text copied from 209, with the proposed changes marked):

X.
Security

An OSE domain may be protected using security mechanisms designed to reduce the risks associated with security threats.

Which threats are important depend on application risk and security policy considerations.

The following security sections summarize the high level considerations that influence the use of the security mechanisms. This includes the threats and their associated risks that must be considered to create a security policy. The security policy defines which threats are likely and important, to what extent (the risks associated) ,which security requirements must be met, and what system considerations must be addressed. Such a policy should address system wide requirements for privacy and availability as well as deployment architecture considerations.

X.1 Security Threats

Security technologies are used to manage the risk and vulnerability associated with security threats (attacks taken on the systems, the information and data, and the services). The costs associated with the risks and costs of handling the vulnerabilities justify the cost of the security mechanisms. Security mechanisms are deployed to countermeasure the vulnerability by reducing the risks of the threat (e.g. risks of known attacks). The following list describes common security threats:

· Inappropriate content modification is a threat, either due to a malicious attack or due to an inadvertent mistake. Although a checksum can detect a change, it cannot detect tampering since the checksum may also be modified. Technologies such as digital signatures or Message Authentication Codes (MAC) (such as a keyed hash) may be used to detect changes and support source authentication. Such technologies may be deployed to protect information in transit (SSL/TLS), end-to-end at the application-messaging level (for instance, using WS-Security) or end-to-end at the application content level (for instance, using XML Digital Signature).

· Denial of service is an attack to either disable or degrade the ability of a server to provide services to clients. Overwhelming the server with requests that require excessive processing or that consume excessive resources, are two examples. Denial of service is the condition when a service falls below the required committed level, including unavailability of the services. Such denial of service may be cause by an intentional attack or by accidental conditions. Availability is a condition in which there is no denial of service or degraded communication quality.

· Eavesdropping is where information is viewed that should not be, either by examining messages in-transit or by examining content stored at a server. Using confidentiality features such as encryption of data or messages may prevent this. Encrypting data in transit, such as by using SSL/TLS, does not protect it when stored at a server or routed through application level intermediaries. 

· A man-in-the-middle attack may be used to add, remove and change messages between two parties. Requiring authentication of both end parties may be used to avoid this problem.

· A masquerade attack hides the actual entity and impersonates to be a different entity that may have the authorization and privileges to access resources. This attack is usually used with reply and content modification. For example, authentication information can be captured and replayed after a valid authentication sequence has taken place.

· A replay attack is when someone captures and resends a message to obtain an anticipated result. Including some freshness material with messages, such as a timestamp or a unique non-repeating value, and checking this material before acting on a message at an endpoint can prevent this.

· Trojan Horse attacks have introduced quite significant impact in recent years. When introduced to the system, a Trojan horse performs an unauthorized function within its authorized function. One of the examples is the virus and worm attack.
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5 Recommendation

We recommend that if 209, or changed versions of 209 are agreed to for text in the OSE V2.0, the use of the terms “threat” and “risk” is corrected as explained in the detailed proposal. We also recommend that “threat” and “risk” definitions are included in the OSE Dictionary (will need to involve SEC WG to agree to the definitions or provide derivatives), and references to the dictionary are included in the OSE text.
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