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1 Reason for Contribution

This contribution is entered to start addressing specifics for the PEEM Policy Management interface PEM-2, as one of the items that is expected to be specified by PEEM.

2 Summary of Contribution

This contribution provides initial considerations on the criteria needed to be met by the PEM-2 interface, based on and analysis of the PEEM RD requirements and other consideration for such an interface. It also proposes to consider a candidate specification as a possible basis for the PEM-2 interface.

3 Detailed Proposal

 The following definitions are copied here from the PEEM RD, since the requirements analyzed and the proposal may benefit from having those handy.

	Policy
	An ordered combination of policy rules that defines how to administer, manage, and control access to resources, [Derived from [RFC 3060], [RFC 3198] and [RFC 3460].

	Policy Action
	Action (e.g. invocation of a function, script, code, workflow, …) that is associated to a policy condition in a policy rule and that is executed when its associated policy condition results in "true" from the policy evaluation step.

	Policy Condition
	A condition is a Boolean predicate that yields true or false. It may be “complex”.

	Policy Enforcement1
	The processes of policy evaluation and policy execution.

	Policy Engine
	A logical entity that evaluates a policy or policies.  

	Policy Evaluation
	Determination of whether the policy rules results in “true”

	Policy Execution
	Execution of the action associated to the policy condition selected by policy evaluation

	Policy Expression
	The process of representing a policy

	Policy Expression
	The language to express policies

	Policy Management
	The act of describing, creating, updating, deleting, provisioning and viewing policies. A meta-model or representation scheme may be used in this activity.

	Policy Rule
	A combination of a condition and an action to be performed if the condition is true


An analysis of the PEEM RD resulted in identification of the following requirements that are directly or indirectly related to the PEEM Policy Management Interface:

6.1.#6 MUST support policies that allows the request to pass through without any additional policy enforcement, (i.e. this allows other resources to implement their own local policies (Motivated by Use Case 5.5)

6.1.3#2 The PEEM enabler specification MUST define interfaces for a principal to manage policies related to a resource.  

6.1.3#3 The following functions related to policy management MUST be supported:

· To create policies

· To update/modify/re-use policies at runtime, (e.g. if the application/service provider adds new functionality that may impact policies)

· To view policies

· To delete policies

The following functions related to policy management MAY be supported:

· To prioritise/sequence policies

· To identify inconsistencies

6.1.3#4 The PEEM enabler specification MUST specify mechanisms that associate policies with:

· an individual resource

· a group of multiple resources

· a specific requestor

· a specific request

6.1.3#5 The PEEM enabler specification MUST support ways to include in a policy rule references to input data (i.e. contained in the service request/response), during policy management (with the intent to be replaced by the real input parameter values during the policy enforcement).” (Motivated by Use Case 5.5 and 5.7)

6.1.3#6 The PEEM enabler specification MUST be able, as part of the policy enforcement process or as part of the policy management process, to derive from policies what additional input data a requestor must supply. (Motivated by Use Case 5.5 and 5.7)

6.1.3#7 The PEEM enabler specification MUST enable a resource owner to delegate to other parties the enforcement of policies for such resources. (Motivated by Use Case 5.8 and 5.9)

6.1.3#8 The PEEM enabler specification MUST permit the delegation of policy management to parties other than the Service Provider, e.g. allow a subscriber to set his/her privacy rules

6.1.3#9 The PEEM enabler specification SHOULD support policy management at run time

6.1.3#10 The PEEM enabler MUST support policy management by various actors, e.g. service provider, network operator, enterprise, and end-user.

6.1.5#1 Standardized interfaces MUST be defined for the PEEM enabler. [ARCH]

6.2#6 The PEEM enabler specification MUST be able to support a mechanism through which the PEEM enabler is made aware of the addition, modification or removal of a resource or an interface to a resource. Note – potential requirement for policy management interface.
6.2#17 When Policies are established the PEEM enabler SHOULD be able to include mechanisms to facilitate detection of policies incompatible with others already established, i.e. for detection of contradicting policies. Note – potential relationship to policy management.

PEM-2 interface properties 

Based on an analysis of PEEM requirements, the specific properties for the PEEM Policy Management interface (PEM-2) can be grouped into 3 categories, as follows. The reason for categorizing such requirements is because it may make it easier to assess relevant candidates for the specification.

1. requirements on requests that MUST (or SHOULD, or MAY) be made via PEM-2, that have to do with the content of a policy. In general these are requests of the nature of creating/adding, retrieving, removing or changing a policy. While not specified in the requirements, we also need to consider that the term “policy” may have been used as a generic term, and therefore those requirements may apply to individual policy rules, and to specific expressions inside a policy rule (e.g. conditions and/or actions).

2. requirements that associate “special” treatment to policy (or, as mentioned before, to policy rules). For example, this would include associating a priority to a policy, associating a policy to a request, etc. It is possible, at specification time, that this category may disappear, by joining it to the previous category of requirements – assuming that all the “special treatment” fields become part of the policy. At the same time, it is also possible that this is not optimal, and some of those special fields may need to remain external to the policy.

3. requirements with respect to the access rights of a principal to this interface. It is likely that this category will remain distinct from the previous, and may eventually be handled as part of other enabler (e.g. the work under work item “Global Permission Management”). In this case, these requirements would become PEEM implementation, rather than specifications requirements. This remains to be assessed at PEEM specification time.

PEM-2 candidate

Based on the analysis of the relevant requirements for PEM-2, and the subsequent categorization of the criteria for selection of an appropriate candidate specification, we propose to consider the XDM specification (or the XCAP specification on which XDM is based) – as a potential basis for specifying the PEM-2 interface. Clearly, we need to assess whether XDM (or XCAP):

· meets the PEM-2 requirements. If not all requirements are met, additional specification development may be needed

· is needed in its entirety, or a subset would satisfy the PEM-2 requirements

XDM includes 2 specifications, XDM Core (see http://www.openmobilealliance.org/ftp/Public_documents/PAG/Permanent_documents/OMA-TS-XDM_Core-V1_0-20050628-C.zip) and XDM Shared (see http://www.openmobilealliance.org/ftp/Public_documents/PAG/Permanent_documents/OMA-TS-XDM_Shared-V1_0-20050628-C.zip).

For XCAP (which stands for XML Configuration Access Protocol), see http://www.ietf.org/internet-drafts/draft-ietf-simple-xcap-07.txt.

Based on a summary analysis, XDM (or XCAP) seems to meet at least some of the criteria described in “category 1” for the PEM-2 interface. The main issue may be how to use or how to extend XDM (or XCAP) in order to meet requirements in the other categories.

XCAP supports:
· XML payload (supports any schema)

· HTTP transport

· Uses XPATH-style URLs to target content using PUT, GET and DELETE

There is also a SIP Event Notification ( “sip-profile” event package allows SUBSCRIBE-NOTIFY model on XDM documents). This may be useful to meet some of the requirements, but this and any other aspects should be analyzed in detail during the specification development cycle.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that ARC agrees:

1. to add the text identified under the title “PEM-2 interface properties” as a new subsection in the section 5.3.4 to the PEEM AD

2. to add the text identified under the title “PEM-2 candidate” to the Appendix in the PEEM AD, as source material for consideration for PEM-2 interface specification.
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