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1 Reason for Contribution

This contribution is addressing AI 130. Revision R01 addresses comments received to initial contribution.
2 Summary of Contribution

Issue 2 outlined in contribution 333 was identified as: “the GPM RD includes particular management requirements like the need to be able to identify all the parameters that need to have permission rule decided to make a decision for a service or to understand all the services affected by change of a rule. These are beyond the functions that PEM-2 is expected to provide at least based on the work so far”. 

Contribution 389 provided an analysis of all GPM requirements against the current GPM AD. From that analysis, some, although not all aspects of requirements OSR-18, OSR-19, OSR-21, OSR-24, OSR-25 (indirectly), OSR-28 are in-scope for AI 130.

The detailed proposal will:

1. further detail the different aspects of those requirements, and break down the overall issue into finer granularity

2. propose solutions for each of the more granular issues perceived, so that all these requirements can be supported. That would include proposals going possibly beyond the initial intent of AI 130, to ensure that those identified requirements above can be indeed fulfilled.

3 Detailed Proposal

Further analysis of requirements relevant to AI 130

Before going into a more detailed analysis of requirements relevant to AI 130, a short explanation of the model behind most of them may be useful. My understanding the requirements are based on a series of deployment/provisioning/run-time steps:

I. SP identifies an application that they want to offer, and that may need access to protected permissions target’s attributes (e.g. attributes A, B, C). The application itself may have multiple features (e.g. feature X and feature Y), and feature X needs attributes A, B, while feature Y needs all attributes A, B, C.

II. Once the application, and its features are identified, the attributes that are needed are also identified and data associations are created to reflect the relationship between application and its features, and the protected attributes needed by the application, and each of its feature.

III. Application, features of an application and attributes can be identified. As a result, for any given application, of feature of an application, one can obtain the list of protected attributes.

IV. Permissions manager write permissions rules; some of them may relate to protected attributes that the above application may have access to.

V. At some point, when the SP wants to release access to the application above, they want to make sure that there is consistency between different rules that may be applicable, or simply  just make sure that all attributes are protected using some permissions rule. In order to do so, a permissions manager may want to review all permissions rule that apply to a particular attribute (e.g. to ensure that the attribute is protected), to a particular set of attribute corresponding to a feature of an application (e.g. to ensure that the feature would work) or to a complete application (e.g. to ensure that the complete application would work).

Requirement OSR-18:

GPM SHALL support mechanisms to make available, to an authorized principal (e.g. the Permissions Manager and/or Permissions Manager's Delegate(s)) via one single interaction from the user perspective, based on provided criteria (e.g. for a specified individual attribute, or for all attributes associated to a particular application, or for all attributes associated to a particular feature of an application (e.g. attribute A, B with feature X, attribute A, B, C with feature Y)) all relevant information (e.g. default permission rules, previously provisioned permission rules) needed to make a decision on a permissions rule to be set up.
(Use Case 5.5)
This requirement consists of several granular issues:

a. It implies some ease-of-use implementation criteria for retrieving permissions rules (single interaction from user’s perspective)

b. It implies existence of association criteria of permissions rules: with specified individual attributes, with all the attributes needed by an application, or with attributes needed by a feature of an application.

c. It requires GPM to allow for such criteria to be provided (e.g. retrieve for attribute X, or for list of attributes for application Y, or for list of attributes for feature Z of application Y) and be used in retrieving associated permissions rules.

d. It implies that this type of access would be supported for some authorized principals only (need for roles/rights management functionality).

Requirement OSR-19:

In order to enhance usability, the GPM enabler SHALL support mechanisms to ensure that an authorized principal (e.g. Permissions Managers and/or Permissions Manager's Delegate(s)) can:

A: Obtain all attributes and features of an application (e.g. core features of an application without which a service cannot be provided properly, optional features of an application without which a service will not be able to provide enhanced information, etc) related to a specific permissions rule.

B: Be informed at management time, (by using information provided in A) whether a permission rule would make a particular feature of an application not available 
(Use Case 5.5)
This requirement consists of several granular issues:

a. It requires that based on a given permissions rule, GPM should be able to retrieve/determine all attributes needed by an application, and/or the features of an application that are impacted by the permissions rule.

b. Based on the output obtained, it requires GPM to provide a way to inform the authorized principal whether a particular application, or its features may be negatively impacted by the permissions rule provided as input.

Requirement OSR-21:
GPM SHALL support mechanisms to: 

· To capture the list of target attributes needed by an application and

· To allow a Permissions Manager and/or Permissions Manager’s Delegate(s) to set up their Permissions Rules regarding a certain application in one single step (i.e. from Permissions Manager’s perception point of view), in order to enhance the Permissions Manager’s experience.

(Use Case 5.5)

Requirement OSR-24:

The GPM enabler SHALL enable an authorised principal to identify: 

A.  Permissions rules association with attributes of an application and/or features of an application

B. Permissions rules association with a Permissions Manager (or a Permissions Managers' Delegate)

C. Permissions rules association with a Permissions Target

(Use Case 5.5)
This requirement consists of several granular issues:

a. It implies that this type of access would be supported for some authorized principals only (need for roles/rights management functionality).
b. It implies the need for GPM to support a way to identify the association between a permissions rule with an application, and/or with a feature of an application (we also assume the need to identify its association with a given attribute – in fact that is later required by OSR-28).
c. It implies the need for GPM to support a way to identify the association of a permissions rule with a permissions manager (and/or delegate). The assumption here is that this means “the permissions manager and/or delegate that have some management rights wrt the management of the given permissions rule”.
d. It implies the need for GPM to support a way to identify the association between a permissions rule with a Permissions Target. 

Requirement OSR-25:

Permissions Managers and/or Permissions Manager’s Delegate(s) SHALL be able to provision a default permissions rule regarding permissions rules being removed and the associated outcomes towards the Permissions Target (e.g. "Ask the Permissions Target before any of his/her permissions rules being removed", "notify the Permissions Target before any of his/her permissions rules being removed" etc.)

(Use Case 5.5)

Most of the issues in OSR-25 are addressed under AI 129. However, this requirement relies on having identified an association between a permissions rule and a Permissions Target, which is something we encountered in OSR-24, and that is the only reason this requirement is mentioned here. Given that the analysis above has captured that need, there is no additional issue here to be explored under AI 130.

Requirement OSR-28:

It SHALL be possible to associate permissions rules with any target attribute type.
This requirement requires support in associating a target attribute with a permissions rule. I interpreted “attribute type” as meaning  “attribute name”, or in short “attribute” (term which was used in most other places) to distinguish it from “attribute value” which would be a specific instance of an attribute. The needs expressed by this requirement were already covered in the analysis for OSR-24.

Conclusions of the analysis:

Based on the above analysis, the issues covering ALL the requirements that are in-scope, or partially in-scope for AI 130 can be generalized to:

1. There is a need to be able to identify the relationship between an application, its features, and the target attributes needed by each feature, and express this relationship through data associations.

2. There is a need to be able to associate a permissions rule with a target attribute, and/or with an application feature (all target attributes needed by that feature) and/or with an application (all target attributes needed by that application).

3. There is a need to be able to associate a permissions rule with a permissions target.

4. There is a need to associate a permission rule with a permissions manager.

5. There is a need to identify/retrieve all the associations described in 1,2,3 above, and/or to identify/retrieve partial information from the association, given other partial information that identifies the association.

6. There is a need to inform/make aware authorized principals of the effects that permissions rules may have on other entities that are part of such associations (e.g. effects of a permissions rule on an application or feature of an application).

7. There is a need to allow the above mechanisms to be used by an authorized personal with ease-of-use (in one step if possible).

8. There is an implied assumption that roles/rights management capabilities are supported in GPM.
 rules. This is out-of-scope for AI 130, but in-scope for several requirements analyzed under AI 130.

Proposal to address the analyzed issues under AI 130:
A good/complete GPM implementation will have to support all those requirements; the question to be addressed here is which aspects may have significant interoperability impact, and attempt to address those through specifications – to cover for the situation where some implementations of GPM would be reduced to an implementation of the GPM specifications, and nothing more. In that case, functionality to create/manage the described associations may come from a different vendor than the GPM vendor (e.g. a “tools vendor”). To cover for such a possibility, we may need to consider during GPM TS phase the possibility of specifying at least all the data that is part of the associations, and the relationship between such data that creates an association.

In that case, the assumption would be that a vendor that offers association management functionality (a tools vendor) would include interfaces to cover for all the possible provisioning and retrieval of such data, while a vendor implementing GPM would at least know how to use such data once retrieved using I2 interfaces supplied by the other vendor.

The likelihood that no GPM vendor or tools vendor would offer such tools is quite low, so there may not be a good justification to specify also new GPM interfaces for handling many of the issues uncovered.

The issue-by-issue proposals below emphasize data representation specifications, with an option to also specify I0 interfaces to be considered. At the end, the contribution makes a global recommendation. The combination of all of the proposals below address completely the issues under AI 130, but furthermore may also go beyond AI 130 to ensure that the requirements mentioned are addressed completely. The proposals may also indirectly address other remaining issues uncovered in the analysis provided in contribution 389.

1. Data specification, and associations between data specifications.

A. Target attributes specification is already subsumed to happen as part of the Permissions Rules Language or PEL (attributes names to be supported will either be specified, and/or a framework will allow for them to be added when needed).

B. Application and feature identification, and their association with target attributes needs to be considered in the GPM TS phase.

C. Interface to manage the data will be I2 interface (optionally, those could also be specified in GPM as I0 interfaces). This interface is for creating/deleting./modifying/retrieving the specified data representations.

D. Nothing to add to the GPM AD at this point if we go with the I2 interface (maybe a short explanatory note that this will be decided in the TS phase ?). If I0 interfaces is needed, this requires a contribution for  GPM AD, or identification of a dependency to another enabler (or future enabler).

2.  In addition to proposal 1, specify associations between permissions rules and application, features, attributes.

A. An association between a permission rule and an attribute already exists implicitly when a permissions rule is created (it either uses, or does not use the target attribute) – so there is nothing that needs to be done additionally for this.

B. Assuming proposal 1. above (either alternative) is agreed, and because of the above bullet item, there are implicit associations created between permissions rules and applications, and features of applications. Therefore nothing else needs to be done.

C. Interface to manage those associations is not needed – partly because it is done through editing of the permissions rules, and partly because it relies on either I2 or I0 interfaces defined as part of proposal 1 before. 

D. Nothing to add to the GPM AD at this point (maybe a short explanatory note that this will be decided in the TS phase ?)

3. Specify associations between permissions rules and permission targets.

A. An association between a permission rule and a permission target already exists implicitly when a permissions rule is created (it either uses, or does not use the identification of the permission target) – so there is nothing that needs to be done additionally for this.

B. Interface to manage those associations is not needed – because it is done through editing of the permissions rules.

C. Nothing to add to the GPM AD at this point (maybe a short explanatory note ?)

4. Specify associations between permissions rules and permission managers/delegates.

A. Permissions target identification will be specified (or at least a framework will exist as part of the permissions rule language to do so).

B. Permissions managers/delegates roles/rights management is part of a larger issue (see also proposal 8). The presumption here is that at GPM TS phase we may need at least to consider specifying how a permissions manager is represented by data. We would also need to consider how to represent a “permissions manager-permissions rule” link (association).

C. Interface to manage the associations between permissions rules and permissions managers/delegates will be I2 interface (optionally, those could also be specified in GPM as I0 interfaces).

D. Nothing to add to the GPM AD at this point if using I2 interface (maybe a short explanatory note that this will be decided in the TS phase ?). If I0 interface is needed, this requires a contribution for GPM AD, or identification of a dependency to another enabler (or future enabler).

5. There is a need for an interface that allows to retrieve all possible associations information, based on partial information supplied.

A. Realize this through I2 interface (optionally, those could also be specified in GPM as I0 interfaces).

B.  Nothing to add to the GPM AD at this point if realized via I2 interface (maybe a short explanatory note ?). ?). If I0 interface is needed, this requires a contribution for GPM AD, or identification of a dependency to another enabler (or future enabler).

6. This basically asks for tools (or can be fulfilled “manually”). If interfaces (I2 or I0) exist to retrieve all information, then tools can be built to automatically make aware the authorized principals of the effects of a permissions rule (or lack thereof) on an application (or feature of an application). Or (manually) the permissions manager would be able to review the permission rule visually, while having in another window the data about associations, and determine “manually” if there is an impact or not. 

A. Conclusion: this can be realized “manually” through visual review (option is tools offered by a vendor). Nothing to specify in GPM.

7. This is basically a request for tools or at least scripts using interfaces currently planned for GPM specifications and/or other interfaces discussed in the proposals above.

A. Nothing to specify in GPM.

Global recommendation for proposals 1-7:

The recommendation for now is to defer how we resolve issues 1-7 those till the GPM TS phase, with the assumption that we would first consider specifying only the data described, and use I2 interfaces, but with the option to upgrade to I0 interfaces if needed. To support this recommendation, the proposal is for the GPM AD to include the following text, in dealing with 1-7:

Change 1 proposed for GPM AD, Functional Components description section ?
A number of requirements in GPM RD [GPM RD] point to the need for GPM to identify and manage associations of data describing permissions rules, permissions targets, permissions managers, applications, features of applications and target attributes. Specifying all of that may amount to specifying a complete service, and some aspects seem to point to the need of developing tools/scripts rather than functionality based on specifications, but certain aspects supporting those requirements may benefit from support in GPM specifications to support interoperability. Such aspects will be further analyzed and decided upon in the GPM TS phase.

End of Change 1
8. A general issue identified across a large number of requirements in contribution 389 is the fact that roles/rights management for permissions managers/delegates do not currently have support in GPM AD (and therefore the implication they may also not have support in GPM specifications; clearly they do not have support in PEEM specifications either). However, rights/roles assignment/management is not a GPM intrinsic issue, but one common possibly to multiple OMA enablers. The proposal here is to address this generic issue by flagging the need for a such a new enabler (new WID). We have then an immediate subset of requirements from GPM that could feed such WID, and that would be the resolution or partial resolution to many issues identified by the analysis in 389.

A. In particular, an association between a permissions manager and a permissions target may need to exist and be managed as part of this functionality. This not related to AI 130, but it is needed to fulfill requirement OSR-25 (see analysis of requirement OSR-25).

B. For GPM AD, we should note that roles/rights management is not an intrinsic GPM functionality. The GPM AD should include this as a dependency in the dependencies section. Since such an enabler does not currently exist, we may need to consider that all requirements that describe how to do roles/rights management can only be at best partially met, or may be met via proprietary implementations (I2) until OMA identifies a generic notification interface offered by an OMA enabler. Something to take into consideration when dealing with requirements compliance and future phases.

C. The GPM AD should include this as a dependency in the dependencies section. If an enabler does not currently exist, we may need to consider that all requirements that imply the need for notifications can only be at best partially met, or may be met via proprietary implementations (I2) until OMA identifies a generic notification interface offered by an OMA enabler. Something to take into consideration when dealing with requirements compliance and future phases.

D. Some aspects may be considered for GPM specification in the GPM TS phase (e.g. various associations of data). This may also be related to AI 130, and will further be explored under resolution for that item.

Change 2 proposed for GPM AD, Dependencies section ?
A dependency was identified for GPM on roles and rights assignment/management capabilities. Those capabilities are generic in nature and hence should not be specific to GPM, or developed as part of GPM. The realization of those capabilities is left to the implementation, or maybe a topic of activity for a future OMA enabler. With few exceptions, an implementation for the roles/rights management requirements for permissions managers and their delegates is orthogonal to the GPM functionality. However, for some requirements to be fulfilled in this GPM phase (e.g. requirements depending on accessing information regarding association between permissions managers and/or delegates to the permissions targets that they are responsible for, or to specified attributes or applications) some aspects of the roles/rights management associations may have to be specified (to be decided in the GPM TS phase) – the alternative being that all GPM implementations need to include complete functionality to support all GPM requirements regarding roles/rights management.

End of Change 2
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend to agree to  Changes 1 and 2 and include them in the GPM AD.
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