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1 Reason for Contribution

One approach to key management that is commonly used in today’s DRM systems is where a content decryption key that is normally static is delivered to each receiver, encrypted with that receiver’s security key and digitally signed by the sender.  This type of a DRM solution provides an inadequate level of security for premium content, because the same static key is used for a single piece of content.  Whenever a service provider broadcasts that content, it can be viewed by anyone that possesses that same key, which might have been compromised and illegally distributed over the Internet.  The scope of such a compromise is potentially infinite and is terminated only after the compromise is discovered and the content is re-encrypted using a new key.

DRM schemes based on public key cryptography do not scale well enough to support broadcast systems.  This is because public key cryptography used to deliver a key to each user is too slow and would require an operator to invest in large amounts of expensive hardware.  This is especially problematic for Pay-Per-View broadcasts, where millions of potential subscribers will request access within a relatively short period of time.

In order to address these shortcomings, the key management approach described here introduces multiple levels of key management.
2 Summary of Contribution

The contribution discusses multiple key management levels that include device keys, service keys, and episode keys.
3 Detailed Proposal
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Figure 1 – Levels of Key Hierarchy
The levels of the key hierarchy are shown in Figure 1 and explained as follows:

· OMA DRM Key.  Each device or server has a key that authenticates the device or server.  In addition to authentication, the OMA DRM Key may be used to encrypt the Device Key, described next. 
· Device Key.  During initial registration, each device obtains a device key unique to that device.  A device key is used by service applications to encrypt information targeted for a specific device.  For example, in Pay-Per-View (PPV) events, encryption keys and access rules must be delivered uniquely to each participating device and are thus encrypted with a unique per-device key.

In order to minimize the scope of a possible compromise of a device key, device keys should be periodically updated.  This however does not need to be done very frequently – it should be sufficient for example to change device keys once per year.
· Service Key.  Service Keys would typically be utilized for subscription services and would not be used for PPV events.  Each service key would protect a single subscription service that can be purchased as a unit.  This can correspond to a single physical program channel, or to a portion of a channel, or to a collection of program channels that are all purchased as a unit.

A device would periodically receive a set of service keys that are encrypted and authenticated with its device key.  Multiple service keys can be combined into one encrypted message.  There may also be multiple such encrypted messages that relay different sets of service keys to the same device.

Service keys would be periodically updated so that when someone drops a subscription, their access to a service will be terminated cryptographically once a service key changes.  For example, service keys may change once per billing period (e.g., on a monthly basis).

Access rules may be delivered with the service keys or may be delivered separately to the devices.

· Episode Key.  A separate episode key is created for each event that occurs during the broadcast.  Examples of an event include the start of a program, the arrival of a unit of traffic, etc.  The episode keys, or additional encryption keys based on the episode keys, are used to encrypt broadcast traffic and should change relatively frequently, e.g., once per several seconds.  An episode key has several different delivery/encryption modes:

· When the episode key is for subscription service broadcasts, it is encrypted and authenticated using a service key.  Thus, all subscribers that are authorized for that service are able to receive and decrypt that episode key.  An example use of the episode key in this case would be to encrypt traffic with keys that change very frequently.  Allowing for the possibility of a pirate stealing traffic decryption keys, the pirate would need to break and redistribute in real time thousands of decryption keys at a frequent rate – making such attacks less practical and more easily detectable.  As the rate of change of the episode key is increased, the attack of stealing content decryption keys would become increasingly less practical.  Note that the architecture supports very flexible, even overlapping definitions of a service.  Thus an episode key may be distributed under more than one service key.

· When a particular user purchases an event through PPV, the episode key is encrypted and authenticated with a device key.  This may be necessary because this device is not authorized to receive the corresponding service key.  The episode key needs to be updated for each PPV customer whenever the episode key changes.  This means that the episode key may not change very frequently in this case because of the processing and bandwidth overhead that would be needed to encrypt the new episode keys for each PPV customer.
Access rules may be delivered with the episode keys or may be delivered separately to the devices.  The access rules may include such things as geographic restrictions (e.g., blackouts), content rating (that should be compared by the receiver against a parental rating ceiling), and copy control information.  Note that this design also supports the ability of a subscriber to a service to purchase additional rights for a single event, such as “Buy-though blackouts” in an on-demand fashion.  

Access rules can use existing OMA rights language REL (ODRL-based), if efficient XML compression scheme such as MPEG's BIM or WAP Binary XML (WBXML) can be applied.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The text and figure in Section 3 are presented for agreement and inclusion into the BCAST AD document.  Section 3 is intended to be included in an appropriate section in the AD document.
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