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1 Reason for Contribution

This contribution presents how to increase the security of the solution by using a tamper resistant module, (if it is supported by the UE), to provide secure service protection. In a GSM or a UMTS compliant network, this tamper resistant module is either a SIM or a USIM card. It is commonly noted (U)SIM.

We do not need to demonstrate the security of a (U)SIM as it is extensively used by GSM and UMTS networks. It ensures the global security of their services and networks (86% of mobile devices will use a (U)SIM by 2006, and already more than one billion users have a (U)SIM in their UE).

2 Summary of Contribution

In Service Protection, the key point is to ensure that services are only delivered to legitimate subscribers of the Service Provider that have subscribed to the services, i.e. only subscribers that pay for the service should be able to decrypt the services on the broadcast channel. This requirement, and the concern that the Service Provider will have about fraudulent subscribers, can be addressed if the Service Provider can use a capability under their entire control, i.e. the (U)SIM if the Service Provider is a mobile network Operator, to secure access to the bearer. This is the principle underlying the use of (U)SIM to secure access to the GSM and 3GPP bearers.

Service providers that are not network operators can either contract with a network operator for the use of the (U)SIM to protect their services or can alternatively merely rely on the service protection offered by the Device key pair.

This proposal introduces a mechanism to involve the (U)SIM for service protection. It keeps the solution standard and provides for a roaming solution. It relies on the use of:

· The 3GPP Generic Authentication Architecture (GAA), specifically, the Generic Bootstrapping Architecture, in its USIM variant (GBA-U).

· The use of dual service keys, SK_U held in the USIM and SK_D held in the Device.

3 Detailed Proposal

In order to address the proposal expressed above, the BCAST/DLDRM should undertake technical work on the following areas:

· Integration of 3GPP MBMS GBA/GBA-U in the BCAST architecture:

· To leverage existing mechanisms for service protection when they are already provided by existing network infrastructure and handsets.

· To maximise the re-use of network infrastructure for broadcast services offered over both MBMS and DVB-H (or any other broadcast bearer).

· Double encryption of Traffic Encryption Keys (TEKs) with both the (U)SIM Service key (SK_U) and the Device Service Key (SK_D) when delivered to the User Equipment (UE) in an Entitlement Control Message (ECM):

· To provide confidentiality of TEKs between the smartcard and the Device

Conditions:

These mechanisms should be optional for service providers to use in all cases, but mandatory for UEs to support, if they support a (U)SIM/smartcard/tamper resistant module.
Justification:

1. All elements of the proposal that are supported by Devices are standardised. In addition, if the Device already supports OMA DRM Version 2 and GBA (as it will do if MBMS is supported), all elements of the proposal will already be supported by the Device.  (It is likely that a UE that supports DVB-H will also support MBMS so that MBMS over 3GPP can be used as a replacement broadcast bearer if the user roams out of DVB-H coverage.).

2. The use of the (U)SIM means that the Service Provider (in the case of a Mobile Network Operator) has an element in service protection that is entirely under their control. This is appropriate, as they are the party that suffers financially if service protection is broken.

3. Current Conditional Access (CA) services virtually all rely on the use of a smartcard and the security provided by a smartcard is something that CA service providers are used to. It generally easier to persuade service providers to offer their services over mobile as well as their non-mobile channels if the mobile channel is as similar as possible to the non-mobile channel. The use of a smartcard should therefore make it easier to satisfy the security concerns of CA service providers.

4. The solution can easily provide for roaming scenarios as this is provided natively in the design of 3GPP GBA.

Informative: Some background information on GBA:

The use of (U)SIM to protect access to a service provider owned service protection channel has a precedent in the use of the (U)SIM to protect MBMS, which uses the Generic Boostrapping Architecture (GBA) within the Generic Authentication Architecture (GAA) (see MBMS spec, 33.220, at http://www.3gpp.org/ftp/specs/Latest/Rel-6/33_series/), to involve the (U)SIM in key management for MBMS. The details of how GBA is used within MBMS are detailed in the MBMS specification, see Security of Multimedia Broadcast/Multicast Service, 3GPP TS 33.246 V6.2.0 (2005-03).

GBA works by using the basic 3GPP authentication and key agreement (AKA) mechanisms to perform AKA at an application layer. A random challenge (RAND) and network authentication element (AUTN) are delivered to the (U)SIM. The (U)SIM uses its secret key, Ki, to compute a response to the challenge, RES, and two 128 bits keys, CK and IK. CK and IK would be used, respectively, for ciphering and integrity of the 3GPP air interface but are used within the GAA as required by the application using GBA, by concatenating CK and IK into a single key blob, KS.

In the simpler form of GBA (just “GBA”), KS is delivered to the Device by the USIM for use in the Device. GBA-U is a variant of GBA whereby the key KS, remains within the USIM. Ks, which is called the bootstrapping key, is used to derive further application keys called NAF keys (NAF = Network application Function). One pair of keys is derived per NAF: Ks_int and Ks_ext. Ks_int remains within the USIM while ks_ext is revealed to the device. As a result the NAF will share one key with the USIM, and another one with the device. The rules of the application using GBA-U define how these two keys are used by that application.

We propose that the GBA-U variant is used to contribute to the protection of traffic keys, and so provide extra security by requiring the (U)SIM to be present throughout the service session. (MBMS has required Devices to support both GBA and GBA-U and service providers can choose which to use.)

Actual proposal in more detail

GBA-U can be used for service protection as follows, for each Device that must be addressed:

a) The Service Provider (which, in GBA terms, takes the role of the Network Application Function, the NAF) fetches the service keys (Ks_Int_NAF and Ks_Ext_NAF) from the BSF after receiving B-TID (bootstrapping operation id) from the UE .

b) For UEs with a smartcard and a cellular channel, GBA_U is run in the standard manner, that is, RAND and AUTN are sent to the UE using http and the response from the smartcard, RES, is returned also over http.  The return of RES achieves explicit authentication of the smartcard, and thereby the subscriber, to the service provider (but this explicit authentication is not necessary from a security point of view).  For UEs with a smartcard but no cellular channel, RAND and AUTN can be delivered over the broadcast bearer in a Binary Compressed Rights Object (BCRO).

c) Ks_NAF_int is obtained from Ks (Ks=CK || IK) both in the smartcard and on the network side in the BSF.  Ks_NAF_int is used to encrypt the USIM service key (SK_U) and any long term configuration information to be sent to the Device.  Alternatively, Ks_NAF_int is used itself as SK_U (which of these should be specified is for further study).

d) The Service key for the Device (SK_D) is protected for delivery to the UE using the Device’s public key.  Both the encrypted SK_U (if Ks_NAF_int is not used directly as the SK_U) and SK_D are formed into an OMA DRM Version 2 Rights Object in a ROAP RO-Response message for delivery to UEs over the cellular channel.  Alternatively they can be transported over the broadcast bearer in a Binary Compressed Rights Object (BCRO).

e) Traffic encryption keys (TEKs), sent to the UE using ECMs, are encrypted at the head end using SK_D and then SK_U.  That is, the encrypted TEK component of the ECM is ESK_U(ESK_D(TEK)).

· On receiving an ECM the Device first sends the ECM to the USIM.  The USIM uses SK_U to decrypt ESK_U(ESK_D(TEK)) and then returns ESK_D(TEK) to the Device.  The Device uses SK_D to obtain the TEK, which can then be sent to the content decryption unit in the Device.  Secure transmission of TEKs between the smartcard and the Device (or more likely, some secure area on the Device) is thereby achieved.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that OMA BCAST agrees to adopt this proposal as a baseline for upcoming technical work for the inclusion of a tamper resistant module within the BCAST architecture and assigns champions to the different work areas that are identified in the document.
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