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1 Reason for Change

Recently, there has been considerable discussion within BCAST and joint meetings with DLDRM revolving around storage of rights objects (ROs) pertaining to either service access keys or rights decryption keys, or both, in removable, tamper-resistant module and specifically re-use of the USIM/R-UIM smartcard residing in 3G mobile terminals, whenever such smartcard is present on the device.  While some or all of these discussion points were necessary, but they were not sufficient, in clarifying the need to satisfy existing predominant mobile operator operational requirements as applied to emerging mobile broadcast services; namely, complete physical portability of such ROs which are bound to the user identity, as opposed to the device.  Additional information pertaining to the notion or RO portability is as follows:
Target Characteristics:

· All purchased content rights (access and post-acquisition, as applicable) continue to be valid when USIM/R-UIM smartcard is moved from old to new DRM-compliant device.
· Seamless transfer of content rights between DRM-compliant devices:

· No need to re-establish trust relationships with rights issuers.
· Rights objects stored in the USIM/R-UIM are sufficient for any need to refresh or ‘bootstrap’ all necessary pre-existing links (e.g. trust relationships, security associations) to enable decryption of previously purchased contents in the new device.

End User Benefits:

· Content rights are totally portable between DRM-compliant devices, i.e. user is able to access previously purchased contents in another DRM-compliant device.
· No stranding of ‘valid unused content rights’ in the old device.
Operator Benefits:

· Removal of any barriers (even perceived disincentives) for users to upgrade to new devices due to stranding of ‘valid unused content rights’ in the old device.
· Avoidance of unnecessary Customer Care workloads due to customer issues of accessing already purchased content rights when moved over to a new device.
· Reuse of established operational tools (e.g. enhanced OTA mechanisms based on the USIM/R-UIM for service provisioning & customer management, and terminal-hack patches/upgrades).
An example of what this digital rights portability means in practice is that a user can remove his smartcard, place it in another DRM-compliant device (e.g. a friend’s terminal, a rented terminal when travelling to a foreign country, or the ‘latest & greatest’ device just arrived in the store which he wants to try out) and he is able to decrypt and enjoy the protected content for which he still has valid unused content rights.
This proposed change to the BCast Requirements Document “SPCP-30 User Identity” explicitly mentions physical portability of rights objects (particularly post-acquisition rights) as supported by attachment of ROs to the removable, tamper-resistant smartcard module, as applicable to 3G mobile terminals  
This is considered a ‘Bug Fix’ since only clarification of SPCP-30 is proposed.  Neither the core meaning of this requirement, or its optionality is changed. 
2 Impact on Backward Compatibility

BCast RD ‘SPCP-30 User Identity’ already establishes the highly recommended (“SHOULD”) requirement to attach Rights Objects to user identity and not only to the device.  Adoption of the proposed change does not add any new requirements; it will however clarify the implication of this requirement to 3G mobile terminals equipped with a USIM/R-UIM smartcard module containing the user/subscriber identity (as administered by mobile operators), which is physically portable.
3 Impact on Other Specifications

Possible similar rewording in the BCast AD and SPCP technical specification for clarification, as appropriate.

To accommodate both broadcast-only and 3G mobile terminals and their attendant prevailing business models, BCast-DLDRM recently agreed the use of OMA DRM V2.0 SPCP (as currently defined) is one option, and that there can be an alternative non-DRM V2.0 solution yet to be specified.  Hence, the proposed change in the BCast RD maintains the optionality of SPCP-30, but explicitly mentions its application to 3G mobile terminals equipped with a removable USIM/R-UIM smartcard.
Note:  
Although the proposed normative text of SPCP-30 specifically mentions 3G mobile terminals, depending on implementation details, certain removable SIM cards in 2G terminals may also benefit from this capability. 

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree to the proposed change and modify the BCast RD to reflect same accordingly.
6 Detailed Change Proposal

6.2.7 Service and Content Protection

Proposed changes in the RD as per BCAST 2005-0263: 

	SPCP-30 User Identity
	It SHOULD be possible to attach Rights Objects (pertaining to service access, content access and any post-acquisition rights, as applicable) to user identity and not only to the device; where the user identity is stored in a physically removable smartcard (such as, in 3G mobile terminals), portability of these rights objects is implicitly supported. 


Table 1: Overall System Requirements – Service and Content Protection

Proposed changes in the RD as per BCAST 2005-0263R01: 

	SPCP-30 User Identity
	It SHOULD be possible to bind Rights Objects (pertaining to service access, digital rights for content and any post-acquisition rights, as applicable) to user identity and not only to the device.  When the user identity is stored in a removable smartcard administered by the service provider (such as, in 3G mobile terminals), portability of these rights objects to another DRM-compliant device SHOULD enable the user’s continued use of any pre-existing digital rights


Table 2: Overall System Requirements – Service and Content Protection










NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 2)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20050101-I]

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 3 (of 2)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20050101-I]

