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1 Reason for Change

MBMS security [3GPP TS33.246] gives a perfect service protection solution for BCAST services on transport layer. But MBMS security couldn’t provide content protection for BCAST services. 

We propose an alternative service and content protection solution for BCAST based on MBMS security. The main idea is to add some functions on MBMS security to make it able to provide content protection for BCAST. Of course, it is not necessary to modify or change currently MBMS security standard [3GPP TS33.246 v630].
This contribution is to discuss detailed technologies for this alternative solution including key management and key delivery messages. 
2 Impact on Backward Compatibility

n/a

3 Impact on Other Specifications

n/a

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Discuss and agree.

6 Detailed Change Proposal
5.1.1.5.4 Key Management
In Figure XX, based on MBMS security, only one additional key is needed for data encryption/decryption for content protection in CPF.

As for URO encryption/decryption key, MUK (MBMS User Key) in MBMS can be reused. MUK management can be referred in MBMS security [3GPP TS33.246 v640].
CEK (Content Encryption Key) is used to encrypt/decrypt data for content protection. In order to generate CEK, URM (Usage Rules Monitor) will get key materials from smartcard or ME (see URO features in section 5.1.1.5.1), and then generate CEK for content protection. As key materials are related to users own information (such as IMPI), CEK is specific for every user. 

CEK derivation can refer to Ks_NAF key derivation function (KDF) in [Annex B of TS33.220] or MRK key derivation function in [Annex F of TS33.246] as below:

CEK = KDF (KCEK, S)

· KCEK may be user registration key for BCAST service 

· String S = RAND ||IMPI||BM-SC_ID||UROServer_ID||CP_ID||Service_ID

· IMPI, BM-SC_ID, CP_ID, Service_ID are identities with FQDN identity (Fully Qualified Domain Name)

CEK_ID = IMPI||BM-SC_ID||UROServer_ID||CP_ID||Service_ID
AES (Advanced Encryption Standard) [FIPS197] in the Cipher Block Chaining mode with 128 bit keys can be used for content protection. 

5.1.1.5.5 Definition of URO (Usage Rules Object)
The attributes for a URO and their description are as follows. These attributes shall be supported:
· UROID: the identity of URO, it may be IMPI||BM-SC_ID||UROServer_ID||CP_ID||Service_ID
· UROServerID: the FQDN identity of server generating URO

· UsageRules: describing how to consume a specific BCAST service for a user, for example, Direct Rendering Only permission, Pay-Per-View, saved/recorded for future use

· ContentProtectionRules: for example, if user’s usage of BCAST is “Direct Rendering Only permission”, BCAST data need not to record. If user’s usage is “saved for future use”, BCAST data need to record

· KeyMaterials: including RAND, IMPI, KCEK,, IMPI, BM-SC_ID, CP_ID, Service_ID, etc.

5.1.1.5.6 URO Procedures
URO procedures are similar to MSK procedures described in clause 6.3.2 of TS33.246.

5.1.1.5.6.1. URO Request Procedures
When a UE detects that it needs the URO for a specific BCAST Service, the UE should try to get the URO that will be used to monitor the user’s usage of this BCAST Service. In the URO request procedure the UE shall list the URO ID for which the UE needs the URO.
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Figure XX – URO request procedure

The communication between the UE and the URF&BM-SC is authenticated and integrity protected with HTTP Digest using bootstrapped security association in the same way of dealing with MSK REQUEST message as described in clause 6.2.1 of TS33.246.
The UE requests for the URO using the HTTP POST message. The following information is included in the HTTP message.

-
the identification information: URO_ID.

NOTE :
The exact syntax of the XML schema of URO REQUEST parameters in the client payload and its MIME type is similar to those of MSK REQUEST described in TS 23.346.

If BM-SC authenticates UE successfully, BM-SC verifies whether the UE is registered to the BCAST service specified in the URO request. Both the BCAST authentication and verification are similar to how to deal with MSK REQUEST message. If the UE is authorized, the URF shall deliver requested URO to UE (see clause 5.1.1.5.6.2). The URF sends a HTTP 200 OK message with Authentication-Info header.

NOTE :
The BM-SC may not need to challenge the UE (dashed box in figure XX), if the UE has used WWW Authorization request headers in the first message in figure 6.1 and BM-SC is able to authenticate the UE.

If the authentication fails then the URF resends HTTP 401 Authorization required message with the WWW-Authenticate header.
The UE checks the validity of the HTTP response message. If the message indicated failure, the UE may retry or leave the BCAST Service.

If the HTTP procedure above resulted to success, the URF initiates URO delivery procedures as specified in clause 5.1.1.5.6.2.

5.1.1.5.6.2. URO Delivery Procedures
URO delivery procedures can be initiated after the UE has requested for URO as described in clause 5.1.1.5.6.1.
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Figure XX – Deliver URO to UE

The URF sends MIKEY message over UDP transporting the requested URO to the UE. URO is encrypted by MUK.B-TID in URO REQUEST message identifies which MUK (by mapping B-TID to MUK-ID) should be used.
If requested by the URF, the UE sends a MIKEY acknowledgement message to the URF.

5.1.1.5.7 URO Acquisition using MIKEY
In order to not change or modify current MBMS security system, the following two attributes/elements unused or reserved for future use in MIKEY message are possible to be used for URO acquisition: 

1) In clause 6.4.2 of TS33.246, “As the CSB ID field has no meaning within the context of MBMS, the BM-SC is free to assign any value to CSB ID”
2) In clause 6.4.4 of TS33.246,  “The format of the key IDs shall be represented by unsigned integers, different from zero. The reason for disallowing zero is that it is reserved for future use”
In this contribution, only the second possible attribute/element will be chosen for URO delivery. Setting key ID of extension payload used with MIKEY MSK message to “0” means URO is encapsulated in this MIKEY message.

URO message structure is similar to MSK message structure in clause 6.4.5.1 of TS33.246. URO delivery using MIKEY message is dealt with in a similar way as delivering the MSK (s) to UE.
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